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CONSUMER PROTECTI ON

Ms. RUTH DAY:

Good norning, welcome back to our second day.

You know, for at |east the |ast decade, probably fifteen (15)
years, twenty (20) years, the U S. Department of Commerce has
taken an activist role in fostering the growth of internationa
trade. In the last naybe five years, a little bit nore than that,
the efforts have included international trade noving from
technol ogy into E-Commerce. So right now, the Departnent actively
fosters that kind of growh of trade, and they're |lucky to have
Andy Pincus, the General Counsel, in the legal role to support

t hat.

Andy is a graduate of Colunbia University. He tells nme he was
safely and happily ensconced in private practice, at his desk,
doi ng appell ate work, when he received the call from Secretary
Dal ey to serve as Ceneral Counsel at Commerce. And since that
time, he's given Daley advice on the full range of issues that
touch on E-Commerce, including E-Conmerce itself, internationa
trade, telecom intellectual property rights and export controls

and technol ogy.
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We're very glad he's here to give us a key note this norning and

to start our second day in Consumer Protection. Andy?

M. ANDREW J. PI NCUS:

Thank you, thank you very nmuch for inviting nme here, it's a

pl easure to see so many friends whom |'ve been with at other
di scussions relating to E-Conmerce, and to neet a | ot of new

peopl e who are involved in this very interesting issue.

I thought | would begin today by | ooking at the issue that's posed
by the title for this conference. Building Confidence in a
Borderl ess Medium clearly, | think we all recognize that's
critical for E-Commerce to realize its potential, and | think we
all recognize the confidence as a two-way street. For buyers,
they have to know that it's safe to engage in E-Comerce, that
they will be able to get what they bargain for; for sellers, they
have to know that it's possible to engage in E-Comrerce |legally,
they have to know that the rules that apply are rules that all ow
one to do business, not rules that are so conmpl ex, so unknowabl e,
so multi-layered that it's inpossible to operate one's business in

a practical way.
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The part of the title on the other side of the colum,
Jurisdiction, seens to me to be one nmeans to this end. As

| awyers, we're always interested init. | think it's the basis for
application of a nation's rules, whether in the formof judicatory
jurisdiction, whether one can be held before a court or

| egislative jurisdiction, what rules will apply when one is before
that forum And we're taught in |aw school, at least in US. |aw
schools, that the first part of every legal problemis to answer
the jurisdictional questions, that they have to be resolved at the

out set .

But | think in this context, we have to ask sone questions about
whet her the jurisdiction part of the title is the best way to

answer the challenge that's posed on the other side of the title.

Are jurisdictional standards the nost effective way to achieve the
end of confidence, are they likely to be the fastest way of
promoti ng confidence, and is pressing for speedy resol ution of
jurisdictional issues likely to lead to confidence pronmption as a
result? And | submit that at least in the short term the answers

to each of these questions is no.
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As interesting as jurisdictional rules are for us as |awers,
they're not necessarily neaningful for everyone else, and | know
it's often hard for |lawers to believe that other people aren't as
fascinated with | egal conundruns as they are. But as soneone said
yesterday, it's the rare consumer who buys a product or service
knowi ng the jurisdictional rules that are associated with that
transaction. The nost the consuner wants to know i s whet her or
not he or she is going to be safe; can they be sure that they get

what they bargained for.

Al so, going the jurisdictional route seems to ne very unlikely to
be quick. Soneone who's been in the private sector, and now has
been in governnment for approaching two and a half years, our
governments don't nove that quickly in adopting new rules,
especially rules for a nedium such as this, that have to be
different if they're going to be effective. It's just hard for
governnents to grapple with that; it's hard for us to understand
the realities of the technology, the realities of the market place
and to translate that in a venue where one has to achieve
consensus, at least in the United States, really, to nove ahead

wi th anything of significance in our |egal system
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And | think it's also true that a fast solution is much nore
likely to be a conventional one. | guess a corollary of what |'ve
just said is, if one is going to nove ahead speedily, the easiest
thing to do is to say: well, we'll just apply the sane rul es that
we' ve applied everywhere else, and slap themon top of this new
medi um and hope it all works out. It's nmuch harder to quickly
say we're going to trash or discard rules that have been devel oped
over many many years and conme up with an entirely new system and
to do that on anything that approaches the Internet tinme at which

busi ness is evolving on the Internet.

Utimately, as people said yesterday, and | think will continue to
say today, harnonisation is going to be a key el enent of the
solution to the conundruns that we're discussing here, but that is

going to be sonething that takes a lot of tine.

The fact of the matter is, within the United States even, and
certainly across the world, different solutions have been

devel oped to the probl enms of consumer protection, privacy, and

ot her things that go to consuner confidence. And those different
solutions will take tine - are routed in different countries

| ega
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systenms. And so, figuring out how to harnonise themin a way

that's acceptable to people across borders is a project that wll

be quite a difficult endeavor. | think we just have to recognize
that that will take tine, not only to do as a matter of substance,
but also to sell, if you will, to the governnents and peopl e of

different countries as a reasonable solution to this problem
because one part of the harnonisation is solving the substantive
problems - how do we create rules that actually protect people

across borders.

But anot her problemis convincing people that those rules should
be acceptable to themin light of their very different cultura
and legal traditions. And that, as | said, seems to ne sonething

that's going to take a | ot of tine.

I don't nean to say that the discussion of jurisdiction is

uni nportant. U timtely, of course, it's very inportant.
Utimately we do have to resolve these legal issues. W have to
have a bedrock of principle, legal principle on which this systens
rests. And it's inportant to engage in the discussion fromthe
begi nni ng, to educate people about what the issues are, to begin

to debate the issues, and frankly, to stop bad

/'1b



| LPF
Annual Conference
- 9 - July 27, 1999

thi ngs from happeni ng, because there is inmediate reaction in
governments across the world to regulate. There's a new thing,
let's figure out what rules should apply, and apply them And
think in our country, the President nade a consci ous decision in
1997 to take a different approach and to let the private sector
|l ead, as we've said, to be minimalist in regulation and to stop
| ook and examni ne before going down the road of governnent

regul ation. But that instinct is not necessarily uniform around

the world, and it's inportant to debate it.

But, as | say, | think in the short termthe best way to build
confidence is to live with sone ambiguity rather than pressing

hard for sone sol utions.

For exanple, | know there's a debate about across-the-board rule
of origin rules, across-the-board rule of destination rules. It
seens to me, and | think Bob Pitofsky talked a little bit about
this yesterday; each of those extrenes probably doesn't work,
certainly in the consumer context, putting aside for the nonent
busi ness-to-busi ness transactions. | don't think it's possible
for our governnent or any government to say everything should be

governed by the rule of origin
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because that clearly is going to pronbte a race to the bottom On
the other hand, as a matter of pragmatics, a standard that says
the rule of destination applies to everything creates sonething
that an environnment where doi ng business is probably inpossible.
So, we're to have to figure out sonmething in the niddle, and

guess figuring out what that sonmething in the mddle is, is going

to take tine.

But | think a key ingredient of reaching an acceptable solutionis
to have sone real working nodels out there of what those
alternatives mght be because governnents, |ike other conservative
institutions, and they're basically conservative ,| think, are
very reluctant to buy a pig in a poke, they're very reluctant to
sign up to some systemthat they haven't seen working. | think
one exanple of that may be, in another area of confidence, in the
privacy area, when our discussions with the European Union started
about how the United States would deal with the privacy directive,
I think many comrentators, and even many people in the Comni ssion
t hought it was extremely unlikely that the Conmm ssion ever would
accept a reginme of self-regulation as sonmething that was adequate

in terms of satisfying the directive standards.
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But we've clearly conme a | ong way, although we haven't cone all
the way, we've cone a long way toward that goal, and | think
that's because self-regulation got up and running. In the United
States it was really, you could touch it, you could see what the
rules were. Conpanies were inmplenenting it, and |I think that gave
sone assurance to people on the Commission that this wasn't sone
kind of a dodge to avoid real privacy protection. It really was
what we said it was, which is another method of having rea

privacy protection, but one that was nobre consistent with our

l egal traditions, and one we thought frankly woul d provide better

privacy protection than sinply passing a | aw.

So, | think here too, the discussion about jurisdictionis

i nportant and has to continue, we need an essential second track
we have to devel op alternate neans of pronoting consuner
confidence; we have to devel op self-regulation, self-regulatory

approaches and we have to show that they can work.

So, ny basic nessage here is a sinple one. There's been a | ot of
di scussion here, and | think in other forunms |ike this, about
jurisdictional rules, self-regulation, what are the different

possibilities, and
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think it's inportant really to get on with the nitty-gritty, hard
wor k of creating sonething that is self-regulation, really
drilling down to the next |evel and constructing a system putting
themin place, having a I evel of detail so that as part of the
continuing debate there's sonething concrete, real, that can be
pointed to, that can be touched, that shows that self-regul ation
isn't just sonething that people talk about at conferences when it
comes to consunmer protection, but it's sonething that actually can
be i mpl emented, that can work, and that can provide consuners with

real protection.

Let me suggest briefly a few el enents of how such a system m ght
be constructed, or at |east sone things that mght be inportant to

take into account.

The first step, it seens to me, in thinking about consumer
protection, is to separate out the very different elenents of what
falls under the rather large unbrella that is consuner protection,
and I know the next panel is going to talk a little bit about

that. But it seens to nme, advertising regulation, fraud
prevention, disclosure rules, renedies, credentialing of people to

provi de particular kinds of services, al
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of those things fall under consuner protection, but different
approaches may be appropriate for different elenents of that. For
exanpl e, probably ensuring a home court for real garden variety
fraud for consuners is going to be inportant to consuner
protection regulators around the world, and inportant to consuners
too. On the other hand, in the world of disclosure, and there may

be a | ot of room for harnonisation.

| think another elenent that's very inportant in constructing a
systemlike this is to show how the technol ogy all ows nore
protection for consunmers, nore real-life protection for consuners,
because part of the debate is going to be about, caricatured
per haps, taking away people's renedies: why are you taking away
the renedies that | have in the physical world? And while one
answer to that is: it's not true, we're not taking away renedies,
we're supplying different renmedies in the self-regulatory system
But another answer is: in cyberspace we can do things
differently. And differently nmeans that, for exanple, with respect
to disclosure, the ability to click continually and get nore
i nformati on nmeans nuch nore disclosure can be provided for
consuners because the technology allows a multi-Ilevel disclosure

system
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It nmeans that you can create an online dispute resolution system
that's qui ck and easy and cheap, and it allows through contractua
obligations real remedies in a way that may not be possible for

cross-border transactions in a world where all we do is rely upon

courts.

And | think in that context it's inportant to | ook at adverti sing
rul es, disclosure rules, cooling-off periods, and try and cone to
sonme harnoni sation of what are, call it best practices, call it
good practices, but rules that provide an adequate |evel of
consuner protection and not just adequate in ternms of the |owest
common denoni nator, but adequate in ternms of sonething that
everyone; governnents, conpanies, consuner advocates can sign onto

as sonething that provides real protection for consuners.
I think this two-track approach, continuing to tal k about
jurisdiction but really making a major push to develop a real-life

sel f-regul atory system has two benefits.

First of all, | think it actually will pronote consuner

confidence, | think if conpanies that are doing
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busi ness on the Wb are in a self-regulatory systemthat consuners
can identify through use of a seal or other kind of signal
consumers are going to be nore willing to do business with those
websites. And while brand nane websites may not have a probl em

wi th consunmer concern about safety, | think | ess well-known
websites probably do, and to the extent they can be in a program
that gi ves consuners confidence, that's probably going to enhance

busi ness.

The second, and | think just as inportant a factor, is the
creating of this kind of self-regulatory systemthat's up and
running, as | said, will tremendously informthe jurisdictiona
debate. It will provide a real alternative to point to in

di scussing what rules there may be in the md-point of that
spectrumthat | was tal king about between conplete rule of origin

on the one hand, and conplete rule of destination on the other

Now, | recognize that going down this road and not having a clear
concrete resolution to the jurisdictional conundrunms does prol ong
uncertainty, and as sonme people were saying yesterday, |awers

don't like uncertainly. But | guess the short answer to that
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is it can't be helped, and | think since the alternative to
uncertainly probably is in the short termbad rul es rather than
good rules, it seens to ne uncertainty is definitely the | esser of

two evils here.

So, | think it does require conpanies to take a leap of faith to
go down this road, but | think it requires consuner advocates and
governments to do the sane thing as well and | hope that we're al

willing to take that |eap of faith together.

One question is where this kind of work can be done. There are
some prelimnary discussions in other places. It does seemto ne,
al though as | said we believe in private sector |eadership, that
the ILPF, which is a neutral form and a forumthat's been
committed to self-regulation, nay have a real role to play in
facilitating these discussions, bringing people together to, as |
say, really begin to do the nitty-gritty work of putting these

systens together.

So ny nessage is sinple. W have to get the second track noving
and | think moving quickly. | think it's essential to building
the kind of confidence in this nediumthat we all want and that

will allowit
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to realize its trenendous potential. And | hope next year, at the
third annual neeting, we'll be able to have sone real systens
under construction and we'll be able to debate the pros and cons

of them together and continue to nmove this process forward.

Thanks very mnuch.

( APPLAUSE)

I think we have some tine, |I'd be happy to answer questions on
this or anything el se that people have questions about. W can

actually be ahead as opposed to yesterday.

Ms. PHI LI PPA LAWSON
H, I"mPhilippa Lawson with the Public Interest Advocacy Centre.

I neant to ask you, and | can say right at the beginning, that
one of the reasons |'mhere is because |'m excited about the idea
of trying to find sone conpromise to the i ssues where business and
consuners are quite wide apart on. The key one versus the country

of origin and the country of destination conundrum

But | really have trouble with the idea that -- and a
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nunber of people suggested that it's just inpossible for business
tolive with the country of destination rule. | mean, businesses
are doing that to sone extent right now, and it seens pretty
obvious to ne that you can limt your website, you can linmt your
busi ness to the countries that you are confortabl e doi ng busi ness
with. |If you're interacting digitally with people, you can ask
them where, for instance, you're not delivering the product to a
geographi ¢ address, you can at least rely on the consuners’
attestation of their |ocation and you can see what is going on
and that's a different issue, we'll deal with that one when it

conmes up.

But it seenms to me that business is going online, and this idea

t hat suddenly they should accept to be able to sell in every
country in the world, sinply because that's what the Internet
permits, is a bit much. | mean, you're already getting a
tremendous i ncrease in your coverage, in your marketing by going
online, even if it's sinply within the sane jurisdiction that you

started out in.
So | guess, | don't accept that it's inpossible for business to

live with the country of destination rule. | do accept that it's

not the nost desirable outcone
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froma busi ness perspective, but | appreciate your comment.

M. ANDREW J. PI NCUS:

Yes, | don't know that | can cast a vote between inpossible or
really difficult. It seenms to be that one of the great potentia
benefits of the Internet is enhancing cross-border comrerce. It

really allows that to be done in a way it's never been done
before, and especially allows it to be done by small and nedium

si zed conpani es which really before didn't have a real opportunity
to trade outside their |limted geographic area or certainly
outside the borders of whatever jurisdiction they're in because
they couldn't afford the distribution network, the outreach
network and all the things that | arge conpanies had to pronote

that kind of distant trade.

So ny concern is that for |arge conpanies, it probably is possible
to figure out what the rules are in different jurisdictions to
either tailor website so that you enter where you are and then
various -- whatever the rules are for the country in which the
consuner is |located pop up, but ny concern is that assunm ng for

the nonent that that's possible for |arge
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conpanies to do, it's probably not for small and nedi um si ze
conpanies. And so | think we shouldn't be -- given the Internet's
potential to really expand that conmerce, and | think with those
ki nds of cross-border interactions come not just econonic
benefits, but all kinds of social benefits, and the benefits of
having a world that's nore closely tied together, we should really
| ook closely at figuring out how we can pronmote that kind of

trade.

And | think promoting that kind of trade requires that we figure
out whether there's another way to deal with these issues. And
think, to ne, that's part of the Internet realizing its potenti al
and we shouldn't, just at the outset, say, we're so comritted to
rules of destination that we don't even want to engage in the
exercise. Because | think with respect to a |ot of these rules we
will find out, as | say, we have to start to do the work, but it
seens to nme that they're may be ways, relatively easy ways to

har moni se them And as | say, provide consuners with rea

remedi es that may be much nore realistic than just the disclosures
with respect to doing business in country X aren't nuch good if
you're a consuner in that country and you have no practical way to

bring a lawsuit or to get redress
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if you're ripped off.

If sonmeone is part of a contractual system and you have online

di spute resolution, that's a real benefit to consuners, and so, if
you can construct a systemthat has those real benefits, getting
them may be worth sone trade offs on the other side because
ultimately, not only are consuners better off because they
actually have real redress, but we've gone farther to realizing
the benefits of the Internet as a truly global nediumfor

commer ce.

M. BILL POULCS:

The GBD is discussing the very issues that you tal ked about, and
we certainly see the value in quick, easy, cheap renedy, the focus
on renedy for consumers. So we strongly support those views that

you' ve just expressed.

Now, while we're trying to figure out how to do that, and the

| LPF, and a number of other organisations are engaged into

di scussi on about how to provide renmedi es to consuners, quick

easy, cheap fromany place in the world, would you conment on how
these private groups and busi ness groups are going to be able to

i nt eract
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with governments and international organisations, sone of which
are noving to judgenment to put in place laws and to put in place
the results of regional conventions, which in fact have nade the

choi ce between country of destination and country or origin.

We're quite concerned about the quick inplenmentation that is going
on in a nunmber of areas. Could you comment how are we're going to

work with these organisations?

M. ANDREW J. PI NCUS:

Oh, we're concerned also. As | said, we're very concerned about
rushing to judgenent in any of these areas, and | think what we
can do is to, you know, use our seat at the table to say that
studyi ng these issues, |ooking at alternative solutions, makes a

| ot nore sense than rushing down the road to put in place rules
that may have quite a stifling effect, and in addition, as | said,

may not be the best way to protect consuners.
| truly believe that one of the saddest things about a rush to

judgenent is that the technol ogy provides a | ot of new ways to

protect consuners and di spute resol ution
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is only one, and to put in place rules that just reflexively apply
physi cal world standards to the Internet doesn't allow for the

possibility of devel oping those, and | think that's a real |oss.

So, all we can do is say, in our view, rushing is not the right
result, that it's not the way to best protect consumers, it's not
the best way to devel op conmerce on the Internet and try and
convi nce other countries that going slow and | ooki ng at
alternatives makes sense. So we're trying to do that. Anything

el se?

Okay, well thank you very nuch.

( APPLAUSE)
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COVPARATI VE OVERVI EW OF CONSUMER PROTECTI ON LAWS: SCOPE

ENFORCEMENT, JURI SDI CTI ON

M. RONALD PLESSER
We are two m nutes ahead of schedule so far, and we will use it up

inthis extrenely substantiative panel

My nane is Ron Plesser, and I"'mw th a Washington law firm and
have a background in privacy and jurisdiction Internet issues, and
have done a fair amount in self-regulatory activities, if that's
the right word, for conpanies and organisations, and |I've witten
several codes and enforcenment schenes over the |ast couple of
years, and it is just fascinating for me to be here at ILPF to

wor k on these issues.

We really have an extraordi nary panel, an international panel to
tal k about consuner protection |aws and the kind of conparative
analysis. 1've asked each of them and including nyself, to try to
keep our initial comments sonewhat limted. | know, everyone has
cone fromfar places and has a lot to say, but we would like to
have a di scussi on anpong ourselves and with the audi ence at the
end. We do have an hour and a half for this panel. 1'd like to

qui ckly introduce the panel
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We have Roger Tassé, who's a partner with Gowling Strathy and
Henderson in Gttawa, and he is, | think, a lawer with nmuch
general experience but has worked a great deal with Industry
Canada on el ectronic conmerce issues and we | ook forward to his

comrent .

The second presentation is going to be very interesting, we're
going to see two speakers work together. | don't know if it's
going to be a soft shoe or go back and forth, but we have Sven-
Eri k Heun who's a partner with Cifford Chance, in Frankfurt, with
wi de experience in tel econmunications and Internet law, and a main
contact for telecommunications law. |'ve worked a great deal with
the Cifford Chance office in London, and they certainly have a

| ot of expertise in this area. He's co-author of a standard | ega
treaty on cross-border data flows and published nunerous articles

on | egal questions of teleconmunications.

Kai Westerwelle is an associate in the Frankfurt office of the |aw
firmof Bruckhaus Westrick Heller and LOober. He concentrates his
practice in the area of intellectual property, in nmulti-nedia |aw,
including Internet [ aw, and has done a | ot of publishing on those

i ssues as wel |
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Ching-Li Liu is an assistant professor of |law at the G aduate
Institute of Industrial Econom cs at the National Centra
University in Taiwan. She is starting in the sunmrer of 1999, so
guess congratul ations are in order. Prior to joining the
interdisciplinary institute, she has toured as an assi stant

professor of |aw at Tangshan University for two years.

And then finally, we have M chael Ceist, he's a | aw professor at
the University of Otawa, specializing in |law and technol ogy area

with a particular focus on Internet |aw.

One of the two things that |'ve been working on the |ast severa
nont hs has been the ABA Project that's been nentioned a great

deal, and sone of the some work, sone of the focusing that we do
here will be fromthat. And also, we have been working with a
group of eight multi-national conpanies in the U S. that is trying
to find the right answers and solutions to this, and |l et nme say
that | think that it's not just about industry self-regulation or

i ndustry action. This areais a little bit different than privacy

and ot her areas, the
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nmutual ity of interest between the consuner and the conpany is very
close. Conpanies will only do well on the Net if consuners have
confidence in the Net, if they feel that they' re protected on the
Net, and so that Net activities. |If you go back to the catal ogue
days, there was a |l ot of resistance and people did business by
mail, and certain industry leaders like L.L. Bean took on policies
that, if you' re ever unhappy with the goods, you could return it.
In fact, | think, you can even return a shirt five years |later
that you've worn once a week, if you think that it faded not quite
the way you thought it should or are not happy with it. And
that's a policy, that's the price of their doing business so the
peopl e have confidence in dealing with catal ogues and buying
through the mail. And it's worked. Catal ogue sales, | think, are
sonmewhere in the trillion dollar range in the United States, it's

a mgj or elenent of retail sales.

So consuner satisfaction, consuner protection,is very nmuch in the

i nterest of industry.
What we don't want to happen, and which we'll show a little bit

is, inthe early 1930's in the United States, there was sone

comrerce cl ause cases where one
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state, North Carolina ,required different size nud flaps; as you
drove your truck through the state, you had to stop, and truck
drivers had to stop and change those nmud flaps to a different
size. There was no, the court felt, |egal reason, there was no
recogni zabl e reason why the State of North Carolina could really
do that other than to interfere with comerce, and under the
conmerce clause, the U S. Constitution held those | aws

unconsti t uti onal

So, while we want to protect consuners, we want to resist the
devel opnent of nud flap |laws around the world so that conmerce
will be interfered with for non-legitimte reasons. States can
enforce gross tonnage | aws, they can protect their roads, they can
do legitimate things in protecting traffic, but they can't do
things that sinply block trade. And that's what | think we want

to focus on.

I want to acknow edge Stu Ingis who's worked with ne at the | aw
firmon all of these projects and has been very hel pful in working
with us. Again, he's |earned under Hank Perritt, and he's

conti nui ng the process.
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What | also very strongly support what Chairman Pitofsky said
yesterday. | think the idea that there are sone alternatives here
in the approach is not right. | think we have to | ook at |ega
convergence, we have to look at treaty possibilities, and we have
to l ook at self-regulatory activities, and again, self-regulatory
activities have to be done very closely with consuners to conme up

with a consistent approach

The scope of consuner protection (Andy did some of this that we're
tal king about), is fraud is at one end, and we'll talk about that
alittle bit, advertising which has some fraud elenments in it, but
al so has trade and fairness issues; disclosure, billings,
chargebacks are all consuner protections. W'IlI|l talk about the
chargeback process, but how you can use the credit card conpany or
your paynent nmechanism in the nature of this dispute is sonething
that | think has not been spoken about and which is a consumer

protection | aw worth tal ki ng about.

O her regul ated services, professional |icences is perhaps the
nost inmportant in this area. A major elenent of consuner
protection is professional |icences and you know, the obvious, the

question that many
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peopl e have been discussing is, you know, can an architect in New
York deliver plans through the Internet to a client in |Istanbul?
Now, this is not consuner protection -- well, it is consuner
protection, the licensing |aws apply for everybody. It doesn't
make any sense to say that architects have to be licensed al ways
in the place of residence. You have to get a building pernmt so
that at sone point those plans will have to be acceptable, but if
an architect is sending renderings or plans to a client, do they
al so always have to be licensed by the | aw of residence of the

reci pient?

In the U S., there's state |icensing of doctors, doctors are
tested on a national basis but |icensed on a state basis. Does
the Internet force us to | ook at such fundanental issues as state

i censing of doctors?
Tradi ti onal Bases of Personal Jurisdictionin the US., and | want
to go through this extrenmely quickly, because |I think a | ot of

this has been touched yesterday.

Two-step analysis; is defendant anenable to suit under state's |aw

|l ong-arm statute? |Is exercise of
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jurisdiction consistent with the constitutional due process

requi renents?

They have a concept of mninum contacts which essentially get into
the area of fair play and substantial justice. Certainly the

pur poseful avail ment of privilege of conducting business in a
forum gets you there inmediately. The problem sonetinmes rel ates
if you're dealing in a forumin the related activities but not the
direct activities, and of course the nexus between the acts and

the forum such as the exercise of business in a particular state.

The Sliding Approach in Internet Jurisdiction, it's interesting to
me, yesterday these two words passive and active have, really
didn't come up nmuch in the conference. But when we're talking
about jurisdiction, often the word, particularly in Internet
application, is that passive activity; sinply having a website
there often is not enough to bring in the jurisdiction of the
recipient. But certainly active, as you go into actively
conducting business in the jurisdiction, it gets you over and

there's always the grey area of internediate.
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This, | think is the framework that 1'd like to talk about and
maybe have sone questions on for the panel. W have strong

argunment for the | aw of the consunmer, and then we have the weak
argunent for the |law of the consunmer. And | think fraud is a
strong argunment, and | think the discussion before of, is it

al ways one way or is it always the other, is neither hel pful nor

realistic because | think there's gradations here of the interest.

So if we ook at fraud, |I think we would all agree that the |loca
jurisdiction of the recipient of the consuner al nost woul d al ways
have a jurisdiction if they can pass those active passive
threshol ds we di scussed, that | just discussed. Not only
theoretically, but politically, we're never going to get attorneys

general at the state and federal level to agree that they can't

protect their consuners against fraud. | think it's an issue that
we |ive with, and probably will be fine.
Then we have the issue of disclosures which, after all, is

somewhat related to fraud. Wen you have a di scl osure requirenent
like cigarette notice or security disclosures, that's really a
regul ation that's making sure that the consunmer kind of knows

everyt hing that
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the consumer needs to know. |It's kind of prescriptive anti-fraud,
it's preventive, so make sure that things have to be disclosed so

that argunent kind of goes a little bit toward a strong argunent.

As you get into advertising and particularly issues of advertising
that deal with things |ike conparative advertising we heard about
yesterday, that has very little to do with fraud or disclosure, it
has maybe more to do with protecting markets. And so, if you
prescri be conparative advertising which is truthful, conparative
advertising is legal in the United States, it's not legal in the
UK and Germany. \What happens to a website that says that the
Chevy, the Chevy website that says: we have a better engine than
the Ford car; that's certainly legal in the United States. There
are some rules that they have to denonstrate that they tested it,
that they |ooked at it, that there's a substantiation for those
clains, but as long as they can do that, it's not only legal, in
fact | think it's somewhat encouraged by public policy. But it's
illegal in another country. Does Ford not put that website up
knowi ng that a German or somebody fromthe U K can get access to
it? | think that's where the argunent gets weaker for the | aw of

the consunmer. And then | think
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as we get into content, professional |icensing and other

activities, indeed we get weaker still.

This slide | want everybody to | ook at, because this is what this
whol e di scussion is about, this is done with the perm ssion of

IBM but this is a very good, a very reasonabl e approach by |IBM
under current law. |f you want to go on to IBM hone site to buy
products, you have to identify your region and country of origin
you then click that -- I"'mnot, this is Powerpoint, |I'mnot, can't
go through it, but you then click on and they will talk to you in
the consumer protection | anguage of about 20 countries, the
conpliance costs are very expensive. So here's a very well-known
product the conpany that is selling, but they are selling strictly

to the country and region.

We had a discussion over this the other day, the ABA project and
the security lawyers in the group thought this was great, and
said: "You know, if you're going to sell securities, this is the

way it should be.”
Well maybe that's true, maybe if you're going to sell securities,

this kind of approach is good. | think, to ne this is a nightnmare

if you're tal king about gl oba
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and econonmc commerce. | think this really destroys the prom se
and technology of the Net, and this is what -- | don't say that in
negative -- IBM | think IBMdid the right thing in terms of its

conpliance, but if all of these discussions in five years forces
everybody doi ng busi ness on the Net to have a screen |ike that,

think we've lost the battle, in ny view

I've just put up sone websites, here's the Amazon in the U K wth
a 50% di scount on U K 's best sellers. Wose rules apply in terns
of how that 50% i ssue is deternined; here's the Drugstore Online
whi ch Professor Geist wote; we talk here about sonme pornography
online, and you can see ny associ ates who hel ped put this together
did a little censorship of thenselves on this. W were sonmewhat

hunored by that and | eave the screen in.

In the ABA project, and this is a work in progress, this is not in
any sense finished, we're tal king about consuner vari abl es,
mer chant variables in making a jurisdiction issue, this goes to --

we just collapsed here in the el ectronics.
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Anyway, let me finish in saying that we have hand outs. [|'ve sone
copies of this and it will be on the website. But if you |look at

the variables on the left and the variables on the top, the
merchants, and then we're trying to develop a system of grading
the answers froma scale of one to five or naybe from col or
sonebody made a suggestion, colors fromblue to red to get a sense
of the intensity of the answer. | think we all go into this
knowi ng that there's no kind of ultimte answers but there are

gradations that we have to deal with.

One of the last consumer protection laws that | had up on the
screen, and sonehow | can't, is the Fair Credit Billing Act, and
wanted just to talk about that for a second because it tal ks about
a concept of chargeback which we really have not tal ked about
before. The Fair Credit Billing Act in the United States requires
prompt written acknow edgenent of billing conplaints,
investigating billing errors by the credit card or paynent
mechani sm prohibits creditor action adversely affecting consuner
credit standing until conpleted investigation. It requires
creditors to pronptly oppose paynents to consuner's accounts and

refund or credit overpaynents, and it also has gl oba
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applications.

This is not a systemthat is in place, really, | think any place
other than the United States. Sally can correct ne, Cowan, from
Ameri can Express, but | think chargebacks is really kind of a

uni que U.S. consuner protection issue, but I know American
Express, and | think other card conpanies, Visa, they're
structured slightly different, but are extending this to Internet
sales globally so that if a consuner has a conplaint, if they
haven't gotten a good, if the good wasn't described correctly,
there is a mechanismto go back and to challenge that. They don't
have to go to court, they don't have to go to seek | aw
enforcenent, the charging nechanismitself gives them sone

opportunity.

Well, 1'"mgoing to conplete on that conversation and hear the
panel, and hopefully we'll have a little tine left for sone
guestions. Thank you. Roger?

( APPLAUSE)

M . ROGER TASSE:

Thank you very nmuch, Ron. Let ne first say how nmuch |'mgratefu

for the opportunity conme and speak to you
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on sone aspects of Canadian law relating to advertising on the
Net. But before | do, | have a little story that | want to tel

you, it's a lawer's story.

There was a man in a hot-air balloon who had | ost his conpass, and
he didn't really know where he was. So he clinbed down, if |I may

use that expression, and there he saw a nman working in his garden

and he said: "Hey man, | have a question for you." - "Sure,

pl ease, ask your question, I'll see whether | can help." - "Well
woul d you please tell nme where | an?" And the man said: "Well
you're in a hot-air balloon.” The response was: "Well, you nust
be a lawer." - "Well how conme, how would you know that | ama
lawyer?" - "Well, you're absolutely right, and too, you're

absol utely usel ess.™

| don't pretend that I'll be absolutely right, but | hope that ny
remarks will be helpful, of interest in your consideration of sone

of these issues.

I think that Ron has provided the conceptual framework that wll
suit well the remarks that |'m about to leave with you. | propose
first to discuss the substantive provisions of the Conpetition Act

dealing with fal se or
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m sl eadi ng advertising. The Act is not the only one that we have
in Canada relating to false and m sl eadi ng advertising, there is
| egislation as well at the provincial level, but that will not be

the focus of ny remarks this norning.

Looki ng at the substantive provisions of the Conpetition Act, |

wi || exanmi ne whether these provisions apply to Internet service
providers. | will first deal with the prescriptive jurisdiction
that Dean Perritt referred to yesterday. And then | will, in the
second part, deal with the conditions under which our courts will
affirmtheir jurisdiction with respect to those provisions.

That's the adjudicative jurisdiction, or the courts jurisdiction.

So the provisions of the Conpetition Act, as | said, prohibit
advertising that is false or msleading, as well as a nunber of

ot her marketing practices, for exanple, pyram d selling. Now,
pursuant to anmendnents that were adopted by Parlianment in March of
1999, the Act now contains two streans by which to conbat

m sl eadi ng advertising. There is first the traditiona
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crimnal m sleading advertising provision. The second stream
which is new, creates reviewable matters by which the Conpetition
Bureau, that's the equivalent of the FTC in the USA, can counter
m sl eadi ng advertising by requiring corrective action w thout
crimnal sanction. | underline that this is the exclusive

prerogative of the Conm ssioner to enforce.

Now the first streamcreates an offence for anyone who, for the
pur pose of pronoting directly or indirectly the supply or use of a
product or for the purpose of promoting directly or indirectly any
busi ness interest by any nmeans whatever, knowi ngly or recklessly -
these are the words that nmake it a crininal offence - do make a
representation to the public that is false or msleading in a

materi al respect.

The second stream contains the same description of reviewable
matters, except that the revi ewabl e conduct need not to be engaged

in knowi ngly or recklessly.

Now, there is a section in the Act that provides that the nmaking
of a representation includes ‘permtting’ a representation to be
made in the case of both crimnal or civil matter. |['Il conme back

to that question of
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‘permitting’ and try to see what consequences of that new

provi sion might be for 1SPs. Advertising is not otherw se defined
in the Act. As you can see, the provisions address the substance
of advertising and not the neans by which advertising is carried

out .

The March anmendnent was specifically neant to apply to electronic
comerce; it was meant to apply to general m sleading advertising
- 1'd say - in the paper world. The question | would like to
di scuss is whether these provisions are likely to apply to the

I nt ernet.

First, let nme note that there's nothing in the Act that limits the
application of these provisions to persons |ocated in Canada. A
pl ain readi ng of the Act suggests that these provisions apply to
anyone, whether |ocated in Canada or not. |'d add, subject to

adj udicative jurisdiction rules that | will deal with later. In
the result, foreign vendors that cone to Canada and nake
representations in Canada about the products they sell in Canada

woul d be caught by
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t hese provisions.

Are | SPs covered by these provisions? 1In general, as we all know,
there are two types of |SPs, those hosting contents and others
acting nerely as conduits, basically allow ng custoners or

consunmers to access content.

In Canada, the Crimnal Code supplenments the Conpetition Act by
virtue of the offence of aiding and abetting the commi ssion of a
crinme, and in addition, as |'ve just nmentioned, the Conpetition
Act provides that making a representation includes ‘permtting

representations to be made.

So the question arises as to whether an ISP by providing online
access could be viewed as permitting a vendor to engage in

m sl eadi ng advertising. The answer to that question | nust say,
is not clear although a nore plausible interpretation of
"permtting" in the context of the provisions |'ve nentioned,
woul d rather cover a situation where it is the vendor that

permits, not an internmediary |like an ISP

In any event, in light of the high degree of intent
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envi saged under the Crinminal Code and the crimnal deceptive
mar ket i ng provi sions of the Conpetition Act, it seens unlikely
that a passive ISP that acts as a mere conduit of information

woul d be caught by these provisions.

The position of the ISP that hosts the content is likely to be
different. |In hosting a representation an ISP night beconme a
party to the prohibited conduct depending on its role in the

devel opnent of the information.

In the case of a reviewable conduct, it's interesting to note that
an | SP woul d benefit froma publisher's defense which provides
that the revi ewabl e conduct provisions do not apply to a person
who prints or publishes or otherw se dissenm nates a representation
on behal f of another person in Canada, if the publisher obtained
and recorded the name and address of that other person and
accepted the representation in good faith in the ordinary course

of the business of that person.

That defense would likely apply to an ISP if they conplied with

the provisions |'ve just mentioned.
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However, this defense only applies in relation to information
received froma person in Canada, thus placing a higher onus on
t he publisher of the ISP to ensure accuracy when the information

is received outside Canada.

So thus overall, I'd say that there are a nunber of issues that
remai n unclear and will need to be addressed eventually by our
courts, particularly as to how these provisions would apply to

| SPs. Judicial devel opnents in other jurisdictions particularly,
but not only, in the USA are likely to influence jurisprudentia

devel opnents in our country.

There are questions as to whether our courts will, or under what
conditions will our courts affirm assert their jurisdiction in

cases involving a vendor from another country.

In the case of penal |egislation, our courts have adopted what |
would call a relatively liberal approach to asserting their
jurisdiction. For exanple, in the context of the application of
the Criminal Code, there is a section, Section 6(2) that provides

that subject to the Act, or
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any other Act, no person shall be convicted of an offence

commi tted outside Canada.

Well, that needs to be better circunscribed, what is an offence
comm tted outside of Canada, and where will an offence be

commtted in Canada?

These questions have been the subject of an inportant decision of
the Suprenme Court in 1985. The accused had been charged with
fraud. Persons located in Ontario phoned residents of the United
States and under fal se pretences induced themto send noney to
addresses in Panama and Costa Rica. The accused argued that
Parliament could not have intended the Crininal Code to apply to

an activity that occurred primarily outside the country.

Well, the court didn't agree, didn't accept that argunment and
guote here from M. Justice La Forest, he said that: "(...) all
that is necessary to make an offence subject to the jurisdiction

of Canadi an courts is that a significant portion of the activities
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constituting the offence took place in Canada. As it is put by
modern acadenics, it is sufficient that there be a "real and
substantial link" " - or connection - "between an offence and this

country, a test well known in public and private international |aw

(...)"

And | ater he said: "(...) in considering whether a transaction
falls outside Canadian territory, we nust (...) take into account
all relevant facts that take place in Canada, that may
legitimately give this country an interest in prosecuting the

of fence. "

The application of this test to the Internet would, in appropriate
circunstances, allow for the assertion of our courts' jurisdiction
over a foreign vendor. This test, by the way, has al so been
accepted in contract and tort cases by other Suprene Court
decisions. Wuld nere access by a Canadian resident to a foreign
website not conforming to the provisions of the Conpetition Act be
sufficient for the purpose of nmeeting the real and substantia
connection test? | wouldn't think so. But the test m ght however
be met, for exanple if the vendor's goods were sold or were
serviced in Canada or if the vendor had a physical presence in

Canada.
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So it's not entirely clear how our courts will apply these

provisions to the Internet.

So ny conclusion is that generally speaking, the Conpetition Act
wi Il not generally present significant problens in its application
to online transactions where the vendors or the websites are

| ocated in Canada. And the effective application and enforcenent
of these provisions in Canada will bring benefits both to Canadi an
and foreign consunmers when transacting with Canadi an vendors as it
woul d help to create an atnosphere of confidence. Problenms would
occur however with respect to our courts' jurisdiction and

enf orcenent when the vendors are | ocated outside Canada.

I hope that these remarks will be hel pful, of assistance in your

del i berations. Thank you.

( APPLAUSE)
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M . SVEN- ERI K HEUN

Thank you very much, M. Chairman, as we said before, we are
drawi ng together, this is not a law firmnerger. Neverthel ess, we
will revert back and forth, hopefully create an atnosphere of
movenment. \What we'll be trying to do is talking a little about
consunmer protection laws from Germany, in particular fromtwo

angl es, one fromthe contractual side and nmandatory |laws from
Germany as well as the tort |aw side on the other hand. And that
should be it for the beginning, and 1'd like to correctly nove

over to Kai to go on.

M. KAl WESTERWELLE

Yes, thank you for inviting me to this conference, and I'd like to
take a word from Agne Lindberg, he said yesterday that Europeans

| ove regul ations, and he said: "Wat truth is not very good to

repeat." Let me show you why.

So, consuner protection |laws in Germany, what you see in red is
mandatory law. 1'd like to just fly over the laws to give you a
brief overview First of all there's the General Civil Code which
is interesting for us in the electronic conmerce case, the

requi rement of the statutory witten form which of course the
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el ectronic conmerce did not neet because it's requiring a
si gnature which we cannot do. But right nowthere is a draft of
t he "Adjustnment of Form Requirements in the Civil Code to the

Modern Legal Transactions", this is the nane of the | aw.

Qur Mnistry of Justice of May 19 this year to prevent the
el ectronic forumwhich will be the electronic signature, that we

don't know when that will be law in Germany.

The second part is the Section 138 saying that unlegal activity
whi ch highlights general stand truth (...) of policies is void on
busi ness activity, the strongest in consunmer protection you have

in the Civil Code.

The second part of the General Civil Law is the Act on Standard
Terms, and you will find in Section 10 and 11 of the (?) of
Germany, along with clauses which are void within Gernman aw. And
if all those clauses are not enough, we have Number 9 which is the
general clause saying that clauses not abetting loyalty and good

faith are void and null.

So there's a very long list of laws on activity to
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of fer freedom such as EC directives, but there will be, | guess, a

speech afterward on these devel opnents.

The next part is Consuner Credit Act. Consuner Credit Act is not
only for | oan agreements but also for periodically delivering of
goods of the sanme kind which is for exanple newspapers, online

newspapers delivery.

And al so for any contract obligation that the consunmers buy
regularly if the value is nmore than 400 DM which is not very

much.

If this law is applicable, you have to face a right to w thdraw
for the consumer for one week, as well as sone disclosures: you
have to i nformthe consunmer of any substantial facts of the deal
including his right to withdraw. And again if a problem the
consuner has to countersign that information. And that again does
not nmeet the requirenments of electronic conmerce, but it's a

mandat ory | aw.

The next one is the Act on Door to Door Transactions which
want ed to show you, but I'mnot too sure, and to sol ve an ongoi ng
argunment |'mgoing to show you, whether this act is applicable to

el ectroni ¢c conmrerce
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because the scope of that lawis to prevent the custoner from

bei ng taken by surprise by typical door to door protections.

We need to look at the electronic comrerce, the consunmer is going
to pay any tinme he wants to have to |l ook at the page, to | ook at
the offer which is not conparable to the classic door to door
selling. Nevertheless, there are policies in Germany sayi ng that
this is applicable to el ectronic comrerce as well, and again, the
consuner has the right to withdraw within one week, and he has to

be informed of a ot of details on the contract.

The next is the Conpetition Law, and that's all about
advertisenent. | have prepared, |'mjust going through that,
Section 3 of this Unfair Conpetition Act, and that's what Roger
just told us about Canada. |It's the sanme in Gernmany: any person
who, in the course of business activity for purposes of
conpetition makes deceptive statenents, and there's a long |ist

ri ght now, may be enjoined from maki ng such statenents.

This is a very wide range you have in Gernany to forbid any

advertisenent, false advertisenent or m sleading
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adverti sement.

May | just correct one thing. W' ve just heard that, in Germany,
conparative advertisenent is not allowed. W just changed that or
we' re about to change this according to EC Directive, to start two
nmont hs ago. We are inventing it in Germany because the Federa
Court of Germany, ruling out that even though EC Directive is not
valid, is not chanceworthy to German |aw until now. W have to
obey it. So if you want to conparative advertise in Germany,
you're allowed to if the advertisenent is true, and you have to
gi ve the consumer any details allowing himto nmake his own
conparison. So it's not just to conpare one point of the

advertisenent, you have to give all details of the deal

And, 1'Il just go back. W have as well the Data Protection Law,
as you see on the right side, | don't want to talk a | ot about it
because it's a public law, but if you collect consuner data, you
have to obey very strict rules especially when you pretend to
transfer the data froma German collector to outside the E. U, but

that's again a point, we will hear about it later in the day.

/'1b



| LPF
Annual Conference

- 53 - July 27, 1999
Last but not least, | want to show you the EC Directive on the
Protection, just to tell you that this will have a big influence
on German |aw as well, that since we've got, | think, the nost

very strong protection of consuners in Germany, we don't have to
change a lot. But there is the Long Distance Selling Act, right
now we have a draft from February this year, | guess, or March
changi ng sone laws. But basically the laws we have will stay the
same and that should be it about an overview, and | give the bal

back to Sven-Eri k.

M. SVEN- ERI K HEUN

Thank you very nmuch. W have seen the acts which are nandatory

| aw, now what does that mean when it cones to CGerman territoria
jurisdiction and when it comes to the issues of choice of |aw
Wth regard to consunmer protection, it actually neans a |lot. Even
t hough there's a principle, when we | ook at the jurisdiction rules
as to what law is applicable, we would have the | aws of the seat
of the supplier, which usually where, that's according to the
German | aw of conflicts, and that is nore or |less the general rule
as far as | know. And we even have the possibility of a choice of
[ aw i ncluding a choice of law in consuner contracts and even in

general terns and conditions.
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You have heard that our German | aw and German terns and conditions

are very restrictive

Just to give you maybe a very short idea of how restrictive, but |
don't want to el aborate on that too nmuch, is you have, for
exanple, no right to any price increases whatsoever; and what is
even worse, and that's nost of the tine very surprising for
Americans, there's practically no limtation of warranties or
liability in general ternms and conditions. Wich nmeans that if
you actually want to sell your goods, and that is applicable under
German law, if you do have a problem you cannot really restrict

your liability.

So comi ng back to what that neans for the mandatory | aw question
it is pretty clear that even though we may have the possibility
materially of a choice of law, it does not work when it comes to
consuner contracts. You clearly have the country of destination
rule for the choice of Iaw question in Gernmany, which nmeans that
wherever the consunmer |ives and has received an offer, and
wherever he ordered basically, so nore or less the clicking in
front of his screen, that's where the Consuner Protection Law of
Cer many, whenever it's mandatory, will apply. And it's easy to

say, being a
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maxi mum regul ati on country as has been said before, that al nost
the entire set of consunmer protection laws in Germany apply. No
matt er what choice of |aw has been taken, the law is mandatory and

therefore we don't really have a choice, in that case, those | aws

have to be obeyed, and if not, then these clauses will be void and
there will be other kinds of renedies.
And before we tal k about choice of law issues, I'd like to give

you Kai again, to talk about the side of the Tort Law

M. KAl WESTERWELLE

Yes, thanks. What |I'd like to show you is the enforcenent of the
German | aw, especially the exanple I'd like to choose is the
Unfair Conpetition Act. And that's the Personal Class Action

that's what | want to show you.

It's not only the consuner to claimviolation of his rights, it's
al so different organisations. And as you nay see here is, the
possi bl e clains are any person who viol ates can be, may be
enjoined fromviolation acts. And what you have first of all is
any conpetitor can claimfor violation of Section 1.03 of the

Unfair
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Conpetition Act, which is for exanple false advertising. So you
see, Number 1: "By business persons distributing goods or
pronoti onal services of the same or similar type that can claim

for infringenents."

And the sanme holds true for associations having | egal capacity,
whose purpose is to "pronote", and | choose the word "pronote"
commercial interests. These private organisations to prevent
unfair conpetition, we call them "Wttbewerbszentral en" are very
busy in here. |If you have any fal se advertising, you will face
clains of them | guess you will, if not the conpetitor is being
the first to claimyou. So these are special private

organi sations, these are not public organisations |like FTC, as far

as | understood the principle of FTC

And the next one is by association having | egal capacity, whose
chart of purposes includes safeguarding and so on. This is about
the sane, this is also private organi sations which have been built
up in Germany especially by lawers, I'mpretty sorry for that,
just to sue and to get fees. It can't sell wares, it's just a
combi nation of | awers to nake noney in some parts. Wiich is nore

interesting is the
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private organisations to safeguard the fair

So what renedies are you facing?

enforcenment Class Action on standard terns,

organi sati ons have the possibility to cl ai m agai nst

cl auses.

The renedies of this, | cal
whet her | can choose one word to
fam liar with American |aw, are,
cl auses, for exanple in standard
When you have inportant standard
al nost the private organisations
it's just a question of how nuch
the claim And if they have the
to the Federal Court,
of any bank. So anyone,
deci si on of the Federal Court.
The sane holds true for
There are many |lawsuits, as |'ve

it's planned that protection
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of consuners should be in other I egal areas so there's nore class
action in CGermany, but | can't tell you how that works in the

future, especially when it conmes to civil |aw issues.

So | can just go through Territory Jurisdiction in Class Action

As you see "Applicable Law' I'mnot sure, |I'mreally not sure
about that. | guess if, this is law of tort, so if it cones to
Germany and advertisement in Germany, for exanple, | guess Gernman
Law wi Il be the applicable law if the German custonmers are the

target of the adverti sing.

There's sone indications, and | was very surprised yesterday
heari ng about these aspects which are exactly the sane German
courts are now ruling out, which is the | anguage, for exanple, the
German | anguage, to order possibly from Germany, or is it not

possi ble to order from Germany, is there a delivery into Cernany,
and so on. But | guess you've heard about that yesterday, in the

Asahi case, or | may refer to that.

Let me just say one word for this Class Action applicable |aw

because it is the link. W have a very interesting court ruling

of the Regional Court of
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Muni ch saying that German adverti senment, advertisenment law, is
appl i cabl e because of a |link on the honme page of a Gernman
subsi di ary of a Japanese conpany to the honme page of the sister
conpany in America, which had conparative advertising, which was
not allowed two nonths ago or three nonths ago. So they said just
to have that |ink on your home page through your sister conpany is
that you have incorporated the advertisenment of your sister
conmpany in America to your CGerman home page, so CGerman courts can
rule this out by German |law, which is strange in ny opinion. But

I don't know, it's just a regional court, there's ot to do.

And the place of jurisdiction poses the sane problem | guess
that will be the place of tort, the locus delicti, that's wherever
the of fence against the Unfair Conpetition Act takes place within
Germany. We can't be sure, right, that this is if you infringe
sonmething on the Internet, wherever you are in Germany, wherever
the termnal is, or wherever you have the possibility to go to the

Internet, that's everywhere.

I'"'mnot pretty sure what it will be when it cones to internationa

cases because there's no court rulings on this subject right now.
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So this again is mandatory law, and nowis tine to go back

M . SVEN- ERI K HEUN
As you can see, it's really fun doing business in Germany,
especially going to courts. What does that |ook |ike froma

contractual point of view?

Now, to meke it very short, we have statutory |aws possible in
contracts; however, when it cones to consunmer contracts,

particul arly when you also | ook at choice of forum which is the
guestion of how you actually get your remedies and enforce it, the
rule usually says that, well, this is all fine, but when already
this creates a legal position for the custonmer which is not that
good then it won't work, and that is ,of course, when you | ook at

German customer protection laws is usually the case.

Whi ch neans that fromthe point of view of the venue again, you
woul d | ook at jurisdiction and being in Germany, and the court
being able to have jurisdiction over consumer protection issues
whenever a consumer contract is involved; fromthe European side,

you have that principle laid down in the Brussels Convention
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anyway, so you end up with the domicile of the consunmer. However,
if you're not in the area of application of the Brussels
Convention, like in the exanple of the U S., it looks a little bit
different but also very interesting when it cones to the concept

of mandatory | aw

Now, what the custoner can do on his side is pretty clear. He can
sue at the court of his domicile or abroad, of course if he wants
to do that, or he sinply doesn't pay, which is the easiest way of
remedy if he actually ordered sonething over the Internet. It
does not, however, solve the problemif paynent has al ready been
made, for exanple, through a credit card or even through

el ectronic paynment systens. Here there is sone kind of a blank

al so on the German | egal system

Whenever this is done in Germany, of course, you have enforcenent
through the international instruments, which is also not
necessarily very hel pful for the custoner, given the fact that
everything that crosses has to be served abroad, for exanple in

the U.S., it takes quite a while and is not very hel pful

The custoner, of course, on the other side may be sued
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al ways at the court of his domicile, and the question of what's
going to happen if he's sued abroad is nore a question of how do
you enforce foreign judgenents in Germany, which is again quite
difficult because what we need to have is, we have to have a
judgenent in Germany which would be called sonmething |ike an

Enf orcenent Judgenent of the judgenent that has been obtai ned

abr oad.

And for that judgement, another test is being run by the German
courts which is that there has to be proof of jurisdiction of the
foreign court under German |aw, including German | aw of conflicts.
That's one thing. So we would be | ooking at German | aw of
conflicts for a judgenment that has been obtained, applying the

rules of long-armstatute for exanple in the U. S

And secondly, we have what we call an Ordre Public reservation
which is again the mandatory | aw i ssue, and even though fornul at ed
slightly different in our Classes Law, it basically neans, and
there's a very common opinion on that, that all consuner
protection laws will have to be observed to any judgenent obtai ned
abroad against a consuner in Germany that violates consuner
protection |aws, for whatever reason, is not going to be

enforceabl e under German |law. Thank you.
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( APPLAUSE)

M. RONALD PLESSER

That was extrenely well done and exactly on tinme. Wen | heard
that there was -- the German M nister of Industry several years
ago said that the electronic commerce is great and they wanted

el ectronic conmmerce but they had to figure out how to apply the
Sunday closing laws to the Internet, and I just wanted to make
sure if you guys had any further intelligence on that. Professor

Liu?

Ms. CHING Yl LIU
Good nmorning. |'mfrom Taiwan, but |I'mnot going to speak in

Tai wanese or Mandarin, don't worry.

It's a great honor to speak at the conference. | would like to
thank Chairman, M. Katoh's invitation to the conference, and help
of fered by Ruth and the conference staff. |In this presentation,
would like to offer a conparative brief fromthe perspective of
some Asian |laws and then maybe a quick policy overview on

i nternational harnoni sation.

E- Commerce has becone one of the npbst topical consuner
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protection issue in the late 90's. As increasing nunber of people
around the world are using the Internet, many compani es have
utilized the Internet as a venue for advertisenent and sales. It
seens clear that all online entities hope to profit from

E- Coomerce. However, it's also true that E-Comerce won't realize
its full potential until consunmers have confidence in its

ef ficacy.

In many aspects, | think the issues raised by E-Comerce are not
different fromothers, fromthose for any other forns of conmerce
On the other hand, some distinctive characteristics of the online
envi ronnent indeed conplicate consunmer protection issues. As the
el ectronic marketplace is a place where a wi de range of industries
can do their business at great speed and operate with a nuch
greater degree of anonymity. | believe inforned decision-nmaking,
security, reliability, and the protection of online process to

hel p consuner confidence woul d be indi spensabl e.
It's also noticeable that although there is a great increase in

the use of the Internet in Asia, the uptake of E-Commerce in these

regi ons seens much nore limted
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whil e the devel opnent of E-Conmerce in North Anerica is very
speedy. As a matter of fact, the nunmber of online users engaging
in E-Comrerce in Asia is only a very small percentage. It m ght
have sonething to do with the custoners’ buying habits, and m ght
have sonething to do with the consumer protection concerns we have

just identified a nonent ago.

General |y speaking, in traditional consumer protection |aws we
have m ni num safety standards, mnimum i nfornation standards and
requi renents, and a mnimum standard for data privacy. W have an
extensive range of |laws and regul ations and there's no single
gover nnment agency responsi ble for consuner protection. Mst |oca
consuner protection regul ati ons have been tailored to address

nati onal concerns. |In the States, the consumer protection laws is
the Common Law of Contract, the U C.C., they afford traditiona

saf eguards to consunmers. In addition, many specific consuner
protection statutes supplement the general protection offered by

t he common | aw and U. C. C.
For instance, both federal and state legislation prohibit unfair

trade practices. Furthernore, Congress has enacted a nunber of

statut es addressing specific
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consuner protection concerns. Both in the States and in Tai wan,
regul ators of banks and insurance conpani es have the
responsibility to protect consumers. In addition, regulators in
the field of consuner protection arrange from FTC, FDA and
countl ess other agencies in the States. Simlarly, the scope of
gover nment agenci es responsi bl e for consuner protection matters
covers nmany different governnental entities from in Taiwan and

China, as well as many other Asian countries, as | believe so.

The Application of laws rooted in the real space to online
transactions would be treated as a process of translation. In
transl ating real -space laws into the virtual space, severa
factors should be considered very carefully to help us deterni ne
whet her nore regul ati ons, or even nore new | aws are indi spensabl e.
First, why is it necessary to regulate online entities? Second,
how di fferent is the online industry to be regulated fromthe
traditionally regulated industries in the real space? And what
woul d the result of the regulation be and therefore to what extent

woul d the application of the real-space | aws beconme appropri ate?

As far as consuner protection is concerned, it seens
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fair to say that online businesses should not be treated
differently fromother entities in the real space. Furthernore,
online consuners do not deserve |ess protection than they have in
real space. Also, it is noticeable that how everyone will benefit
from application of real-space consumer protection laws is
crucial. In other words, an optimal regulatory nodel is the key

to the future of E-Comerce in cyberspace.

To have a better idea about how difficult it is for an optim
regul atory nodel of consunmer protection to energe, | will offer
some Asian prospectives, and here follow ng are sone genera
descriptions of consunmer protection regulations in Taiwan and in

Chi na, two nations.

Bot h Tai wan and Chi na have consuner protection statutes for only a
short period of tine conpared to western countries. |n Taiwan,
Consuner Protection Law is the mmjor consumer protection statute;
and in China the |aw of the People's Republic of China on
Protecting Consuners' Rights and Interests, it's called PCRI

governs nost of their consuner protection issues.

First, fraud. I n Tai wan, Consuner Protection Law does
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not address consuner fraud issues specifically. [If a specific
fact pattern was not covered within the articles of Consuner
Protection Law, the general default rule in the Civil Code of

Tai wan woul d apply. According to the default rule, the defrauded

party will have the right to rescind the contract.

In China, business operators would be fined in the anpunt of the
doubling prices that consuners paid for the goods and the
services. It's in PCRI, Section 49. |If the specific conduct
constitutes any of the itens listed under PCRI, Section 50, it's
called the "Law of the People's Republic of China on Qualities of
Donmestical |y Produced Products" and other relevant |aws and

regul ations will apply. Oherw se, the business operator would be

fined, confiscated or suspended.

Second: "Advertisenent". In Taiwan, Fair Trade Law, Section 21
regul ates the conduct of business. |[If a business falsely
advertises its products and the services, it will be fined

successively until the conduct is discontinued. According to
Consuner Protection Law, Section 22, the content of the
advertisenent will constitute part of the contract. If not

specified in the contract, the protection to
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consumers shall not be | ower than the content of the contract.
The advertisenent agent will be jointly or severally liable with
the business if the agent know ngly places untrue advertisement,
it's in the Consumer Protection Law, Section 23. Matters
regarding commodity labelling is governed by Consunmer Protection

Law, Section 24, and other specific |aws and regul ati ons.

In China, PCRI, Section 19, requires business operators to provide
truthful information regarding their products or services.

Busi ness operators will be punished according to the "Laws of the
Peopl e of China on Qualities of Donestically Produced Products”
and other relevant laws. Simlar to Taiwan's Consumer Protection
Law, PCRI, Section 22, requires business operators to guarantee
the products and services they provide are conpatible w th what
described in advertisement. As for who shall be liable for untrue
advertisenent, the advertising agent will not be |liable for the

| osses that consuners suffer unless they cannot provide the true
nanme and address of the business operator. The ad agent will be
puni shed by the adm nistrative agency if such a complaint is

brought by a consuner.
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Third, Dispute Resolutions. In Taiwan, a special consuner dispute
resolution procedure is provided under Consuner Protection Law,
Sections 43 to 46. The procedure includes three steps:

conplaint, reconciliation, and adm nistrative dispute resol ution
mechanism The final ruling delivered by the administrative
agency shall be approved by the court, and Consuner Protection

Law, Section 47 introduced consumer class action

In China, PCRI, Section 34, does not provide special consuner
di spute or nmechanism Consuners can utilize various procedures
such as reconciliation, consuner association nediation

litigation, arbitration, or adm nistrative procedure.

Now, | would like to do a summary.

First, Structural Differences. There are sone structura

di fferences between | ocal regul ations on consuner protection
Unlike the States, Taiwan and China apply a nore centralized
approach and incorporate a general consumer protection law into
their legal systens. And the many other consunmer protection

regul ati ons suppl ement the general consuner protection
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law. Viewed fromthis perspective, the consuner protection
regul atory approach adopted in the States seens nore

decentrali zed.

Second, Fraud. Even in the centralized |legal system different

types of default rules in fraud regulation still exist. [In China
a fine with a sumdoubling the prices paid by consuners is used to
prevent fraud, but in Taiwan, the default rules in the Civil Code

regarding fraud only involve cancellation of contracts.

Third, Liability Allocation Between Busi ness and Agents. The
allocation of liability between the agent and the business al so
presents sone differences. In Taiwan, the ad agents will share
the liability with business operators if it know ngly publishes
untrue advertisenent. 1In China, the agent would be fined by the
adm ni strative agency and would only share the conpensati on when

it cannot provide the identity of the business operator
Four, Adm nistrative Dispute Resolution Mechanism Severa

alternative dispute resolution nmechani sns are avail abl e | everages

at |least in Taiwan and China for
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consuners to resolve their disputes against businesses with which
they transact. This approach for consuner protection disputes

m ght not be available in sone other countries.

The fifth one is Enforcenment and its Future. 1t's noticeable that
t he general consuner protection |aws both in Taiwan and Chi na were
not introduced until very recently. It's only five years old in
Tai wan and six years old in China, | think. Also, their
enforcenent, in ny opinion, is weak. The reasons why the
enforcenent seens not quite effective include the immturity of
the laws, the |ack of experiences of the regul atory agencies, as
wel |l as other cultural and social factors. This aspect of
consuner protection regulatory schenmes in Taiwan and Chi na adds

sone uncertainties to the future of E-Comrerce in this region

We have sone difficulties about consunmer protection here, and to

save some tinme | just skip
And nost | egal systems protect consunmers in many different ways as

we have seen before. Most countries have their own | aws and

regul ati ons on many consuner
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protection matters. However, this does not elimnate the
lingering consuner protection problens. Online entities can shop
around for the nost perm ssive regulatory scheme while consuners
who conduct online transactions can establish virtual residents
anywhere in the world. For |ocal governnments, how to nake cross-
border enforcenment for consunmer protection effective seens a

m ssion i npossi ble. And on the other hand, there are a | ot of

di scussi ons about whether current consunmer protection |aws are out

of date.

For exanple, in Asia, there are alnost no special rules in their

| egal systens to regulate online transactions although | think

Si ngapore has an El ectronic Transaction Act passed in 1997, '97 or
'98. As a matter of fact, people are beginning to debate about
whether it's necessary to create nore consumer protection |aws for
E-Commerce. And it seens inpossible and an undue burden for
online entities to conply with all the potential consuner
protection regul ations enforced by many different |oca

gover nments.

In this sense, | think that the devel opnment of internationally

uni formrul es seens to be one of the
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potential propositions for consuner protection in cyberspace.

Consuner protection issues are conplicated by the Internet, but in
ny sense, the Internet should facilitate the gl obalization of
consumer protection. In addition, it should be a key issue for
accountabl e I nternet governance and the enpowernent of Internet
users. Therefore should identify general principles and should
make international coordination possible seens to be a critica

step for consuner protection in the regulation of cyberspace.

And as for the choice of regul atory approach, and the di scussion
about self-regulation and identification of key principles, | just

skip and give it through the speakers for the rest of the filing.

The Devel opnment of Uniform International Rules for Consuner
Protection. On the |level of international nornms, there should be
a set of core protections for consunmers. |In this sense,
government cooperation in enforcenment and information sharing

anong consuner protection agencies globally seens very necessary.
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On the other hand, it's al so undeni able that the devel opnent of
globally uniformrules for consunmer protection would be an
extremely difficult process. First, we can predict sone
controversi es brought by the conflicts of different social
econom ¢ and cultural contexts. And because we, as an

i nternational conmmunity, have very linmted experiences in the

i nternationalisation or harnoni sation of Internet regulatory
schenes, it might be nore difficult than any other harnonisation
of legal rules. However, we do have sonme nodels to followin this
respect. We have witnessed the achi evenments of WIO in the
enforcenent of intellectual property rules through TRIPS and we
have seen sone transnational effort to resolving difference of
privacy protection rules between Europe and the States. Mre

i nportantly, we could also Iearn from sone existing nodels of
organi sati on or organi sati ons nade by WPO, OECD or APEC in

simlar regulatory matters.

Okay, some concl udi ng renmarks.

For a better consuner protection scheme to energe for a

transnati onal cyberspace, we need nore in-depth conparative

studi es on |l ocal rules of consuner
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protection, which is only in its very beginning stage right now.
Second, we'll need a set of global standards for consuner
protection. And third, nore efforts both in the private sector
and the public sector are required in the harnoni sati on process.
The fourth point is we need an efficient and accountabl e mechani sm
for dispute resolutions and, of course, finally, internationa
cooperation on enforcenent is critical for a proper consuner

protection schene in the E-Commerce age.

Thank you for your patience.

( APPLAUSE)

M. M CHAEL GCEl ST:

Good norning. Ron opened this nmorning's panel by noting the issue
of licensing within states, and he particularly noted the issue of
licensing with regard to the medical profession, and so |'m going
to spend a couple of mnutes tal king about where things stand in
one jurisdiction, that is the United States. |'ma |aw professor
here in Canada, but | come to this issue through the American Bar
Association's Internet Jurisdiction Project, | am Chair of the

Sal e of
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Services Working Group. And what our group quickly realized as we
enbarked on this issue about one year ago, was that Sale of
Services as a sector is rather a huge sector and that the prospect
of analyzing each and every service sinply wasn't going to be
feasible. And so what we sought out was to find a service that

m ght provide a nodel for many other services, so that if we could
find something that was highly regulated and already on track with
regards to the issue of electronic commerce in the Internet, it

m ght well provide the nodel we were |ooking for, for assessing

i ssues in other services which mght not be quite as regul at ed.

The group has quickly evolved into the tel enedicine group as we
found that it was in fact tel emedicine that was perhaps the npst
regul ated of the services, and provided a really good exanpl e of
where things are going in this area and where sone of the issues

ari se.

Qur analysis actually developed into three different types of
services. There was the no-regul ation services which of course
don't nmean no regul ation, they just don't nean a | ot of

regul ation, | suppose. W considered business consulting one such

servi ce where
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there certainly is regulation if you're consulting particularly in
an international framework, but there is little regulation in
terms of who can be a business consultant, and what exactly they

can do.

The next sort of service that we identified was the Certifying
Only, and the Certifying Only services were services that

regul ated who could practice but they didn't really regul ate nuch
about what you could do. And so in the engineering context for
exanpl e, many states include provisions which stipulate who can
become an engi neer, or who can hold thensel ves out as an engi neer
but once you've net the standard, usually sone educational and
testing requirenments, what you do after that is largely your own
busi ness. The ongoi ng areas were the areas that were of npst
interest, |aw and nedicine were the two areas that really covered,
that were nost interesting there. There are of course sone
services which fall into all three. Education was an area that we
started to | ook at and found that depending on what sort of
education you're tal king about, it mght well cover any of these

i ssues.

Onto tel emedicine though, and let me just very quickly note that

froma adjudicative jurisdictiona
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perspective, things pretty nmuch foll ow on the sane |lines that

Prof essor Gedid covered yesterday so effectively. There are not
that many cases involving Tel emedi ci ne al ong the Zippo |ine of
cases yet, but the Mayo Clinic v. Jackson case was one case
involving at |east the health care profession: the Mayo Cinic had
a website or has a website, and that factored into the overal

anal ysis as to whether or not there would be jurisdiction but

didn't play a key role in the overall analysis.

There's actually a couple interesting cases in the legal field in
this area where there is actual practice taking place and the
courts have said: listen, we can still assert jurisdiction over

you, even if you are not within our jurisdiction physically.

The Birbrower case is a California case in which California courts
quite clearly stated that practice of law within the State of

California does not require physical presence. And so, if you're
doing it electronically and you neet the standards of the practice

of law, they can assert jurisdiction over you for those purposes.

The Parsons case is the case that attracted quite a | ot
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of attention earlier this year. It involves Parsons' Technol ogy
which is a software maker and the distributor and manufacturer of

t he Quicken Fam |y Lawyer program It's one of the software
prograns that allows you to replace all of us supposedly by
creating your owmn wills and other sorts of docunentation. The
Unaut hori zed to Practice Committee in Texas brought an action

agai nst Parsons suggesting that the software programitself was
violating the law as a neans of practising. And the comittee
there actually ruled that yes, it did violate the standards that
were in place at that point in tinme, and sought to ban the program

fromthe state.

Wthin the ast nonth or so there's been a reversal of that
position, both the case itself was appeal ed and the deci sion was
vacated in a | arge neasure because Texas passed an anendnment to
the legislation in which they stated that for this sort of

el ectronic type of practice, if there's a disclainer that suggest
that this is for informati on purposes only it won't qualify under

the Act. In some respect, that may be going too far

There is an attorney out in British Colunbia here in
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Canada who has established a virtual |law practice and he wll

i ncorporate a conpany for you in BC, he will do an assortnent of
ot her |l egal services for you, and he has no physical place. [If he
puts up a nere disclaimer, | don't know that he should be able to

contract out of other jurisdictions froma practice perspective.

But in any event, from an adjudicative perspective, there is anple

reason to believe that, that the same sorts of analyses wll

apply.

The prescriptive jurisdiction perspective is where things get npst
interesting. What |I'mgoing to do is take you through how the
anal ysis at the nonent plays out within several states because
what we find is that there are sone states in the United States
that have actually addressed the issue and provided for the issue
of telenedicine within their licensing statutes. Ohers have not
addressed it within the |icensing statutes but have addressed it
within their practice of nedicine definition and as such are wel
positioned to, or at |east somewhat positioned to deal with the

i ssue. Yet, other states haven't dealt with it at all. And so,

what it falls to is an exam nation of the actua
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activity that's taking place online to gauge whether or not it
mght fall within the |anguage of the statute unless jurisdiction

m ght be applicable.

There are sonme states, and it's rather difficult to see here, but
there are sone states that require regular contact within a

tel enedi ci ne venue for jurisdiction. Indiana, Oklahoma, South
Dakota are three exanples, and this is an excerpt fromthe Code
whi ch di scusses the fact that as used in this article, the
practice of Medicine includes nedicine or the practice that is
transmtted through el ectronic comunications and, and this is

i mportant, or on a regular routine or non-episodic basis or under

an oral or witten agreenent.

And so here they're | ooking for some sort of regular contact. So
for those that m ght be practising tel enedicine on a very sporadic
basis, you just happen to do it, to provide some sort of
tel enedi cine service to a person within that state on an
occasi onal basis. At the nonent, those states seemto have opted

out regulating that sort of activity.

It's also worth noting there is a provision also in here that

deals with the issue of consultations by a
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non-resi dent physician to another physician. Ron, on the spectrum
of where licensing falls, placed it at the sort of far end of |ess
conpelling. | don't know that |1'd agree with that, but | can
recogni ze the fact that there is a concern that we don't want

| egislation to block the possibility of having an inportant doctor
or a well known doctor in one jurisdiction providing his or her

advice or a second opinion on a matter

And sone states have recogni zed that, and the way to do that is
not to say that we don't need any legislation at all, the way is
to sinply provide an exception for that sort of activity as these
states have done. So they say, if you're providing that sort of a
second opi nion to another physician, so not to an individual who
isn't in a position necessarily to be the best judge of what's
taki ng place, but to another physician. They exenpt that from

their jurisdictional reach

O her states have taken a sonewhat broader play. Nevada and Texas
for exanmple don't require that regular contact and so they've
provi ded that services that are provided through an el ectronic
mediumwi || constitute the practice of nmedicine within the state

and those people who do so need to neet the |icensing
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requi renents.

And as | mentioned, some other states don't provide for it at all
For those states that don't provide it within the licensing
portion of their statute, we often take a | ook at the practice of
medi ci ne definition because if they provide it specifically for
telemedicine with the context of practice of nedicine well then
you're covered that way, so that if you're practising nedicine
clearly you need to be |licensed because the statutes provide that
practising nedicine needs a |icence. Colorado, for exanple,
i ncludes tel enedicine under its practice of nedicine definition

and as such is covered that way.

For those states that don't provide this sort of |anguage, and for
even states that do generally, it still raises the question, wel
what exactly is practice of nedicine online? And to speak to the
futurists about this issue, they tal k about surgeries that are
taking place jointly between people in different jurisdiction and
things of that nature. That's a bit too far in the future for ne,
but what | wanted to do was focus on sone things that are taking

pl ace on the Internet right now through, you know, nore
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sinplistic websites, and just to get a sense of would these

websites fall under the current statutory framework.

Probably the nobst obvious one that m ght would be actual diagnosis
online, and interestingly there are sites that will now provide

you with diagnosis online.

This is Mediconsult.comand they have a service called Medi experts
in which they have lined up a series of experts in a wi de range of
fields and can scroll down. There is no, they know the field, but
interestingly they don't know which jurisdiction these various
physicians are from And what a person can do is provide a

hi story, provide their own history and indication of what their
synptons are and what sort of resolution they' re |ooking for, and
within two to five days, they say they receive a conpletely
confidential and private correspondence fromthe physician in
their area which provides sonme advice and the | anguage they use
here is some treatnment recommendations. At the same tine, you

fork over $195 dollars for the consultation.

Now, if this network nanaged to establish physicians in
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every state so that the person providing the advice was |located in
the sane state as the individual, that doesn't really raise sone
significant jurisdictional problems. But of course, there's no

i ndi cation here that they're doing that, and so, once you start
getting physicians who are providing advice fromtheir honme state,
fromtheir home jurisdiction into another state, they would
probably run into these various jurisdictional statutory

provi si ons.

Ron al l uded to pharnaceutical sales as well at the begi nning of
the presentation, and that's beconme one of the hotter areas on the
Internet. Sonme statutes provide for, nost statutes provide for
some | anguage in terns of prescribing pharmaceuticals. This is
the Okl ahoma statute and it provides prescribing or adm nistering
a drug or treatnment without sufficient exam nation and the
establishnment of a valid physician/patient relationship would be

seen as a violation of the Act.
O course, the question on the Internet becomes what does

sufficient exam nation nmean and what is the establishnent of a

val i d physician/patient relationship
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The American Medical Association has said they'd |like to see face-
to-face prescribing. So they haven't conpletely banned the
practice, they're in no position to do so, but it's their view
that it should only be face-to-face prescribing, and the online
prescribing that's taking place shouldn't be taking place. Sone
states, Connecticut and Nevada and several others have actually

tried to ban online prescriptions.

To give you a sense of what they're concerned about, these sites
are very easy to find. This is Netdoctor.comor Net-Dr.comand it
allows you to buy Viagra, Propecia and a coupl e of other drugs
directly online, they suggest with a consultation, but all it
really -- there doesn't seemto be nmuch here about a consultation
ot her than you need to pay $50 for the consultation, and that

they'Il provide you with free overnight delivery.

You can see that this is all about price, and there are no
shortage of sites that are selling these sorts of pharnaceuticals
online, and it's all a matter of who's selling it for the

cheapest.
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This rai ses obviously issues beyond just in-state, it raises

i nternational concerns. Here in Canada, Viagra was not approved
at the sanme tinme that it was approved in the United States, but
there was a rush of Canadi ans anxious to get it, and many were
goi ng about trying to buy it through the Internet. This becane a
regul atory issue in California. This is Dr.Propecia.com and

Dr. Propeci a.com part of the Harman Group was selling Propecia
online, it's a baldness drug, and was ordered in June of 1999, you
now see that he's got a little note, this is going to be very
difficult to see, a little note that he has been told that don't
do that. And so, he stopped selling it through the online forum

but now requires face-to-face prescriptions.

O course, there are no shortage of people that are not conplying
with these sorts of issues and froma jurisdictional perspective,
it certainly raises issues and would in all |ikelihood under the

current statutory framework

Even further along the spectrumis the issue of advertising. And
here you find a | ot of statutes which haven't yet contenplated the
i ssue of advertising nedical services online, and there's

certainly a lot of
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rel evance for this in the legal field as well, where a lot of |aw
firms have gone and established websites and the | awyers may
participate in chat roomand things of that nature, and the

guestion arises, well, are they violating the relevant statutes.

In Okl ahoma for exanple, there is a requirenent, unprofessiona
conduct includes any advertising other than in a newspaper. Well
there is A the question as to whether an online newspaper woul d
qualify, and B, the question as to well, does a website then

vi ol ate these provisions. Texas, on the other hand, just deals
with the issue of false or nmisleading information, they don't
actually cover the problemthat there is going to be sone

restrictions on the actual advertising itself.

And so this is one area where clearly sone of the statutes are in

need of updating.

To just conclude then, so we'll have a couple of mnutes for

di scussion. The area of telemedicine is clearly and very rapidly
evol ving one and what's interesting is that some states have
recogni zed the issue and taken steps to try to bring their

statutory framework into the Internet age as it were; many others
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have not, and what, regardl ess of whether they have or haven't,
we're clearly heading for a situation whereby nultiple
jurisdictions are going to be |ooking to regulate the same sort of
activity. On a personal level, | don't that that's, certainly in
a nedical context that that's so bad. But neverthel ess, that

appears to be where we're headed.

Thank you very mnuch.

( APPLAUSE)

M . RONALD PLESSER

Well | just feel like |I've been to Epcot Centre and if any of you
have been to Epcot, you know, you go around that big | ake and you
kind of go fromcountry to country to country and get a little
cultural fix, and then you kind of, you' ve done your hour and a
hal f at Epcot and you've beconme global. And so | feel we've had
this wonderful survey and | think it really, Ruth has done just a
terrific job in getting this variety together, and when |I went and
consulted with Ruth on the tine she said: "Well, this is really
good because it just shows how difficult harmonisation really is

going to be."
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But the question |I'd Iike to ask the panel is, you know, | was
very happy to be educated on the devel opments in Gernman
conparative advertising | aw, and maybe that shows, maybe that is a
good exanpl e of maybe there's some convergence and these issues

are focusing sonme reexam nation of |aws.

Wt hout taking the nud flap nmetaphor too far, | nean, obviously
there are laws that states or countries need to do to protect
their highways, they can't allow trucks to go on the highways that
are too heavy and that will crunble those hi ghways, and so we
accept that there are restrictions. But we al so understand that
there are states that may put nmud flaps regulations in and neke
peopl e change them and custom ze them and there's no rea

i nterest being served.

And | guess the first question or the way to get around that, it
seems to ne in this environnent is a discussion of safe harbor

and this is where, | don't think we're just tal king about industry
sel f-regul ati on because we're tal ki ng about governnent, we're
tal ki ng about consunmer and we're tal ki ng about industry coni ng
together to develop a set of best practices or a set of safe

har bor practices, that if people follow themthey
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can have sone | egal certainty, some assurance that they're not

going to be in violation of a series of country | aws.

And I'd Iike to kind of go down the panel and just get a coment
on whet her or not you think a safe harbor approach working
together would be a fruit in your particular jurisdiction or is
the rule so rigid and so set that that kind of approach nay not be

effective. Roger, can you start?

M . ROGER TASSE:

I think that as insofar as fraud is concerned, | think that this
is a different category of fish, but with respect to reviewabl e
transactions, yes, the kind of false and m sl eadi ng adverti sing
was tal king about, | think that it's to be renenbered that the
enforcenent of these provisions is in the hands of the

Commi ssioner. | think the Commi ssioner - one can expect - would
use his wi sdomand - you know - his good wits to enforce and
really in situations where it matters | think it might have an

i nfluence on himif in effect there were general principles, broad
principles agreed to by the private sector and conpanies that are

potentially of interest to him and that could show that in effect
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they are conplying with broad principles to which hopefully Canada

woul d have subscri bed.

So | think that a safe harbour approach m ght influence the way
that these provisions would be enforced as they | eave great

di scretion in the hands of the enforcer

M. KAl WESTERWELLE

Yes, very interesting is the safe harbor approach because it's
very -- in my country when it cones to terns of the print nedia
we have the print nmedia relation with Germany which is pretty
strong, and it takes part of the unfair conpetition, that neans
violating the self-regulations, it's also violating the Unfair
Conpetition Act. So there is the possibility to get through that
difficulty in Germany by self-regulation but let ne say that we
have a new approach fromthe European Conmunity. We're not in

Anerica, we have smaller countries in a big continent.

So, the first step that we are taking, and I think you will hear
nore later is to have a consensus within the European Union over
the nation states of Europe, so that's the first approach they're
ri ght now taking and maybe the second step will be all over the

wor | d.
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M. SVEN- ERI K HEUN

Well, | think | agree. | believe it's all about harnonisation
again, particularly when you look at the issue within the European
Union, that's where the regulatory aspect will have to be

resol ved, instead of having a common set of rules that are

appl i cabl e.

Saf e harbor altogether is also sonething that raises concerns on
the German side because we'll... Here we have all these nice | aws,
and now we start the race to the bottom \What's the safe harbor
going to be? Is it a safe harbour for the German consumer? The
German governnment has very often taken the position, particularly
Wi thin the European Community, that this is not an approach it
would like, that it is not harnonisation again on a certain |eve

which is certainly not the bottomlevel you could possibly have.

Self-regulation is something that is not commonly used yet in
Germany, and we have seen the first aspects of it, maybe it's
sonething that's going to become |aw. However, | don't think it
will work in the framework of consumer protection because the
| egal structure that we have here is too nmuch devel oped al ready,

we can't turn
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off the clock on that, unfortunately, in order to nove away from

t hat .

M. RONALD PLESSER

Let me just add that the EU Directives, particularly in privacy
and ot her areas, do call for the acceptance and devel opnent of

i ndustry codes to supplenment. So it's a concept that | think at

| east has gotten sone application. Professor Liu

Ms. CHING Yl LIU
Yes. The idea might work in sone areas, but maybe in privacy or

content regulation - I'mnot quite optimstic about that.

M . RONALD PLESSER

Good. M chael

M. M CHAEL CEl ST:

I would just echo some of the same conments that you' re naking.
Certainly looking -- fraud is probably the easy one, it's probably
the equivalent in consunmer protection of the child pornography
that was referenced yesterday in terns of there's an area that we

probably could conme to sone agreenent. But the nud fl aps
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i ssue that you raised earlier, it's one person's issue that seens
to be just a trade bl ocking mechanism it's another person's

i mportant issue that they feel is an integral part of their
consuner protection framework. And |ooking at how difficult it's
been to come to agreenent just between, on a bilateral basis,
between the EU and the United States on a privacy safe harbor
proposal, to extend that worl dwi de on issues where again there's
going to be widely different perspectives on the |evel of

i mportance for these sort of things, strikes me as difficult as

the sane approach to harnoni sation on a treaty basis.

M . RONALD PLESSER

Wel |, thank you. | think nmy view of privacy is sonewhat different
because | don't think, at least | think industry is not, there's
some provisions of privacy that it's been resisting, | think, in
consuner protection, maybe that's not case so much, but | think

it's a very interesting debate.
"Il take one question fromthe floor, | don't want to keep people

fromthe coffee break, but if there's a question, we'll certainly

entertain it. Oh, my wi shes have been net.
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A VA CE

I"'mgoing to follow up on the harnonisation point because a | ot of
peopl e have raised it. \What, the OECD, we all know, is working on
consuner protection principles, but beyond the OECD, if we want
wor | dwi de harnoni sation to the extent that we can achieve it, what

is the appropriate forunf

I nean, we established WPO to deal with the intellectual property
i ssues as Jenny nentions, | think sone people have tal ked about
trying to raise this issue within the WIO, naybe al ong the sane
track as the nmultilateralisation of conpetition policy nore
generally. |'ve read in two places it calls for a new world
organi sation, a world consumer protection organisation, WCO. |
don't know, that's just totally a pie in the sky. But what is the
appropriate forumfor these kinds of efforts involving

gover nnment s?

M . RONALD PLESSER

Well, I'"mnot sure there's an answer to that, Andy. And Andy, do
you have the answer? | think we're going to have to really find
our way, but | think it's true efforts |ike ILPF and Ruth Day
who's done a fabulous job in pulling this together, that | think

we'll cone
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to the answer. Maybe we ought to do an organi sation, maybe there
beconmes a virtual com ng together that other organisations pick up
the idea. | mean, | don't think we always have to think about a
new organi sation, but we have to think about new ideas in trying
to solve these issues with ideas and maybe the organi sations will

cone.

Anybody el se have a response, | don't want to necessarily take the

| ast word.

M. SVEN- ERI K HEUN

| think there's very good point to that. Apart fromall these

i nternational organisations that already exist, | think this is
particularly the businesses to take the | ead, not necessarily to
achi eve self-regulation or only self-regulation, but actually to
make a proposition to ask all the governments whenever they are
facing the issues, ask themto try to give sone guidelines on
their side, and one of themis for us to make the transnationa

busi ness di al og who's actually doing this at the nonment.

I've been | ooking at el ectronic comrerce issues and |'ve been

trying to see what kind of trade barriers are
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there and what is justifying consuner protection because we shoul d
never forget, and let me a little provocative here, when we talk
about these trade barriers, it's basically, or sonetines it very
often boils down to the issue that there are some countries that
want to have conpletely free trade without or with as little rules
as possible, and there are other countries that cone froma nore
different |legal and regul atory approach where they say: well

there are sone issues of protection on the custoner's side but not

necessarily only on the custonmer's side.

And these approaches have to be di scussed and have to be
har moni sed, and | believe as using terns and busi ness di al og,
specifically the North American approach and the European approach

which is going to be quite different.

M . RONALD PLESSER
Well, that is the last word, | want to thank this panel for, |
thi nk, an excellent survey of |laws, and we | ook forward to the

rest of the conference. Thank you.

( APPLAUSE)
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CHO CE OF LAW FOR CONSUMER CONTRACTS AND DEVELOPMENTS I N THE EU

M. MATTHEW YEO
We have the agreeable task of holding on the panel challenges. So
if you could kindly return to your seats we'll get started and try

to keep Ruth sonewhat content.

There has been a slight change in the Iine up here. W' ve decided
to blend the next two panels together, that is, the panel

concerni ng Choi ce of Law and whet her or not jurisdictions

recogni ze choices of law in consuner contracts, and the panel on
Recent Devel opnents in the EU. As we'll see shortly, those two

topics are very closely interrel ated.

I'"'m Matthew Yeo. |I'ma |lawer with the Washington |aw firm of
Steptoe & Johnson. | work in the E-Conmmerce area generally. Qur
panel lists today are Susan Crawford and Scott Bl ackner who are
partners at this law firmin Washington, |'ve just heard of its
nanme, Wlner, Cutler & Pickering; then we have M ke Pullen who is
an associate with the Brussels' office of Dibb Lupton Alsop. He's

been very active in EU el ectronic
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conmerce matters; then we have Mark Bohannon who is the Chief
Counsel for Technol ogy and Counsellor to the Under Secretary at
the United States Departnment of Commerce, he's been active in a
wide array of matters at the international |level and within the
U.S. relating to electronic comrerce and policy initiatives of the

United States in that area.

One of the interesting things about being an American | awyer
practising in the area of electronic commerce is, and particularly
in the area of electronic comrerce policy, is the extent to which
so much of our focus right nowis on devel opments in the European
Union. It seens |ike we spend a |Iot of our tinme thinking about
devel opnents there and how t hose devel opnments will affect things

at the broader international stage.

I think there are a nunmber of reasons for this. The first, as
several people have alluded to, is sinply that | think the

Eur opeans have a penchant for regulation that is perhaps not
shared by sone of their mpjor trading partners, and so it neans
that there's a lot of regulatory activity over there that we have

to keep our eyes on for better or for worse.
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But | think the second and somewhat nore charitable explanation is
that, because of the inperative of creating internal market
because there are fifteen nmenber states with different |anguages
and different legal traditions, they've had to address a | ot of
these jurisdictional issues much earlier on, even in the sort of
pre-cyberspace world, and so have had sone greater experience in

t hi nki ng about how to address conflicts of |aw issues; how to
address harnoni sati on of substantive principles in consuner
protection | aws; how to think about different kinds of
jurisdictional principles. And in that respect, | think we can
per haps draw sone | essons both positive and negative fromthe

Eur opean experience and think about how those | essons m ght
address efforts at the broader international |evel to address sone

of these probl ens.

I think there are both positive and negative aspects of that. As
I'"ve alluded to, | think the positive aspect is sinply that Europe
has a | ot of experience in this issue, has numerous conventions
and directives, including the Brussels and Rone Conventions which
we' || hear about; the Distance Selling Directive; the proposed

Fi nanci al Services Distance Selling Directive; a variety of other
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directives in this area. They've had a ot of tine to think about

this, and we can | ook at some of those ideas.

I think the negative concern, though, is sinply that, as Europe
goes forward to address sone of these issues, | think there's a
risk that they will create an i nmovabl e baseline that will make it
difficult in some respects to address these problens in the
broader international context, and | think what's going on over
there, we should watch with concern, lest it create a list that
preclude certain kinds of resolutions at the international |evel,
particularly of a self-regulatory nature to the extent that sone
of these proposals and sone of these directives and conventions
provi de for certain non-waivable rights, or certain kinds of

provi sions fromwhich there are no derogations. | think there's a
risk that that's going to foreclose the range of possibilities at

t he broader international |evel.

So with this sort of preparatory remarks | will hand it over.
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M. SCOTT BLACKMER

Thank you, Matthew. Ron Plesser and the | ast panel gave, by the
way, a very good introduction for this one and so gave us an idea
of the range of consumer protection sorts of issues that are
controlled by law, and now we want to focus on what if anything we
can do about selecting consuner protections or renedies for
consuner questions contractually. Ron gave a good description of
t hat panel as having taken you to Epcot Centre, travelling from
country to country, and | think we're going to take you now over
to the Magi c Ki ngdom where we're going to visit Tonmorrow Land.
And | just hope by the end of the panel you haven't decided it's

Fant asy Land, because sonething nust be done.

If you |l ook at what kinds of -- and the circunstances in which we
make contracts between consuners and busi nesses that are selling
things in the offline world, it's inportant to remenber that an
awful |ot of consumer transactions are not with witten contracts
at all and are not legally required to be. There may be sone
consuner protections that apply as a matter of |aw, but when |
wal k down to McDonal d's and order a hanmburger, |'musually not

engaged i n extended
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negotiation with the young person behind the counter. There are

posted terns, there's a picture of a hamburger up there, there's a

price posted and if | go -- that's treated traditionally in Conmon
Law countries as an invitation to trade -- and if | go in there
and say: "l'd like to order one cheeseburger”, then |I'mtaken

legally as offering to buy a cheeseburger at the posted terns for

the descri bed product.

When we get into certain kinds of contracts or above a certain
nmonetary value, then it's wise for the parties that want to do it
as a matter of their own prudence but also often required (and
typically required according to the category of goods or services
that are being purchased or the nonetary value of them that there
must be a written agreenent or there nust be a signature. And
that usually is going to include either stated or statutorily
provi ded default terms with respect to warranty, liability,

paynent terns, et cetera.

And then we have to remenber that so many consumer transactions
offline and the majority of consuner transactions online are
handl ed with a form of paynent other than cash, so that often the

rules that apply
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through a credit, the use of a credit internediary, credit cards
or debit cards, stored-value cards, smart cards, whatever is being
used, often there will be an internediary involved, and there are
agreenents between the internediary and the nerchant, and between
the internediary and the person who holds the card. So that often
there are additional procedures, and Ron alluded earlier to the
chargeback investigation procedures in the credit card industry in
the United States, and increasingly in other countries. So that
even if it's a low dollar value transaction, very often the nethod
of paynment brings with it ways of resolving disputes and basic
provisions that make it difficult for someone to engage in
transactions in a way would be considered unfair or deceptive in

the offline world.

The |l ast panel, and I'Il just go quickly through this, because the
| ast panel really talked about quite a number of public |aw
constraints. The general principle of course is the freedomto
contract, but freedomto contract in the consuner sales context is
al ways going to be subject to additional public |aw constraints --
first of all, with respect to the legality of the transaction

itself, and probably a good
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exanple of that is Internet gam ng sites.

In addition, there is fraud, which may be treated -- in fact, in
nost jurisdictions seens to be treated -- both as a matter of
living up to contractual prom ses or advertised prom ses but also
potentially as a tort or a crime. And so those are public |aw
constraints where it's not possible, for exanple to have consuners
wai ve their protections against being deceived and entering into

the transaction itself.

In the United States under the UCC, there's this notion that

unfair or unconscionable terns, especially in contracts of

adhesi on which are directed by one party and not really negoti ated
between the parties, will be unenforceable. And then, there are
often rules of the sort which say: we won't tell you what the term
has to be, but we will tell you that it nust be disclosed. And in
some cases -- think of interest rates, for exanple, on credit
arrangenents or instalnent sales, we'll tell you that it mnust be

disclosed in a particular way, and with rul es of conspicuousness.

We haven't tal ked nuch about conspi cuousness, but that's been

quite an issue in several |egal areas where
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di scl osures are required and there is a conspi cuousness
requirenent. |t alnost always has been stated in terns on how
conspi cuous terms nust appear on a witten contract. It's very
hard to translate onto the presentati on of webpages to people's
own PCs, Internet screenphones, or kiosk termnals where you don't

know exactly how it's going to appear in the final version

And then, finally, there are public |aw constraints as to what

ki nds of remedies are allowed or nust be allowed, and that

i ncludes in what sort of courts they nust be enforceabl e, what
sort of regulatory agencies may be able to step in and offer -- as
in the United States the consuner protection agencies at state

| evel often provide for -- additional procedural renedies.

And then there's the separate issue of the regulated industries
and the professions that require licensing because they often bear
with them their own mininum standards, ethical codes of conduct

and regul atory bodi es.
So those are all public |aw constraints on the freedom of

contract. Just so we're clear, there's only a certain range of

activity that is going to be possible
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to determ ne by contract between consuner and vendor in any event,

and that essentially has to do with the commercial nature of the

di spute. In choosing the law that will apply and the forumin
which the law will be enforced, there are a couple of genera
constraints. The concept which we'll discuss a little bit later -

- the choice of |law, choice of forumeven in contracts of adhesion
inthe United States -- there's the possibility of that
application, but there are still sonme rules that courts tend to

| ook at. They still want to see a nexus of the forumto the
transaction and to the parties, and they want to see that the
choice of law and the choice of forumare not going to be contrary
to notions of fundanental fairness. And as Susan will explain in
t he adhesi on contract context, that that brings with it even nore

constraints.

And to the extent that the terms are being enforced through public
| aw -- consuner protection acts are consistent with the principle
of anti-fraud -- then the choice of |aw and choice of forum

between the parties is probably not going to be respected.

In the case of the regulated industries and professions, and we

had t he good exanpl e of
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tel enedicine a few nonments ago, those laws thenselves will often
i mport their own jurisdictional concepts so that they will define

the territory in defining the acts to which they apply. And to
the extent that the jurisdiction can claimthat those acts are
within its jurisdiction and there are no limting constitutiona
principles or international conmity that apply there, again, that's

not something that can be altered by contract.

Anot her good exanple related to consumer protection is privacy,
where one of the issues with the Data Protection Directive in
Europe is whether Article 4 creates a separate jurisdictiona
basis for asserting that European privacy rules apply to people
out si de of Europe who are using facilities in Europe to coll ect
data, even though they're not established there in the regular

sense for business.

And finally, there are mandatory consuner protection laws. You
had the exanple from China and Taiwan and Gerrmany in the | ast
panel, where there are fairly conprehensive regi nes, centralized
regi mes, for consuner protection law, in which many of the

provi sions on their face are mandatory within the territoria

scope of the jurisdiction.
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The ki nds of consuner protection |aws we're tal ki ng about, and
that are being discussed in the OECD context now - | wll just
give a few exanples. At the federal level in the United States,

t he Magnuson- Moss Warranty Act, and there are several other

federal acts especially with respect to investnments and depository
institutions. And there are a |ot of other acts which are
primarily at the state level and they're quite varied. Sone of
them have to do with the use of credit cards, sone of them have to
do with buying nobile hones or with tel ephone service; often they
are very selective in the activities that they apply to. They
sonetinmes | eave gaps, they don't always use consi stent

term nology, and it is done state by state. All of those are

probl ems, of course, for those offering goods or services online.

In the European Union, there's been -- we'll talk about two or
three of the directives specifically today, but just to make cl ear
that there are actually several harnonising directives that have
an inpact on consuner protection law in the nmenber states - a
directive on unfair terms, advertising directives, the distance
sal es directive (and now the draft directive for distance sal es of
financial services), a directive on package travel which applies

to tour packages, and, of
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Course, the proposed E-Commerce directive that we'll be talking
about in nore detail later. And all of those are interesting

exanpl es of trying to harnoni se di sparate consuner protection

rul es anongst the Menber States.

And then I'd like to point out that there are at |east two

di fferent kinds of consuner protection rules that you get in these
statutes and directives. One is providing default terns for terns
and conditions that have not been explicitly agreed between the
parties, but where the parties could have agreed to different
terms. The other is in establishing m ninum standards; they
sonmetines are exclusive, sonetines they say what the rule is,
sonmetinmes they say it nmust not be nore than, or |less than this.

An exanple woul d be usury |laws that establish interest rates so
that you know what the top level of interest is that you can
charge. In an instalment sale or a credit agreenment there's
typically no restriction on the bottomlevel, there's no
prescribed interest anpunt, but there is a cap that's set. So
very often there are floors or caps that are established in the
consuner protection |aws, but sonetinmes they only provide the

default ternms. Now obviously, anywhere the law is
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only providing default terns, we still ought to be within the zone
of things that consuners and vendors can contract about, so that
vendors ought to be able to include those sorts of terms in their
agreenents - as long as they neet mni mum standards wherever they

are prescri bed.

There is an activity right now at the OECD in connection with
trying to establish online consumer protection guidelines. Last
week the OECD circulated a prelimnary list of topics for
consideration in the context of nmandatory consuner protection
laws, and the activity going on right now is asking the OECD
menber states to cone back and provide a list of the | aws that
apply in their jurisdictions that fall into these categories.
They list the possible mandatory | aws such as m ni num st andards
for warranty terns, for liability and limtations on liability,
for packagi ng and | abelling, marketing and advertising rules such
as truth in advertising, disclosures, special rules about gifts,
contests, and lotteries, conparative advertising rules and specia
rules with respect to dealing with children. And then distance
selling rules which have to do often with additional disclosures,

confirmation periods, cancellation periods, cooling off periods,
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war m ng up periods when you're selling at a distance, whether it's

by tel ephone or by television advertising or over the Internet.

So this is an inventory process that's going on right now, and one
thing we can take away easily fromthis conference is to say:
let's gather the informati on we have here and make sure it gets
into the process so that there's as conplete an inventory as
possi bl e, because then you start to see where the simlarities
are, and what are the things that nost need to have harnoni sation

or nutual recognition.

Once you go to cross-border consuner sales, then you have the
issues that | won't delve in depth now because | think they've
been covered by earlier panels: U S. constitutional limts on how
far state consuner protection |aws can apply; in the European

Uni on, the Brussels Convention which is present basically says
that it's going to be the home court forumfor the custoner who is
targeted at his residence, and the Rone Convention as to the
applicable I aw for consuner products, which tal ks about not
derogating fromthe mandatory consumer protection |aws, again of
the jurisdiction in which the consuner is resident when the

customer has
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been targeted there. And the question that everybody has been
trying to resolve is howto apply those rules and in the case of
recent activities by the Comm ssion, how to anmend those rules to

specifically apply to online conmerce.

And then, just keep in mnd in the trade context, that in case
you're ready to run off with a WO conpl ai nt, renenber that both
the GATT and the GATS (trade in goods and trade in services)
recogni ze that countries can maintain non-discrimnatory donestic
regul ation, and in the case of the GATS Article XIV, it's much
nore specific about saying that this can include regulation with
respect to warranties, privacy, public order, public norals, and
certain other areas that we would think as of being related to
consuner protection. So the concept there is this: unless the
regulation is applied in a way that is disproportionate and
discrimnatory, in a way that acts as an unjustified barrier of
trade, the fact that there are restrictive regulations in a
country that says it allows cross-border sales and services is not

going to be enough by itself to create a WIO conpl ai nt.

Applying these principles to E-Commerce, we have the
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traditional problens of figuring out when has a consumer been
solicited in his or her own country -- because that's often

rel evant under the existing laws -- and when has the contract been
conpleted online? And then there are the questions of who's cone
to whom first, and whether it takes an email or sinply a website
to be ‘targeting custoners, the uncertainty of applying the
‘effects’ test to regulatory jurisdiction, and the desire to
create a scheme in which there is greater predictability and

transparency, both for consumers and for vendors.

And t hen, what we're | ooking at here today especially, and that
Susan will be discussing, as you know, in greater in detail, is

how you provide effective renedies.

Now, where are the fora where this is being discussed? O course,
first at the national |egislatures and provincial and state

| egi slatures (and the EU is a good exanple, because it's already
having to deal with cross-border sales) the OECD, the Wrld Trade
Organi sati on and The Hague Conference, which we've spoken a little
bit about, and sone of the private industry or private industry
and public sector dialogue fora where this is being discussed as

well. The I CC project
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in which I"'minvolved is identifying existing barriers, best
practices and organi sations on a self-regulatory basis such as
com ng under the unmbrella of the advertising associations in the
UK where there are already some trust seal and self-regulatory
di spute resolution procedures, and then with reconmendations to
governments as to howto treat those. And there is the ABA

jurisdiction project that, of course, you' ve heard about.

Where all this is leading is that we don't expect, | think, any of
us, to see harnonisation across the board in all the contracts
choice of law issues, nuch less the public order issues, but there
may be ways, even before there is harnonisation in many of these
sectors, to be able to create a zone in which consuners and
vendors can have greater confidence. And we have sone suggestions
for what courts and | egislatures mght do to defer to that, and

what standards or conditions they mght set for such renedies.

And having laid out the problems, this is where I'd like to turn

to Susan Crawford for some potential solutions.
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Ms. SUSAN CRAWFORD:

Thank you, Scott. Well, there clearly is no magic bullet for

choice of |law problens in consumer contracts with online vendors.
Har moni sation is a | ong way away, but because human beings, in

whi ch category many people include | awers, are naturally cheerfu

and resilient, | think we should try to work on frameworks through

whi ch we can work, even short of harnonisation.

I'"'mgoing to touch extraordinarily briefly on conflicts theories
inthe US.; I"'mgoing to propose a new theory that could be
applied internationally to formcontracts between online consuners
and vendors; and I'Il point out all the many, many questions that

are raised by the application of this theory.

First, this is a tine-honored practice. You |ook back at
conflicts jurisprudence, and say it's all chaotic, nothing can be
done. Looking back at the first restatement in U S. conflicts,
the idea was the | aw of the place of the [ast act that gave rise

to liability should be applied to a particul ar case.

Then we noved on in the 20th century to another nmultilatera

approach where we're considering interests
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fromoutside the U S.; this is the interest analysis theory under
which state interests have primacy; the problem of course is that
courts can manufacture interests at their will and find it very

easy to do so.

Dean Perritt tal ked about this yesterday, that we have a m xture
in the States of territorial and interest analysis factors that
courts use to decide choice of |aw questions. What about the
interests of private parties and their expectations? And that's

what we're here to tal k about today.

What is our vision of how choice of |aw decisions ought to be nade
by local courts? W're in search of what Professor Lea Bril mayer

calls the "Holy Grail of Conflicts Jurisprudence,” finding a

choice of law systemthat's built on uncontroverted assunpti ons.

The recently appointed CEO of Hew ett-Packard, Carla Fiorina, told
the New York Tinmes |ast week that the reason she dropped out of

| aw school after the first year was because of the singular focus
on precedent that she saw in her classmates and in her teachers;
she couldn't stand it, she dropped out, she becane wldly

successful and a great corporate |eader. So perhaps
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it's tinme for an Internet-based conflicts theory that takes into
account the special characteristics of the Internet of which we
are all enanored, the personalisation, the easy dissemnination of
the information to both consumers and vendors, the al npst
unlimted information and availability of choice, and the tota

absence of sal es pressure.

VWhat's the solution? As Andy Pincus said earlier today, and as
Ron repeated, there has to be a mddle ground, it cannot be that
we will choose one way, country of origin or place of the consuner
as the default rule, there has to be a new solution

Har moni sation will take too |long, we know that we're going to have
multiple legal regines that will apply, and we want to bal ance al
the interests that are engaged in E-Conmerce. We have multiple

goal s.

The proposal |1'd like to discuss is called Deference Analysis and
|'ve been punping this during the coffee break, so |I hope you al
recommend the terminology. It fits in with Andy Pincus' two track
system |'mproposing this in a single context: \Wen courts
consi der choice of |aw el ections nade by online vendors and

consumers on the Internet, with all its
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availability of choice and absence of pressure and opportunity for

conpari son shoppi ng.

The first principle under U S. |aw that provides a background for
this theory is that adhesion contracts (which you could call form
contracts, a less lurid term, are enforceable unless they are
unfair or unconscionable, and the forum sel ection and choi ce of

| aw sel ections made in those contracts are enforceabl e.

The other assunption |"'mmaking in this presentation is that we're
assum ng the presence of personal jurisdiction. So here's the
qguestion: should a court defer to a choice of |aw nade by a
consumer in a contract with an online vendor, a form contract;
under what circunstances should that court defer? And the answer
I'd like to propose is that yes, the local court should defer in
certain circunmstances which I'lIl line up for you, if a meaningfu
choice of law has in fact been made. Here's the first assunption

on which this theory is based.
We' d have to show the consuner extraordinarily clearly where they

were. It would have to be alnpst as clear as it would be if you

were travelling to Greece or France or
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Engl and, that you had indeed entered a different place by going to
work with a particular online vendor. W have to tal k about what
ki nd of disclosure would be necessary. This could be acconpani ed
by rich information for the consuner about the |l aws of the

particul ar country that has been chosen by the vendor

The second assunption. There's got to be a convenient online
forum it cannot be that the vendor is allowed to preclude
availability of a convenient forumin order to avoid litigation.
In the context of the Internet, an online forumnnay be the
appropriately convenient place, and this is the big next nove that
was suggested by Andy Pincus and nany other speakers at this
conference, that we need to facilitate, accredit, and set up
reasonably adm ni stered online forums through which consuners can
find the kind of redress to which they're entitled, with adequate
notice, opportunity to be heard. You know, | spent an entire term
on Gol dberg v. Kelly, | renenber, you ve got to be there, and this

woul d be an online forumthat would enbody those procedural rules.

The third assunption, and this is the tricky one, is that we need

to create a club of countries who respect
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one another's law. By this |I'mnot tal king about necessarily ful
scal e harnoni sation; |'mtalking about a set of m ni num baseline
characteristics that the nenbers of this club would all have; they
woul d have to have a concept of unconscionability in their |aw.
Renenber that the question the court is answering is not the
ultimte question of liability in the case, but sinply is it
reasonable to defer to the law of country X that's been chosen by
the consumer, whose contract is in front of me? This may require
some convergence, there's got to be sonething nore than nud fl aps
and Sunday cl osing |aws, our new two favourite exanpl es of

| egi sl ati on, and | ess than absol ute coherence, conpl ete agreenent
on consuner protection |aws; sonething that's good enough so that
the court can be assured that the |ocal consumer is in fact

protected by the law that's been chosen.

The fourth assunption is that the consunmer has actually nade a
meani ngf ul agreenent, a meani ngful choice of the law of the online
pl ace that he's visited, knowing that he's gone to a different
place. On the Internet, | posit, choices will be nore neaningfu
because there will always be nore information that the consuner
can quickly click to, conparative shopping, the FTC, an ability to

go very
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quickly with one click away to third party internediaries who can
hel p you understand where you' ve gone and what you're about to

sign up to.

So the proposal is that if all four of these conditions exist, the
| ocal court of the consumer's country should in fact defer to the
| aw chosen knowi ngly, meaningfully by the consuner and the online

vendor .

Now. But you're saying, what about fraud? Oh, don't worry, we're
not trying to include fraud in this proposal. Consuner protection
agenci es al ways have to have the ability to reach out and protect
their constituents. O course, where do we draw the line, what is
fraud? Also, we would exclude fromthis proposal contractua

terms that have effects on third parties, such as inporting
illegal substances or otherw se affecting other people. But what
fits in this category and how does this fit with mandatory | aw,

that's a big question, and a big subject.

So what the proposal is ained at is run-of-the-mll
consuner/vendor issues governed by contract and deferring to the
choice of Iaw made. Deference analysis pronptes the interests of

all countries and
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protection of E-Comerce, and protects party autonony nore

i mportantly. | believe that online consunmers are by and | arge
nor e sophi sticated because they've had exposure to nore

i nformati on than nost other consumers. And we will have a chance
to permt themto choose a | aw and abide by it in a know ng and

meani ngful way with real redress provided through an online forum

Next steps. Well, there are a |ot of next steps, what's fraud,
how -- this is part of our convergence harnonisation, harnonic
convergence process that we're all going to go through over the
next few years; how do we set aside what is fraud, what are these
third party effects other than the very easy cases that should be
excluded fromthe analysis? What are these necessary m ni num
characteristics; what we can conme up with as a set of baseline
protections that would enable the club to formand to defer each
other's law, and how do we set up a true convenient online forum
that has enforceable mandates and is trusted by consumers who are

dealing with it? Thanks very nuch.

( APPLAUSE)
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M. M KE PULLEN
Good afternoon, good norning, |adies and gentlenen, should | say.
It's actually six o' clock in the evening in Brussels, so forgive
me for being confused. Just to prevent any confusion anbngst you,
I am not Margot Froehlinger. Margot is fighting a good fight in
Brussel s and was unable to come at the nonment, so she asked nme to
come along and to give you an overvi ew of current devel opnments in
the EU. | will say that | am speaking as an attorney in private
practice, and you will gather frommy speech that I'mdefinitely

not speaki ng on behal f of the European Union

I was asked nme to cone as an expert in the area of EU E- Commerce.
| always have great difficulty with the termexperts, but a

Li t huani an col | eague of nine, after seeing ninety Western | awers

and econoni st cone to give presentations to the Lithuanian

governnment, basically said that she had a definition, and she

said: the definition of an expert is a guy fromout of town with

a power point presentation. So, under that definition |I'man

expert.

So | want to do two things. | first want to give you a quick run

t hrough of the proposed E-Commerce directive,
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and the peopl e who know sonet hing about the directive, please bear
with me, but I"'mtaking a zero | evel of know edge as ny base

poi nt .

I have forty-one slides here, so for those who don't speed read,
they're posted on the Internet, and I will go through this very
qui ckly because |'ve got literally fifteen m nutes. Then | want
totalk inalittle bit of detail about amendnents to the Brussels
Convention, proposed anendnents to the Ronme Convention, and a
proposed Rone-11 convention and non-contractual liability which
basically will have the effects of setting back E-Conmerce in the

Eur opean Union by twenty years.

To give an anal ogy, when cars were first invented in the UK, we
passed a | aw which said if you are driving down the road, you
ought to have a guy with a red flag walking in front of the car
It was nmandatory, you could do three mles an hour, you needed
this guy with the red flag. The proposed anendnents to Brussels

and Ronme are that red fl ag.

The overview. The E-Comrerce directive was designed to create a

Eur opean i nternal market framework in
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E- Commerce by the year 2000. Now, as a prelimnary point, |
shoul d say, we don't need a directive for this. The right to
provi de E-Commerce services is already there, it's been there
since 1957 because Article 49 of the EU Treaty gives you the right
to provide services across borders. The only reason that we
actual ly need directives as secondary |egislation is that nost
menber states don't understand or won't conply with their
obligations, so we actually need themput in a framework in order

to get people to understand them

One of its aims is to strengthen the conpetitiveness of European
i ndustry and to reinforce the position of the EUin internationa
di scussions, that's quite interesting. It's set to establish a
clear framework that will allow E-Commerce to benefit fromthe

advant ages of the internal market. And |I'mflying through this,

in particular it's based on the country of origin principle.

Now, country of originin a EU context is very sinple, it neans
that if you are a conpany established in the UK, and you conply
with UK law, any new | aw as inplenented in the UK, you can trade

freely throughout
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the other fourteen nenber states, notw thstanding the fact that
their laws may be different or nore strict. It doesn't matter
what the German | aw says, as far as a conpany which is established
in Germany is concerned, that there may be stricter requirenents,
but the German governnent nust accept that the law in the UK

of fers an adequate | evel of protection.

The directive will renove | egal uncertainty by providing a
definition of the place in which you're established. The reason
for this definition is to stop several nenber states trying to
take jurisdiction over an E-Conmerce service provided so that a
clear franmework of what establishnment neans and where you're

est abl i shed.

It prohibits prior authorization regines by nenber states,
specifically aimed at targeting online service providers. It
establishes certain transparency requirements. Now, what that
nmeans is, if you're a service provider or you' re an E-Commerce
trader, you're required to put your nanme, your address and your
contact details on your website so consuners and ot her business

parties know exactly who they're dealing wth.
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It has a |lot of provisions on what in EU speak is called
Commer ci al Conmmuni cations. And what we actually nean by that is
advertising direct marketing and sponsorship. It sets a benchmark
for the free novenent of those types of comrunications. It also
aut horizes the use of conmercial comrunications by regul ated

prof essi ons subject to national self-regulatory codes. So, for
exanple, it allows |awers to advertise, and that's not the case

in many EU jurisdictions at the noment.

It has fairly detailed provisions dealing with online contracts.
First of all, it establishes the fact that you should be all owed
to contract electronically, which is currently not the case; under

the Il aws of many nmenber states you need a paper contract.

It also sets provisions for the point that when the online
contract is concluded, it -- this is contentious at the nonent,
but it limts the liability of Internet service providers, it
establishes a nmere conduit exenption. There's an argunment over
that, what the copyright will be. At the nonent there are sone
l egiti mate concerns about copyright, but it's my personal view
that a | ot of concerns stemfromthe record conpanies trying to

protect their traditiona
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di stribution systens, and they don't |ike people |ike E-Misic, who

they think they' Il just come and circumvent them
| npl enentation. |t encourages codes of conduct to be drawn up at
the EU level. It also encourages alternative dispute resolution

particularly in the context of consuner protection.

It attenpts to provide better legal redress which is appropriate
to an online environnent, and to establish quick and efficient
admi ni strative corporation between the nmenber states to try and

identify and sol ve problens before they get to litigation

What's in it for you? The E-Conmerce directive sets out a clear
light regulatory framework for the internal market at the tinme

when in Europe the internal market is being threatened by al

sorts of protectionist interests. It also identifies areas where
the internal market doesn't work, either online or offline. It
gi ves opportunity, if it goes through, to say: "Well, | can trade

in this nmethod online, why can | not do this offline?" The idea
is that the E-Commerce should just be seen as another commercia

tradi ng nmedi um
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rather than sonething of a special issue. W'Il forget about M.

Dal ey' s quot es.

The E-Commerce initiative is being underm ned by the adoption of
the Brussels regulation on jurisdiction, and the proposed adoption
of the draft Rome regulation on non-contractual liability. Now,
"Il explain these, and | should take a couple of nonents to

expl ai n what happened.

The Brussel s Convention was never part of the body of EU |l aw, it
was an international treaty between the nenber states. Last year
the nenber states got together, or their mnistries of Justice got
toget her and they decided to amend the convention. They didn't
consult anybody to my know edge, they certainly didn't consult

i ndustry. They had a series of nine neetings in which they cane
up with an anmended text. They then froze their discussions, and
rather than going on to ratify the convention in the nornmal way
you would ratify a treaty, they asked the European Commi ssion to
propose it as an EU regul ati on pursuant to new powers under the
Anst erdam Treaty whi ch brought justice issues within the body of

EU | aw.
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The Conmi ssion has got a constitutional obligation to consult

wi dely before proposing new | egislation. Because this neasure had
been agreed by the menber states, the Conmmi ssion ignored that duty
conpletely as a result of a strong |obby. And at the back of the
roomthere's an article fromthe Wall Street Journal on letters we
sent to the Conm ssion on this issue which set out the position
They' ve now agreed to hold hearings on the convention in the

aut um.

Now, the original text of the convention said that the consuner's
courts would have jurisdiction when you were dealing cross-border

if you actually targeted that consuner, you had to solicit him

In an official report on the convention, the exanple that was
given was if you are a French conpany and you put an adverti senent
in a German newspaper in German ai ned at Gernman consuners, you are
caught by the rules. |If that advertisenent appears in an Anerican
peri odi cal, The Econonist, Wall Street Journal, whatever, which is
circulated in CGermany, but that advertisenent is not targeted at

Ger man consuners, you're not caught.

/'1b



| LPF
Annual Conference
- 134 - July 27, 1999

The new text says you're caught if you direct your activities
towards one or nore menber states. The recital to the new text,
Recital 13 says that you are deened to be directing your
activities towards other nenber states if a consuner connects at

your website.

So that nmeans that you could have a website and have no intention
what soever of dealing with foreign consuners, but your website can
be accessed from anot her nenber state, that nmkes it easier for a

foreign court to gain jurisdiction.

So you say: "Well, what's the problem it's only a jurisdiction
issue." If a consuner, say, we have freedom of novenent in the
EU, say for exanple we've got a British consunmer who lives in
France; he accesses a website in the UK, and he contracts on the
basis of English law, standard formcontract with a UK conpany.
There's a dispute. The French courts have jurisdiction because
he's accessed the website from France. Under the existing Rone
Convention on Applicable Law, you cannot by a choice of |aw clause
take away the mandatory protection that a consumer woul d have
under his national consumer protection laws. It's a mandatory

rule of French |law that all consumer contract
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should be witten in French, so |I've got a Briton living in France
who understands English perfectly, the French judge, and this is
going to be a court of first instance, this is not a mmjor

arbitral centre or whatever, can then throw that contract out,

null and void. That neans that all your standard forum contracts

with French consuners are also null and void.

Now, you can say, a lot of the multinationals say: "No problem
we'll put a disclainmer upon the site, and we'll have a different
website for each country, we'll have a disclainer: this is only
opened to residents of country X." That would be fine, but nost
of the conpanies that are part of this forumare dom nant for the
purpose of antitrust law. You start fragmenting the market by
using different websites, put up disclainers, you' ll probably find

your sel f abusi ng your dom nant position.

Okay. Now the Brussels regulation is going to be voted on by the
Council of Mnisters on the 11th of December. |'ve been taking a
| eading role in the | obby. W' ve had sone success, the European

parliament is now getting involved, you' ve got one nonth; Brussels

cl oses down in August, if you want to stop this, you' ve got
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one nonth to get involved and do sonething about it.

["I'l talk alittle bit about the Rome Regul ati on on Non-
Contractual Liability. The Rone Regul ation has all sorts of nasty
cl auses about | abel and product liability. But the worst one is
Article 6 which relates to the Continental European Concepts of
Unfair Conpetition Law. And it says: "the law applicable to
obligations arising fromunfair conpetition or unfair conpetitive
practices shall be the | aw of the country where the conpetitive
action or unfair practice affects conpetitive relations or the

collective consuner interest."

And what does that nean? To give another exanple fromthe UK, if
I got a website based in the UK or Holland, | can offer three for
the price of two consuner discount quite legally, it's |lawfu
under UK law. If that website can be accessed by Gernman
consuners, the way this reads at the nonent, | can file with
German Unfair Conpetition Law where this sort of thing is not

al | owed.

The Comnmi ssion pointed out in its explanatory menmorandumto the

draft E-Commerce directive that the
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whol e concept of Continental European unfair conpetition law will
have a significant detrinmental effect on the devel opment of E-
Conmerce within the EU.  And | can give you an anal ogy of how this

wor ks.

| used to work in the Conm ssion, and | drafted a conpl ai nt

agai nst CGermany, and the conplaint was on the basis of a conpl aint

whi ch the Comm ssioner had received from Pol ygram Pol ygram

wanted to get into the German CD narket, and the only way they

t hought they could do it feasibly was by using CD clubs, and they

were based in Holland, so they were direct marketing into Germany.
The standard CD club format, you have to buy four CDs a year, but

i f you bought six, Polygramwould give you one free as a loyalty

bonus.

The German Consuner Associ ation took Polygramto court in Germany
and got an injunction and al so got damages from Pol ygram under the

German Unfair Conpetition Law.

This case is now going to the European Court of Justice. But |
drafted the original conplaint five years ago. So Pol ygram has
been kept out the German market using those techni ques, for six

years.
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So, don't think this is an hypothetical situation where what are
these guys are going to do, this |ooks |ike, you know, this is a

| aw, but nobody is going to enforce it. [It's not your average
consuner who's going to cone after you, it's the consuner

associ ations pursuing class actions. That's where you're going to

get your problem

Now, |'m just about finished because |I'mrunning out of time, but

| just want to make two nobre points.

One, when you see consumer protection or protection of nationa
culture flagged up in Europe, if you scratch the surface, you wll
usually find trade protection behind it. There's many tines we're
doing -- you know, in England we have these dogs in the back of
cars and they nod like this. 1In industry, when consuner

protection is nmentioned we all seemto do a noddi ng dog act.

Now, we're not talking about protecting consunmers because the
Brussel s Convention doesn't work. In many European jurisdictions,
there's no contingency litigation, you can't recover your court
costs effectively. That nmeans that by the tine a consuner has

gone to one attorney, they've gone to court,
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they've got a judgenent, it's been enforced by a second attorney,
the cost of going to court and going to the attorneys, it just far

out wei ghs the renmedy which the consumer is |ooking for

VWhat the consumer wants is a quick effective cross-border renedy.
That is not the case with the Brussels Convention. The Rone
Convention is sinply a piece of trade protectionist |egislation

designed to fragnent the internal market.

I'"ve now run out of tinme, so | will stop there, |adies and
gentl enmen, but |1'm prepared to take any questions later. Thank

you.

( APPLAUSE)

M . MARK BOHANNON
Ruth and Matthew, at the risk of subjecting the audi ence to ny
rendition of the Man in the Federal Express conmercial, how much

time do | have?

M. MATTHEW YEO

I think you're | ooking at about ten m nutes.
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M. MARK BOHANNON

Okay, thanks. | wish | could say it was a pleasure to be here to
tal k about what are devel opnents in the European Union today; that
is not areflection on either ILPF or the many good fol ks who are
here, many of whom | work with closely, | think it's the result of

two things.

First of all, while | spend a great deal of ny time follow ng
devel opnents in the EU, | do not hold nmyself out as an expert in
European law. Thus, I'ma little anxious to get engaged in the

details which many experts here are much nore famliar with

The second reason why | wish | were nore thrilled to be here is
that, in fact, what | believe are sone, maybe by perception,

devel opnents in the European Union that | would like to reflect

on. | would also like to nake it very clear that, in fact, on
many i ssues related to electronic comerce, | and ny coll eagues in
the executive branch are engaged in very constructive, very
fruitful discussions to get a deeper understanding of the need for
proposal s in the European Union and how we can ensure that those
proposal s are consistent with what | think are all of our

obj ectives in creating a

/'1b



| LPF
Annual Conference
- 141 - July 27, 1999

gl obal environment for electronic commerce that facilitates all of

us participating in an effective way.

So with that caveat, | would like to |l eave you with, | think, a
few observations. Reflecting on what has been said yesterday and
this norning, that I would like to categorize as thinking about
devel opnents in the EU as raising the risk of revitalizing the |aw
of unintended consequences. And | say this with a very clear

anot her caveat, that sonme of these observations may be entirely
predi cated on perception, and | stand ready to change ny
perception if the facts prove otherwise. But | say this because
think that there are going to be sone unintended consequences t hat
we all need to think about - how we want to approach both our

di scussi ons and our approach to the changes that are going on in

t he European Union.

I, of course, have to start by recognizing that, of course, this

month is the two-year anniversary of the release of the Franework
For G obal Electronic Commerce issued by President Clinton. And

it is, of course, through that policy prismthat | will review

what | think is going on in the European Union.
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To restate what has been said today, and on many ot her occasions,
those principles included the affirmation that the Internet and
gl obal el ectronic comrerce depend on private sector |eadership
the governnent should refrain fromaction; that when it is
necessary for governments to act, they should be acting based on
the principles that their action should be transparent,

m nimalist, predictable; that we should not discrimnate between

the online and offline environnent.

And | would have to say that while | think many of you here will
find exanples where the United States governnment as well| as other
governnments may have violated those principles, | think on the
whol e, the United States governnent has stuck to those principles,
and we still believe they are the right basis for action

i nternationally.

| have to say also that | think it is difficult for soneone in the
United States government to truly understand the i mensity of the
conplexity of what is involved in making an internal market work
in the European Union. And all one has to do is look at the |ist

of proposals that might affect electronic
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commerce, some of which have been nentioned today. This norning,
while waiting for the programto start, |, in ny own mnd, listed
all the ones that of course we are famliar with. As you just
heard, there's a directive on electronic commerce proposed by DG
15, or the conmission fornmerly known as DG 15; there is a proposed
regul ati on that would inplenent the Brussels and Rone conventi ons.
| have to say | can't comment on it substantively because | and,
to the best of ny know edge, no one else in the executive branches

has been able to receive a copy of it yet.

There are proposals to the changes in the Rone and Brussels
conventions; there's a direct selling directive; there's a
financial services directive; there's an electronic signature
directive; there's a proposed directive on the details of
encryption; there's a |long standing council directive on possible
| SP regul ation; there's a directive on the protection on data
bases which of course is to be distinguished froma proposed
directive on the protection of personal data; there are working
papers on the harnonisation of taxation, convergence, and as Scott

suggested, there is also a proposed directive on package travel.
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The context, of course, of all of these directives are really
quite inmense changes going on in the Common Market and in the
Eur opean Uni on, nost inportant of which is probably tel ecom
liberalisation which is changing the fundanental economcs for
Internet access and meking it nore accessible for individua

Eur opeans to benefit fromthe global Internet. There's also the
chal l enge of doing all of this in the context of an expanded
menber shi p; there's also the process over the next year of having
a common currency; and, of course, changes to the fundanental

treati es such as Ansterdam where questions such as the conpetency,

with a small "c" of the European Comm ssion to address areas such

as jurisdiction are also going to be exan ned.

So, it is with all of this in mnd that I think | would make the
foll owing three observations which I think can be summarized in
the possibility of the risk of unintended consequences as all of

these policy objectives try to be achieved all at once.

The first is, | think there is a risk that, in fact, we will have
a less predictable environnent, certainly in the short and medi um
termw thin the European market. And | say this with the backdrop

t hat one m ght argue
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that in fact there has been a relatively predictable environnent,
particularly as it relates to the transatlantic relationship that

North Anmerica and the European Uni on have.

Now, primarily that was because that relationship was inherently
comrercial. And going back over a nunmber of decades, that

predi ctabl e, albeit not always mininmalist, not always streanlined,
but certainly predictable environment allowed, | think, one of the
nost, perhaps the nobst intensive investnent relationship to occur
with any other region in the world between North Anerica and al so
t hroughout substantial sales of goods. But as | said, that was
predicated primarily on the fact that you had inherently

commercial activity going on to facilitate that relationship

In this post World War |1, up until the early 1990's, the role of
the individual, the consumer was not the domi nant relationship

and therefore you could establish, in a general sense, principles
by which these conmercial relationships, which were heavily

i nvestment oriented could work. We see the principles of the Rone
Convention about allow ng party autonomy and choice of |aw.

Simlar provisions can be found in
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i nternational agreenents such as the UN Convention on the contract
sal e of goods which virtually all menbers of the European Union

have si gned onto.

But, of course, what we see in all of the proposals is, while we
now are beginning, |like all governnents, -- the United States
governnment is not excepted here - to begin focusing on the
chal | enges of what it nmeans to provide confidence for the consumer
in this environnent, there are, in fact, proposals, and | would
say that the changes in the Rome Convention being the npost notable
and the regul ation, where the possibility of changes in the
commercial legal framework m ght also be affected as well. | say
this because | think it is inportant that, as we address the
critical issue of ensuring in this borderless world effective
consuner protection, that we not inadvertently affect what has
been a very very deep comercial relationship which is going to
become nore dependent on the Internet, nore dependent on

el ectronic commerce, and nore dependent on the borderl ess nedi uns

in which transactions can prevail

But | also have to posit the possibility that in fact, even for

consuners, we may have a | ess predictable
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environnent in the short and nediumterm And | say this based on
my own reflections of what |I've heard yesterday and today and in
ot her presentations prior to this conference, that what we m ght
be seeing through the nmechani sm of the European Union and the
various treaties under which the nenber states operate, is, and
this issue was brought up yesterday, we're not necessarily seeing
t he convergence of substantive consuner protection |aw inside the
Eur opean Uni on across the board. Now | think there will be, in
fact, sone of the directives that do provide that, but they were
not necessarily seeing that across the board in a way that in an
idealistic world might in fact be assurances of broad consumer
protection. Instead what we m ght be seeing is, in fact, the
formalization of harnonisation that in fact may create nmore of a
doubl e chess board than in fact a level playing field in which al
of it is known. Again, this may be my perception but it is an
observation based on, | think, the discussions yesterday and this

norni ng that suggest that this is a distinct possibility.
The second uni ntended consequence, and | do believe it is

uni ntended, is that | think through the plethora of directives

whi ch suggest that the governnent needs to
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act first rather than wait is that we will probably be
experiencing an environment in which we see the reduced

possibility for self-regulation

| want to enphasize that | do not personally believe that the
directives add up to a rejection of self-regulation. |In fact |
thi nk what we are seeing through di scussions, through the data,
personal data protection directive, and through other nmeans is, in
fact, a grow ng understanding on both sides of the role of self-
regul ation. But | do believe that in all of these directives, we
are seeing the possibility that a framework for consuners and

i ndustry or other private sector groups who have stakes in the
out cone of gl obal electronic comerce will be inhibited from
bui I di ng t oget her non-governnental nechanisns that assure
confidence and that there might not be roomto flourish those

ki nds of environnents.

And | don't think this is an academ c di scussion because | al so
believe that as |I've grown to understand the conplexity of the
I egal framework in which all menber states in the European Union
operate, that, in fact, | think there is a growi ng awareness of

the role of what | would call internediaries who are not
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governnental |y connected in assuring the confidence that | think
we are all seeking. | think we are seeing proposals from
countries like Ireland, many of the Scandi navian countries;

think we will be seeing discussions of very interesting proposals
in the Netherlands with regard to this. The consultation paper

i ssued by the United Kingdomin March -- Jim Norton ,who serves as
a key person in Prime Mnister Blair's cabinet on this issue,
asked directly for comments about the role of internediaries to
provi de confidence in a world in which governments may not be able

to either have the resources or to act effectively.

So it's not just in the perspective of, | think, a North Anerican
predi sposition towards self-regulation that | think has, in many
ways, enpowered our econony for many years, but |I think it's also
a question about whether European versions of these non-
governnental self-regulatory mechanisms will, in fact, be allowed
to flourish if, in fact, the assunption of the European directives

taken as a whole that the government nust act first.

So with that, | |leave you with some possibilities of the effect of

directions taken by the European Union
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over the last couple of years. W look forward to continuing the
di scussions to reach a deeper understandi ng of how t he conpl ex
policy objectives that the Comm ssion is seeking to come together
on in the European Union can work and our hope is that, in fact,
nmy perceptions (which | amperfectly prepared to say may not be
accurate), we hope they are disproved, and that in fact we do work
together toward a role in which governnents are of, course, a key
partici pant but are not, in fact, directing at every |level how

gl obal electronic comerce in the Internet is evolving.

Wth that | thank you and if we have tine for questions, | |ook

forward to taking them otherw se see you at |unch

( APPLAUSE)

M. MATTHEW YEO

We are right up against the limt of our tinme, but | think that

meant that we have five mnutes for questions, is that okay?

In case there was any doubt that Mke is an advocate for a

particul ar point of view, he did ask nme to

/'1b



| LPF
Annual Conference
- 151 - July 27, 1999

announce that there's a neeting in Brussels on Septenber 9th for
groups that have an interest in the revisions to the Brussels and

Rome conventions. Questions fromthe floor, yes.

M. CHRI' S REED
Can | make a brief observation on Mark's comrents, | think, and

then |l eading to a short question.

| disagree that the European devel opnents that Mark has tal ked
about will lead to greater uncertainty or may lead to greater
uncertainty because the certainty that he tal ks about was in
busi ness-to-business transactions. | think the Internet offers
the opportunity, for the first time, of large scale business to
consuner transactions across the Atlantic, and that's really why

t hese i ssues have cone to the floor

And the reason | felt | ought to nake an observation is | have
sonme speci al knowl edge on the el ectronic conmerce directive
because | ran the research project, the | ast one that was done
before the directive was drafted. And | |ooked at the | aws of al
fifteen nenber states, and essentially there is nothing newin the

el ectronic commerce directive, everything there was
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there in one nenber's state already. And what's quite renmarkable
about it, is that in general, taking the di sagreenent across
fifteen nenber states, al npbst everywhere the el ectronic conmerce
directive has opted for the | east onerous possibility. [It's not
quite true, but alnost true, and if it goes through as it stands,

it will be quite a remarkabl e change.

So in many ways there will be nore certainty, certainly in my |aw
firmpractice, advising nultinational clients at the nonent, we
are reviewing intensively the regulations of all fifteen nmenber
states. It's a very expensive and | ongw nded activity, and they
need to know this before they can do business. As MKke said, what
ought to happen is that now we will have to review the electronic
comerce directive which will be a nmuch shorter and | ess

profitable job, but these things have to be done.

I think therefore the question is, the problemis actually at the
consuner protection |evel because the difficulty | see worl dw de
is that nmost countries appear to assunme or to start fromthe
proposition that their citizen should be protected by their own

consuner protection laws. And | wonder, is this also true of
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the US., wuld U S. law and policy start fromthe presunption
that a U S. citizen, sitting in the U S., buying froma foreign
conmpany should get the protection of U S. |aw, because if so,
that's the fundanental problem everywhere in the world, and that's

what we've got to overcone, that kind of reluctance.

M. MARK BOHANNON

Let me thank you Chris. Let me make sure that nmy point about a
possibly | ess predictable environment in a short and mediumterm
is not directed at any one directive, but in looking at, | think,
a quite extensive list of both actual directives and proposals,
when taken together, suggest the possibility that we may be in an
environnent in the short and mediumtermin the Comrmon Mar ket

where it is | ess predictable.

And | say that, leading to your question, because | think that by
conparison, U S. |egal experts have actually taken a nuch nore
cautious approach to reexanmining all laws that would affect. |
mean, | think there's been a very increnental approach to

exam ning, starting with the principles of mninmalist approach
the Uniform El ectronic Transactions Act being a good one, where

you start with the basics, then you
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start reviewing all the other codes to see how they could be
updat ed and adopted, but not rushing toward a whol e panoply of
laws that suggest a very different framework in which we are

wor king. But again, as | said, this may be as much perception as

it is anything else.

Wth regard to your question, | do not hold nyself out as an
expert on all consuner law, but | do have to say that based on the
information | get, that the concept of a consuner in general being
able to rely on one's donestic legal framework for redress is,

t hi nk, a general principle.

| cannot say that it is in fact the case in every law in the
United States, and | use ny credit card agreenent as a very good
exanpl e where | may have certain rights if | have conflict with ny
i ssuing bank, in nmy donestic law, but I"'mfairly certain that nmany
of ny nerchant agreenent, | nean, ny card issuing agreenents would
subject ne to the laws in another state under certain

ci rcumst ances.

So, | think it really depends on the kind of consumer protection

we are tal king about, and in fact the nature
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of whether we are tal king about say, crimnal, you know, where
amthe victimof a fraudulent crine versus a situation where |, as
a consuner, may be a part of a transaction where | night have, as
was di scussed earlier, basic protections that | was not forced
into a contract unreasonably but that | may still in fact be
having to deal with other jurisdictions depending on the kind of

di spute it is.

So | don't think there's a categorical answer to your question,
but I think as a general principle, particularly when we're
tal ki ng about crimnal enforcenent or |aw enforcenment kinds of

t hi ngs, probably right, but not necessarily the case. | could
actually be in a situation where, you know, being a resident of
Washington, D.C., | could easily contact, you know, a |aw
enforcenent official in California if that conpany was subject to

that law. So it's not a yes or no question

M. M KE PULLEN

Can | just make a point to sonmething that Chris said. What
interests us in Europe at the nonent -- we've got an agenda which
says, you know, we're going to have a Federal EU with an European

arny, but we don't trust
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each other, with each other's consuners.

There's this real dichotony in the, I won't call the consumer
protectioni st | obby because the consuner |obby has been used as a
vehicle to hijack the internal market which was inadvertently a
liberalising force by |aw protectionist forces within the EU  And
we say we need harnonisation clauses, a very high | evel of
protection, but there's no such thing as a European consuner.
We're not going to have harnonised | aws across the EU to protect
consuners if there's no such thing as a European consuner. There

seenms to be a duality of position

There are a |ot of issues we've engaged here, and as Chris has

poi nted out, the electronic commerce directive take to a very | ow
| evel, great light flexible approach. |f you |ook at what's
happening in Brussels, when you take several small pieces of
things that | brought on and put themall together, you'll find
that certain nore protectionist nmenber states, notably |ed by the
current French adm nistration, are actually trying to use Rome and
Brussels as a way to push back the el ectronic conmerce venture.
They realize that they shouldn't have signed into this, and they

now
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are trying to pull it back into sone sort of a nore protectionist

nmeasure.
M. MATTHEW YEO
I think we've run up against our time linmt, and it's time for

lunch, but please join nme in thanking this excellent panel.

( APPLAUSE)
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LUNCHEON W TH SPEAKER

M. J.C. RENDEI RO

Ladi es and Gentlenen, if | may have your attention. M nane is
J.C. Rendeiro, |I'mthe Vice-President and Associ ate Genera
Counsel of IBM responsible for global services as part of |BM

that brings you e-business services, the |ogo that we saw outsi de.

IBMis happy to sponsor this |unch, we obviously consider the
subject matter of this conference, and E-Conmerce and E- Busi ness
generally, to be extrenely inportant in that regard. 1'd like to
conpliment the speakers on the overall quality of the

presentations.

We are tal king about the right thing if the rule of origin versus
destination, convergence, solutions by category of activity, the
role that bilateral or nultilateral treaties can play, private

| aw, the chall enges and opportunities of self-regulation, the

i nportance of a pragmatic approach that accommopdates sone and may
be a lot of anbiguity in the short terns in the thoughtfu
proposal advanced before lunch by Susan Crawford, which | found

very interesting -- as a
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disclainer, | have to say that upon occasion Wl ner, Cutler &

Pi ckering does represent IBM so I'ma little biased.

And while we're a long way from consensus, | personally am
optimstic about the future, if only because the technol ogy which
as we all know is driven by consumer demand, the technol ogy has
thus far proved nore than able to outrun the many forces that

woul d slow it down.

It's now ny pleasure to introduce Col m Dobbyn, Vice-President,
Seni or Counsel of Mstercard International who will in turn

i ntroduce Ni gel Hickson, our |uncheon speaker

M. COLM DOBBYN:

' m Col m Dobbyn of Mastercard International. |It's ny pleasure to
be here today to introduce N gel Hickson. The ILPF is truly
privileged to have Nigel to talk to you today about the new UK

El ectroni ¢ Communi cations Bill which was just rel eased | ast

Friday, and he'll give you details in URL later on in this talk.

For those who don't know Nigel, Nigel is with the UK
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DTl, Departnent of Trade and Industry, he's been there since 1982;
he's an el ectrical engineer by training from Hartfordshire, and he
attended City University in London. Since joining DTl in 1982,

he's worked on encryption and financial service regulation; anong
other things he's been in charge of the UK | egi sl ation devel opnent

for the last four or five years.

It was ny pleasure to go to dinner last night with Ni gel where he
told me sone of the twists and turns that this piece of

| egi sl ati on has gone through. But having heard sonme of the
details, | think many of our conpanies were very pleased with the

substance of that |egislation.

In addition to his work on the electronic authentication

| egislation, he also deals with the EU directive on electronic
signatures, and the accreditation of certification schenmes for BS-
7799. He's also a nenmber of the Institute of Electrica

Engi neers.

Again 1'd like to welcone Nigel and to thank him | think he'l

be a very informative speaker
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( APPLAUSE)

M. N GEL HI CKSON

Good afternoon, Ladies and Gentl enmen! Thank you very much i ndeed
for that introduction, Colm and indeed we did have a | ovely neal
last night. 1Isn't Montreal a fantastic place, really, what a

great place!

( APPLAUSE)

It's a real real pleasure to be here, it really beats London in
the sumrer, | can tell you that. And that's why it never fails to
amaze me why there are so nmany Anericans in London during the

summer, but there we are, perhaps Washington is so hot.

I"mglad to be here, I'd like to thank the ILPF for inviting me to
cone along; it's on very short notice that | decided that I'd |ike
to come along. W, as Col msaid, published our |egislation on
Friday, which I'Il tell you a bit nore about in a second, and
until then, it was very difficult to know whether | would be

al l omed out of London, but |I'mvery glad | was allowed out of
London because it's good to be here. And thank you very much

i ndeed, Ruth, for giving nme a
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slot to speak in today.

| suppose | have good news and bad news as in the case of al
speeches, | suppose. | nean, the bad news is that |I'ma civi
servant | suppose, you know, | work for government, but you know,
sone of us have to work for government because if we didn't work
for governnent then you couldn't tell jokes about us. And in the
same vein, the good news is that I"'mnot a |awer, and |I'mvery
grateful that there are | awers, because if there weren't, we
couldn't tell jokes about them So, no, it's a real privilege to

speak to you at lunch tine.

I want to cover two subjects, very briefly indeed. The first is
just really to make a few observati ons on what we've tal ked about
in the last couple of days. It's certainly been absolutely
fascinating for ne because firstly, as | said, | amnot a | awer,
and secondly, this isn't really ny area. So when | go back and
have to report to the office what we've been discussing, | can't
tell them we haven’'t been di scussing encryption, electronic

si gnatures and key-escrow, because if | go back and say we've been
di scussing jurisdiction, consumer protection and issues like that,

they'I'l say: "Well, why did you go?"
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But | think these subjects are absolutely vital and absolutely
fascinating, and | want to just say a few words about sone of the
things |1've gained fromthe discussions in the |ast couple of days

and then go on to say a little about the Bill

To start with | have a few observations. W are all heading for

the stars, it nmay seem a peculiar phrase, but it's sonething that

came up right at the beginning of this conference, and sonething

that comes up in every single conference | go to. Wenever you

get a governnment speaker these days, they have to start by saying:
"We want to make our country the best place to do electronic

busi ness, or we want to make our country the best place to do

el ectronic business.” And it's very difficult actually being a
roomwith fifteen EU nenber states, because they all have to say

this and it becones rather boring.

But | think the significance of this is, and | mean, and Canada to
a large extent, | think, has lead the way. | nean, it was Canada
t hrough their own sort of light touch regulation that really
enabl ed some of the electronic comerce services from governnent

to take of f.
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But we all have this common goal, and | think it's very inportant
i ndeed, because although we m ght all sonetines be rather negative
about legislation and | heard Mark, before lunch, say: "Oh God,

t he European Union, there's directives here, there's directives

there, they're coming out all over the place.” Well, | could say
the sane about the U S. Congress: "There's |egislation here,
there's legislation there." | nean, how many Bills do you have to

have on encryption before the House and the Senate to get anything

sensi bl e?

( APPLAUSE)

There are a few years to go yet, | suppose, but | think the

i nportant thing is, the inportant thing because our

admi nistrations are all trying to encourage el ectronic commerce,
think that the sort of light regulation, the ‘light touch’ and
libertarian economics will prevail in the end because the

el ectronic conmerce on the Internet is all so inportant to us.

And also, | think the other observation is that we're beyond first

the step, we take the Internet for granted now, we take el ectronic

comrerce for granted.
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Al'l the discussions we've had in the [ ast couple of days haven't
been to say: "Oh, the Internet is a terrible thing, oh, this

el ectronic comerce is dreadful, we shouldn't get involved, you
know, it's so terrible, it's going to change our lives, consuners
aren't going to know what to do." | nean, that talk is gone.

Only a few years ago, one could go to conferences, not so much on
this side of the pond, but certainly in Europe | could go along to
conferences, and people, even from governnents, not from France of

course, people even from governnents would stand up on the rostrum

and say: "Well, this Internet, you know, this Internet thing, you
know, perhaps it will be around for the next couple of years and
then we'll forget it, won't we, and get onto sonmething nore
serious."” But that's gone. W all take it for granted that it's

a fantastic tool, that electronic commerce is going to be vita

for all our lives, and | think that's incredibly inportant.

And so the conversation here, the discussions here are not on how
to, not if you like, how to suppress it, but how to use the
Internet, howto use it for our own advantage, and at the sanme
time on howto find solutions to the difficult problens that we've

been
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di scussing. Just a few observations on some of them

The jurisdiction discussion that we've had, the discussion on
jurisdiction has raised sone really inportant issues. |It's not
sinmply a host and hone state issue, this demarcation, this problem
that we've had in the |ast couple of days in deciding whether it
shoul d be the rules of the host country or it should be the rules
of where the service is delivered has become, has tended to
overshadow sone of the nore |I think inportant aspects of the

di scussi on.

And | think it was very salient indeed at the begi nning of our

di scussi ons yesterday norning, M. Perritt said - quite
fundanentally for nme as a sort of newconer to sone of this scene -
that we wouldn't really have to worry too nmuch about all these
jurisdiction issues if we had sone sort of comon franmework for
dealing with the problens, if we had a base regulation to build
upon and sone of the extrene issues, there wouldn't be such a
problem And | think that's where we are heading to a | arge

extent.

The difference between the European Union and the U S., and

won't say nmuch on that, but | nmean, clearly we do
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have cultural differences, perhaps we do have differences in the
way we address problens, and we have differences in the European
Uni on, don't you believe it, | mean, just because we cone out with
all of these hundreds of directives doesn't nmean to say that we

all agree on them not at all

I nean, in the European Union we had to build a tunnel between
France and the UK and perhaps that's we'll need to do across the
Atlantic or something to bring ourselves a bit closer together
because | think it is inportant that we do try and share sone of

t he conmon goal s that we've been tal ki ng about.

And | think the direction is positive. |If | can sort of reflect
on sone of ny experiences in the discussions on cryptography and
the di scussions on el ectronic signhatures which have taken place in
the last few years, certainly the process between the U S. and

Eur ope, and the CECD, and the UN to an extent, have shown that we
can work together as countries, we can find comon sol utions, and

I think that's all inportant.

Self-regulation, a lot of talk about self-regulation
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And indeed, as | will explain when | just touch on the Bill in a
second, and | promise not to go too nmuch overtinme, clearly | think
self-regulation in nost areas is the way that we're going to nove
forward because governnents, governnents can't hide behind the
fact anynore. | nean, there was a tine when we all thought we
could do things as governnents w thout talking to the industry, |
mean it's much easier really, isn't it. | mean, dear nme, now we
just pass a few laws for that industry. But unfortunately the

i ndustry can read. | think it's all the fault of the |awers
actually, but no, self-regulation |I think, as Chairman Pitofsky

said yesterday, really does have its place.

But we have to be very careful about self-regulation and we have
to tal k about how we're going to develop it, and | think sone of
the speakers this norning were thoughtful on this subject. But if
you are going to have this self-regulation reginme, specially for
consuner protection and other issues, then you do need to build
upon sone sort of baseline of common agreenents, otherw se you

tend to go all over the place.

Organi sations. A lot of international organisations,
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mean, you're obviously the ILPF here, we've heard about the |CC,
we' ve heard about other international organisations in the |ast
coupl e of days. For governnments, one of the nost inportant thing
is, is that business organi sations cone to government with a

consi stent voice. |It's all too easy, and it happens in the UK and
I"'msure it nust happen over here in the States -- by the way,
over here, how many speakers have said over here when they're

tal king about the US; we're in Canada by the way!

But I'msure it's a common problemfor a |ot of governments or a
comon issue that if business organi sati ons and busi ness

organi sati ons have made a significant difference, the |ILPF, the
| CC, the d obal Business Dialogue, if these organisations are
going to make a fundanmental difference, then they've got to talk
to government, | think, with a consistent voice. It's all too
easy for us, civil servants, to sit in our offices and pick off
the differences between these organisations. And | nean, there's
sonmething called the, is it the Transatlantic Alliance or
sonmething like that, | nmean | don't know, | won't be rude about
them but | think it is inmportant that organi sations do, where

possible, try and approach government with a
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And so, onto the legislation itself. Well, the UK legislation is
called ‘ The El ectronic Communications Bill', it's gone through

many different titles; it was called the Electronic Commerce Bill,

and then -- no, first of all it was called the Secure Electronic
Commerce Bill, and then, because they didn't have that nuch
security, it was just called the Electronic Comrerce Bill, and

then, the lawers that drafted it didn't think it had nuch to do
with electronic commerce, so it becane the Electronic
Conmuni cations Bill. And after it goes through Parlianent, it'l|

probably be called sonething el se entirely.

But the UK governnment had been struggling in the area of
cryptography and encryption for sonme tine. And it's interesting
because | think the debate on encryption and el ectronic signature
has gone a long, quite a long way, that, as | say, sone of the
experience is perhaps hel pful in our discussions of jurisdiction
We, in the UK, have gone through a hell of a battle on
encryption, especially in |aw enforcenent, and | know the United

States haven't exactly had things their own way either
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in this issue.

I nean, only three years ago, we were going to have | egislation

i ntroduci ng mandatory licensing for the provision of cryptography
servi ces where everyone would have had to be, had a |icence for
issuing a public certificate. W've gone from mandatory |icensing
wi th mandatory key-escrow, to voluntary |licensing with voluntary

key-escrow, to voluntary licensing w thout key-escrow.

So, all the time we've gone down this slope of becom ng nore
liberal. On electronic signatures, we've gone froma state where
we would were going to give legal presunptions to only certain
types of electronic signatures that were backed by certificates
fromregul at ed bodi es; we've now said that for the future of

el ectronic commerce, we've got to give admissibility to al

el ectroni c signatures, whatever their color, and shape, and size,

et cetera.

So | think, we in the UK and other countries as well, have seen
the direction of |egislation becone nmuch nore liberal in this
area. |It's become nmuch nore of a light touch. Self-regulation

has conme into it although the
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| egislation that we're going to introduce allows the Secretary of
State to introduce a voluntary accreditati on schene for those
bodi es offering cryptography services to the public, the so-called
voluntary licensing reginme. The Secretary of State is m nded at
the nonent and the UK government is mnded to allow self-

regul ation for that scheme, to allow an industry schenme to take
the place of that statutory regulation but with the backup of

| egi sl ation.

So, what's in the bill? Wll, the first part of the bill covers,
as | said, this approval schene for providers of cryptography
services, it just lays out that the governnment could introduce a

schenme to give approval for those providing certificates.

We think this is inmportant because one of the problens we have in
Europe, and | think it's the same el sewhere, is there are a | ot of
peopl e who don't trust public certificate. They say, what, you
know. "What backing does this certificate have, what happens if |
use this certificate and the person at the other end sort of just
says he didn't issue it or whatever." So we think that bodies

that are trusted in providing these
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The second part of the bill gives, as | said, legal adm ssibility
to electronic signatures. |t puts electronic signatures on a

sound footing, if you like, and it shows that no court is going to
overturn a case sinply because there's el ectronic signatures being

used rather than nmanual signatures.

The third part of the bill deals with electronic government.
El ectroni c governnent is very inmportant for us, I'msure it's very

i nportant for other countries as well

Qur Prinme Mnister - our Prine Mnister - makes a | ot of prom ses,
new ones every day. But one of the prom ses he made was, first of
all he said that 25% of governnent services should be able to be
delivered electronically by 2002, and if that wasn't bad enough
he then said that 50% of government services should be avail abl e,
shoul d be able to be delivered electronically by 2005. And we
said: "Well, you know, we can just about cope with that."” And
then he said: "By the way, 100% of electronic services should be

delivered electronically by 2008."
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And this poses real problens for governnment if we're going to
deliver services electronically, then we have to update a | ot of

exi sting legislation, and part of our bill is aimed at that.

The fourth part of the bill deals with |aw enforcenment and | ega
access to encryption keys. As | said before, this notion of key-
escrow, the storage of encryption keys with providers - has been
one of the great sources of controversy in recent years. But what
our legislation will dois firmy put on a |legal footing the
ability of the | aw enforcenent authorities to go and access a key
or to go and access a technology that will allow an encrypted
nmessage to be decrypted by | egal access nethods. Now, whether the
key is being held by the suspects thensel ves, or whether the key

is being held by a third party or a second party is not materi al

So that's what the bill does. As | said, the bill was published
on Friday, we were going to introduce it into Parlianent by the
end of this session which ends in a couple of days tine, but
unfortunately we couldn't, so we published it instead, it's in the
formof a consultation docunent. No doubt we'll get a |ot of

comments on it, and we'll reflect on those coments,
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and the legislation will be introduced into Parlianent in Cctober

I would give you a reference which I'm sure you want to take down

as you're eating your |unch

By the way, it was a good nove to, you know, have the speech over
the main course, wasn't it, so | like that, yes. But they do say
they're going to save ny dessert for ne, that's very good. But

you know, us Brits don't eat nuch, so it's all right.

Anyway, what | intend to do, |'ve just got one sheet of paper

I've got |lots of sheets of paper, but |'ve got one sheet of paper
here, and perhaps we night be able to copy this because it has got
the reference on the sunmary of the bill, but for those of you who

have got pen in hand, the whole docunent, and this is the

docunent, and I'Il be raffling up, raffling off a copy of this in
a mnute -- paying for the plane fare home, you think the
government is generous with flights, you know, to get here, | flew

London/Detroit, you know, as we were flying over Montreal, you
know, | said, so five hours later back in Mntreal, and tonight |

have to fly
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back to Ansterdamand |I'I|l be flying over London again, but you
know, this is, keeps us in the air, | suppose, you know,

t axpayers' noney, anyway sorry, yes.

The legislation is at www.dti.gov.uk/cii/elec/echill. And of
course, when you access it, you'll find some massive file and you
won't be able to read it anyway. But no, seriously, hopefully
"Il get sonme of these, |I'lIl get some of these copied, and |I've
got two copies left of this, so the first people to approach ne

with a suitable offer can have them

So to finish, Ladies and Gentlenen, I1'd just |like to say again
that 1'mvery pleased to have been invited to speak to you at
lunch tinme, and I think the issues that you' ve been tackling in
the |l ast couple of days are extrenely inportant indeed. Consuner
protection is one of the issues that gets people all wound up in
lots of directions but clearly, if we're all going to get the take
of f in electronic comrerce, which we all want as businesses, as
governnments, then we have got to be able to instill a sense of
confidence in the people that use these services. And | think
that some of the work that the ILPF are doing will lead in this

direction. Thank you very nuch indeed.
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PROTECTI NG THE CONSUMER OVER A BORDERLESS MEDI UM

M. ROGER COCHETTI :

My nane is Roger Cochetti, I'mwith IBM It is nmy pleasure to

wel come you to the panel discussion this afternoon. The panel, as
you know, is entitled Protecting Consunmers Over a Borderless

Medi um

| think it's not difficult to understand or conclude, after the

| ast day and a half worth of discussions, that sorting out the
guestions of consuner protection are anong the nost difficult,
conplicated, and yet nost inportant in all of the discussions
about jurisdiction on the Internet. And that's for the obvious
reason that in many cases there are | aws, regul ati ons and
practices that affect activities and transactions in which
consuners engaged are treated differently fromthose that occur in

busi ness to busi ness transacti ons.

In IBM we are keenly aware of this, quite aware of the fact that
90% of the value of electronic comerce today occurs in a business
to business environment, and yet, 90% of the regulatory and policy
i ssues, legal questions that arise, occurs in a business to

consuner environnment. And yet, what happens in a business to

/'1b



| LPF
Annual Conference
- 178 - July 27, 1999

consuner environnment affects everything else that occurs in the
entire nedium so that discussing what happens in consuner
protection on the Internet, | think, is inportant to everyone, and
even to those who are not thensel ves focused on business to

consuner transactions.

In order to do that, what we've structured in this afternoon's
di scussion is three parts to our conversation and review. The
first will consist of three governnent officials who are going to
talk with us about the specific areas of |aw enforcenent with

which they are famliar

Hugh Stevenson is the Associate Director of the Division of

Pl anni ng and I nformation in the Bureau of Consuner Protection of
the Federal Trade Conmi ssion. |In that position, he's one of the

| eading officials in the United States government and in the U.S.
Federal Trade Conmmi ssion who is thinking about consumer protection
on the Internet, and what kind of regulations and activities can
be constructed to ensure that consuners are protected on the
Internet as they are off the Internet. And he spent, | know, a

ot of tinme dealing with the recent FTC workshop on the subject as
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well as many of the international negotiations that are under way.
He's going to talk about the experience of the Federal Trade
Conmi ssion in enforcing, on a transnational basis, consumer

protection regulations and rules that arise in the United States.

He' Il be followed by Natalie Janes; Natalie is the coordinator of
the Australian Conpetition Consuner Protection, Consuner

Commi ssion's Internet Comrerce and Conpetition Project. She's
hel d this position since March of this year and in that capacity
their task is to enhance the welfare of Australians by fostering
consuner confidence and participation in E-Comrerce. She, Ilike
Hugh, is going to talk about their experience froman Australian
perspective in enforcing consuner protection |laws on a
transnational basis and tell us about what she feels have been

bot h sone successes and some non-successes.

The third governnent speaker is Barbara Wellbery; Barbara is a
Counsellor to the Under-Secretary for Electronic Conmerce in the
U S. Department of Conmerce. Barbara is going to talk about the
transnational enforcenment of U S. laws in areas other than

consuner protection to give us some depth to what issues arise
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and what successes the United States governnent has experienced
and what non-successes it's experienced in its effort to enforce

US |aws where there's a transnational elenment to them

I will come back in a few mnutes after our first three speakers
review their presentations with you and introduce the second part
of the panel, but just to explain the structure of this: after we
review the status quo of government |aw enforcenment, we will then
go on to a presentation of existing and new consuner protection
activities that are either under way today or planned for the
future as illustrations of what kind of activities occur

suppl enental to the government |aw enforcenent activities

described in the first part of the panel
So, without any further delay, let me ask Hugh Stevenson to talk
wi th us about his experience and the experience to the Federa

Trade Conmmi ssion enforcing consuner protection regulations.

Thank you.
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M. HUGH STEVENSON

Thanks very nuch, Roger. W, at our workshop, considered the
concerns of business and consuners and of governnent |aw

enf orcenent agencies, technical concerns, involved in the Internet
and international jurisdiction as far as consumer protection

i ssues are concerned. |'mfocusing right now on the concerns of

| aw enf orcenent agencies and |'m speaking to you as soneone who is
admttedly a civil servant and a | awer, and | have no power point
to make ne an expert. But | think, if you can just pity for a
nmonment the poor regulator or at |east descend into the mnd for a
monment of the poor regulator, to see what the world | ooks like
fromthere in terns of what we're seeing as we get into this brand

new wor|l d of E-Commerce

Just a little background for those of you who unfamliar with the
U. S. Federal Trade Conmission. W are a general jurisdiction
consuner protection agency; our organic statute prohibits unfair
deceptive acts and practices; we also enforce a variety of other
statutes and rules, a lot of them pertaining to disclosure issues

and sonme others that mandate certain conduct.

There are two things in the world of Internet
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enforcenent that are relatively newto us. One is transactions
involving the Internet and the other is transactions that are

i nternational, business to consumer cross-border internationa
transactions. As far as the Internet is concerned, as Chairnman
Pi t of sky nentioned, we brought about ninety cases involving the
Internet in some way, and there are some new i ssues that are
raised froma | aw enforcenment point of viewwth Internet cases,
anonymity issues, the possible speed at which harm can be done,
the velocity of the consumer protection problens that can ari se,

the ease of entry into the market mandating swift and sure action.

We've al so started | ooking at cases with international transaction
conmponents. So far, our experience is predonminantly in the area
of fraud or very serious deception, but | think that there are
some | essons that can be drawn here in a broader sense. W heard
earlier this norning, | think, that there's no one in favour of
fraud here, and certainly not on the panel, and certainly not very
vocal, maybe sitting way in the back, but even there, we have a

consensus issue arguably.
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Cross-border enforcenent can be quite challenging and we are al

afi ci onados of jurisdiction here being |awers. Oher aficionados
of jurisdictional difficulties are people who take advantage of
those jurisdictional difficulties to evade or frustrate
enforcenent and | think that if you bear in mind that even when
there is nore of a consensus principle that enforcenment can be
difficult, this is something to bear in mind in thinking about how

the market m ght be ordered.

| think as a general proposition, we would all like to see a
sinpler regulatory | andscape but it's also inportant to have an
effective one. And we talked a | ot about mud flaps, and noddi ng
dogs, and doubl e chess sets and so forth, but you can be a little
overcome by the matrix of conplexities here and it's inportant to
bear in nmind that there should, at the same tinme, be sone

effective vehicle for consumer protection

And at the risk of sounding a little retro, in response to sone
remarks made this norning, | think that governments have a
legitimate interest in ensuring that their consuners are
protected. Now, does that mean that inevitably the choice of |aw

goes in one direction
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or other, no, it does not necessarily. But | think it's very
i mportant to bear in nmind that the rules of the gane that are
established are ones that are effective in terns of providing

consuners with a protection.

Now, what has been our experience in the international front.

We' ve had, although the Internet has really given rise to the
possibility of broad scale, cross-border business to consumer
transactions, we've had a dress rehearsal of sorts in the area of
cross-border telemarketing. |In the 90's the United States

enf orcenent agai nst tel emarketing and di stance selling consuner
fraud becane nore aggressive. The FTC brought nore actions, the
states becane nore active, the | aw enforcers coordinated their
actions better, there was nore extensive federal crimnal actions

brought, there was a tel emarketing sales rule put into place.

And t hen, what happened was that we saw an increase in the

i ncidents of cross-border tel emarketing between the United States
and Canada. There was a dramatic rise in the nunber of cross-
border conpl aints, 20% of the conplaints in the consuner fraud

dat abase that we mmintain together with some of our Canadian
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counterparts, 20% of theminvolved cross-border transactions. So
this was not a snmall issue and in fact, this gave rise to the
creation by Prine Mnister Chrétien and President Clinton of a
task force, a U S./Canada task force to address some of the

probl enms that this raised

Well, what are sone of those problens? There are problens for
both the enforcers and the country of origin, if you will, and the
country of destination. One of the problens is the authority to
take action. W, consuner protection agencies, often have the

m ssion to protect consumers fromthe world s businesses to the
extent that they are not engaged in fair business practices, and
then, the other alternative is to protect the world' s consumers

fromone's own business.

This latter fornmulation is a little less intuitive, | think at

| east to people in this area, which is not to say that it does not
have a place, but it is | think | ess the nodel, now partly
because, | nean, if you're just dealing donestic transactions you

are in essence doing both of those things.
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Now, | egal authority is not always a foregone conclusion for |aw
enforcers. There has been sone litigation for exanple in British
Col unbi a about whether there was authority to protect people from
the jurisdiction's businesses as opposed to protecting the
jurisdiction's own consunmers. There are also just issues of who
has the evidence, who has the incentives to act, who gets the

i nformati on and conplaints to nove ahead. The chairnman nmentioned
the Dom ni ca exanpl e where people were basically tricked into
calling a phone nunber in Domi nica, and the consuner reaction is
not: "This is outrageous, | amcalling the government of Dom nica
right now " They think of calling their |ocal people. | don't
know anyt hi ng about Dom ni ca except soneone nentioned yesterday
they're the first governnment to establish an online casino which

I guess, didn't inspire confidence entirely, although |I suppose
you could have the conplaint formon the website, but that is an

i ssue.

And even with Canada, where you have a country which has a | ot of
common traditions, legal traditions and enforcenent approaches,
and obviously both countries have respected judicial systems and
so forth, even in those situations you have problens of collecting

t he
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appropriate informati on, you have probl ens of |aw enforcenent
priorities because obviously the first priority tends to protect
one's own consuners, and this is an area of limted resources.
And you have the issues of needing assistance to coordinate the

conduct .

The second problem you have, and this is nore for probably the
country of destination if you will, is enforcement jurisdiction
And you go in, supposedly, | think of one case we brought, we went
in and we got an order, we got a tough order, it froze assets, it
enj oi ned further conduct, it inposed nonitoring provisions and so
forth, and we got this issued by a U S. court agai nst a defendant
in Canada. It felt like a touchdown, except that the other

pl ayer, the other team was not actually on the field, and it was
uncl ear whet her they were going to be interested in playing the
game. And so we had that order, and we had to go and see what can

we do with that order in another country.

Now, we've had sone experience in enforcing orders in other
countries through the use of a Mdireva injunction which is
essentially an order that is in aid of a proceedi ng el sewhere, and
we've done this in, | believe, Canada, Belize, Antigua and the

Bahamas,
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al though we didn't get to go to all those places, we had to hire a

counsel

There are -- and actually as one of the several |limts on that

ki nd of enforcenent, it only applies really to certain kinds of
cases, it really applies essentially to the nonetary relief, and
it is expensive: you have to hire a counsel, it's unpredictable,
there are differences and vagaries with various other countries

| aws whi ch affect how successful that can be and one not does

al ways know whet her there's going to be sonmething there that nakes

it worth the candle to spend the noney on pursuing.

Does this | eave us otherw se paral ysed, well, no, we do have ways
of acting on for exanple internediaries that mght be in the
United States. Federal court orders nmay affect those in an act of
concert of participation; there are maybe delivery services or
suppliers; or there may be noney in transit that we can use our

orders to have sonme effect on.
The other thing that we have tried is parallel suits. W worked

for exanmple on one case where we filed a case and coinciding with

the case by the British Col unbi a
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Attorney Ceneral's office against the sane conpany seeking to
effectually relieve to deal with, from both sides of the border
but this again is not w thout cost, is not a sinple thing to do.
And sharing information itself can be a chall enge given that
countries' consumer protection |laws were, many of them are

devel oped with donestic concerns in mnd and may not provide, at

| east easily, forced sharing of information across borders.

We have worked, as | say, with the Canadi ans quite extensively.
There was a report produced on U. S./Canada Cross-Border Fraud

| ssues and what needed to be done. The Canadi ans have noved
forward with certain |legislation, we noved forward with

i nformati on sharing, there are things that we had to do, but there
are | think nore things that need to be done in order to make this
an effective mechanism even in these cases which, the cases |'m
tal king about are relatively straightforward cases, and | think as
you get to subtler cases the problem becomes nore difficult. And
there is an issue that Susan Crawford referred to: "Wat is
fraud?" And the line is not necessarily a bright one, and there
may be cases of a serious deception and finding sort of an

agreenent on how to
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approach that is not always an easy thing.

What is necessary -- | think one of the lessons also in this
process is that it is very inportant to have greater agreenent on
enforcenent and recognition and so that the rules, how the rules

of the game will work here or clearer for the agencies.

It's inportant to have increased systematic cooperation. 1In the
exanples |I'mtal king about with Canada, we had two countries
wor ki ng together; as you get to a nmulticiplicity of countries,
those problems nmultiply and these are things that we need to
coordi nate better in order to have effective relief for consuners.

Thanks.

Ms. NATALI E JAMES:

Good afternoon. If we can have the Powerpoint running, thanks.
My nane is Natalie Janes, and |like you, ny perspective in this
area is enforcement. | work for the Australian Conpetition and
Consuner Conmmi ssion which is basically the equival ent of the FTC,

and enforcenment is what we're all about.

When you have a consuner on the other end of the file
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or, and these days it's nore often the hoards of E-mails that you
get, you can't tell them "Wiit a few years till we get this

har moni sati on of international |aw thing together", you have to
deal with it there and then. And that's the situation we're

dealing with at the nonent.

Now, in Australia we haven't had hoards of consuner conplaints
from aggri eved consumers; partly this could be because E-Conmerce
hasn't taken off in a big way in Australia yet, although a |ot of
Australians are on line, there seenms to be a hesitancy about
taking that extra step, and sending your credit card via the

I nternet or purchasing goods or services via the Internet. But it
is happening, it's getting bigger all the tine as nore Australian
conpani es particularly go online. E-Bay is about to conme to town
in Australia, so no doubt we'll be getting a lot nore infornmation

from consunmers in respect of those sorts of things.

We do however get information from consumers who nmay not be
aggri eved but have received E-mails or identified websites that
they think use, contain information that should be of concern to

us. Lots and lots of pyram d ganes, all the tinme we get people
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forwardi ng us pyranm d ganes, saying: "Here's another one, please
do sonet hing about it." They usually originate fromthe United

States and the Australian consunmers forwarding the information to
us haven't been done either by them but that doesn't nean
Australian consuners aren't being done either by them and I'm

sure that they will come out of the woodwork as tine goes by.

Now, in terms of our environment, we adm nister and enforce the
Trade Practices Act. Perhaps the sinplest and nost rel evant

provi sion of that act is Section 52 which basically and quite
simply prohibits nisleading and deceptive conduct, or conduct
which is likely to mslead or deceive in the course of trade and
commerce. So it's a pretty sinple provision, and there's an awful
| ot of case |l aw obviously on that. But that is the one that we
woul d use the nobst when it cones to consunmer protection. W have
parallel, our states have parallel legislation, it's pretty much

i dentical so there's not a |lot of conflict there, but obviously

that does raise issues of jurisdiction within the country as wel |

We don't have a heap of case |aw yet on issues where the Internet

site of concern is |like hidden out of that
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jurisdiction. That's the bottomline at the nonent. The Trade
Practices Act does say that it applies to foreign corporations and
it also technically extends to conduct by Australian conpanies or
persons, ordinarily residents in Australia, and even if they're
out side Australia at the time. So there's the scope there, and in
fact if we canme across a website and we thought it was in breach
of the Trade Practices Act and we believed that it inpacted on
Australian consumers, we would take that up and we woul d argue to
the court that we did have jurisdiction to deal with that, even if
the only presence in Australia was the website. How far we'd get

is another matter.

There have been cases in other areas, | was going to touch on that
today, but maybe I'mlinmted on ny time so there's sone of the
stuff that |'m actually skipping over, but please, if you want to
talk to me about it afterwards, feel free. But anyway, we'd |ike
to broaden the scope of our act, and we'd like to increase
renedi es that are available to consumers, and so we would
certainly in those circunstances attenpt to do just that when it

cones to Internet sites.

Now, |I"mjust going to skip a few of these slides here,
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whi ch shoul d make Roger very happy, and start tal king about our
actual experience when it cones to cross-border stuff. [|'m going
to tal k about a couple of cases, the first was, in my view, quite
successful, Internic. It was an Australian conmpany that

mai ntai ned a website in Australia called Internic, it was the nane
of the conpany, it created a site called Internic.comand it

regi stered domai n nanme strangely enough, for quite a bit nore than
what you pay if you're registering your domain name with Network
Solution Internic.com Internic.net, sorry, which is the officia

domai n nane registering authority in the U S

It was referred to us by the FTC. It cane to their attention
because the conpany was Australian and the informati on was hosted
by an Australian ISP. W were, in this case we were the
appropriate body, we believed, and | believe the FTC believed, to

deal with this matter. So a referral was a good option

We entered negotiations that didn't work; we filed proceedi ngs
agai nst them that started to |look like it was working. And
eventually we settled and part of the settlenent was refunds,

$250, 000 Australian dollars, which isn't quite so nmuch in Anerican

dol | ars, but
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shoul d be enough to cover the difference for consuners who were

nm sl ed, who thought they were going into Internic.net and paid

t hat noney and weren't getting the service that they thought they
were getting in paying that extra noney. So, in addition to the
refunds, we obviously also stopped the conduct. The conpany is no
| onger going to trade under the nane Internic, and any noney
that's left over is going to go into consunmer education for

conpliance with consumer protection |aws on the Internet.

And the way we have administered the refunds is everyone who

regi stered a domain name with Internic.comreceived an E-nmuil
saying: "You may be entitled to a refund, | et us know, express an
interest with us." They have to fill in a set dec. saying they

were msled, and off they go.

So far, we've had, the last | checked out, 700 E-mails from people
who believed they were misled. Mst of themare fromNorth
America. W've got sone Australians in there, we've got sone
people in the UK and in Iceland, believe or not. But in our view,
this is a case of a very successful exanple of cross-border

enforcenent. W got remedies
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for consunmers all over the world, and it was sonething that we

were able to do for them

However -- then again if you think about it, it's not that
conplicated. The person responsible was in Australia and so was
the content, and so, once we started to take the matter up, there
weren't really big jurisdictional issues involved. W had
conparable law to the United States, we could get an appropriate
remedy, so all of those consunmers, and so there weren't too many

difficult problens there.

So | want to nmove on fromlInternic now and tal k about a case that
did have sone different problens. This isn't actually an Internet
case, it involved a pyramd scam it was being run out of
Australia, but the conpany who was responsible for it was actually

based in Vanuatu, they used Australian agents.

W went to court where the natter was defended. Although the
judge commented that Panmel a Reynol ds, one of the defendants, was a
pretty unsatisfactory witness, we won, and inmediately after we
got our orders, Pyramd Pan (is now | believe in Vanuatu), fled

back to Vanuatu and the $550,000 we were hoping to have in
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trust for consuners, well a |large anobunt of that appeared to go
with them So that's, it was $550,000 that was in the order. W
had al ready secured about half that through injunctions earlier on
in the case, and what we tried to do initially was | odge those

i njunctions in Vanuatu and that was refused at that point.

After we were successful in receiving our order, we decided to go
back and try and get the order executed in Vanuatu, and this is
where the problens really started. At first we weren't
successful, and then we were, and then while our officers were en
route to Vanuatu to execute the order, a decision made by a

di fferent judge in chanbers, an ex parte decision, reversed the
decision. And so we were on our way to execute it, and when the
peopl e got there, our officers got there, there was no order to

enforce after all. And so that nade things a little difficult.

And part of the rationale for this, it appears, was that the
Vanuatu judge in this case interpreted, the fact that the
respondents had 90 days in which to pay the noney into a trust
fund, they interpret that as neaning that the judgenent didn't

crystallise for 90
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days, which isn't our view So we waited for the 90 days to pass
and tried to enforce the order again. And it was defended or is
bei ng defended, there are a nunber of reasons for this, a nunber
of clains, not including that the (?) has no standing in Vanuatu,
that we cannot invoke the jurisdiction of the court, and that the
conduct which gave rise to our judgenment doesn't give rise to a
cause of action that's enforceable in Vanuatu. They've filed

noti ons seeking to have the proceedi ngs struck out and --

Initially we had a hearing scheduled for March 1999, it was
adjourned until June, and that's been adjourned till Septenber.
Since then, Pyram d Pan has cone back to Australia to file for

bankr upt cy.

Now, | nean, this is a prinme exanple really of the difficulties in
enforcing orders in other jurisdictions, particularly
jurisdictions that aren't the sane as ours. \Wen we're dealing
with the U S. or Canada, we have simlar |egislation, we have
organi sations there who we can talk to about how to go about doing
this. |In Vanuatu, finding counsel was difficult enough. W had
to get an expert in Australian law to file an affidavit, to be

avai |l abl e
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for cross-exam nation in Vanuatu because there's no video
conferencing, and this expert had to explain the trade practices

that does exist and is real genuine |law and that the order was

val i d.

At this stage, we still haven't actually made it, and of course,
there's always the question as to whether the noney is still there
anyway. So that is, | think, an exanple of difficulties faced

when you're dealing with this sort of jurisdiction.

So | nean, in our view, the main problens in this case is a |ack
of familiarity with Australian |law by the Vanuatu courts; the
privacy | aws over there which prevented us fromfinding out nuch
about the conpany's gall and sphere in Vanuatu; finding | ega
advi sors that could help us out; and of course, all this conflict
of cost, particularly when you have to get experts and counse
ready to go at any notice to Vanuatu; and the delays, the case is

continually being del ayed and so that's causi ng us added probl ens.

So now that |'ve tal ked about those two exanples, |I'Il quickly go

t hrough some of the basics that touches on what we've already

really tal ked about throughout the
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| ast two days.

Carrying out investigations fromafar, we talked a | ot about

courts and jurisdictions and orders, but actually carrying out the
i nvestigation fromAustralia when you're dealing with U S.
conpani es and what have you, | nean, poses a whole heap of

probl enms, and that's where the cooperation beconmes very inportant.
This is the kind of stuff that we've been tal king about over the

| ast couple of days, | won't dwell on that.

Difficulties in referring mtters. A lot of the tinme we talk
about, or we refer the matter to the FTC or the appropriate
authority, but what if there is none, what if it's not part of
their priorities, what if it hasn't inpacted on their consuners,
it's hard for themto justify resources in that sort of situation.
Referral is not always the answer, it is an answer to a solution

but it's not always going to work

In terns of strategies, enhanced international cooperation
Formal agreenents are obviously necessary, but again, we need to
deal with a situation now. Informal methods | think, are what

we're relying on at the noment, and they do seemto be worKking;
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things like we're investigating a U S. conpany, we can contact the
FTC and get themto do the conmpany search and get themto send us
t he rel evant docunents, and get themto tell us about what they
know of the conpany rather than trying to do it ourselves. Just
that kind of know edge hel ps out i mensely when you're
investigating a matter or when you' re decidi ng whether or not to

pursue a matter.

Alignment of priorities. W, being a governnent organisation,
have to justify spending funds, and so we have a set of
priorities, enforcement priorities. One of the things that we
could look at doing is actually devel oping specific priorities for
el ectronic comrerce enforcenment and trying to align them if
that's possible, so that when we are referring matters or
investigating matters, that we're working in the sane direction
Lear ni ng about enforcement of orders in other jurisdictions is

obvi ously inportant.
Test cases is sonething that we want to start doing to test and

hopefully stretch the law in our jurisdiction, and in some case

| egi sl ative change is called upon at the donestic |evel.
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In terns of alternative strategies, education is obvious. Codes
of practice is something that we see a bit of in Australia. Under
the Trade Practices Act, there is provision for voluntary or
mandat ory codes of conduct. They're alnost all voluntary, but the
mandat ory code of conduct is sort of like the big stick. |If

i ndustry doesn't get its act together, if business doesn't get

t oget her and devel op sonme rules, then -- they're nowin the
background and signals can and often are sent that sonething wll

be witten for them and we all know what they prefer

Har noni sati on of consunmer protection standards is a |long-term
goal. We're all working towards that, but until then, sonme of

t hese ot her methods have to do. Thank you.

APPLAUSE

Ms. BARBARA WELLBERY

Good afternoon, |'m Barbara Well bery, and I'"'mwith the U.S.
Department of Commerce. 1'mgoing to talk about cross-border
enforcenent efforts outside the consuner protection, or at |east
the conventional consunmer protection area. |'ve |ooked at areas

of
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cross-border enforcenent in the antitrust area, the securities
area, which is a subset of consunmer protection, and then the hi-
tech and conmputer crinme area to see what we could learn fromthe
cross-border enforcenent activities that have been going on there

and what | essons we could take away.

First, | need to also thank ny coll eagues in those different
agencies. | amnot an expert in any one of these areas, and
very nmuch appreciate the tine and information that my col |l eagues

in those agencies provided.

What can we learn fromthat activity, particularly with respect to
the questions that Hank Perritt posed yesterday norning in terns
of what should we be doing first, is should we be focussing on

sel f-regul ation, should we be | ooking at substantive conversion

or should we be working on international treaties or agreenents?

And | guess the succinct answer is yes. Either fortunately or

unfortunately, | think we need to be doing all three at the sane
time. 1 don't think we have the |uxury of proceeding one at the
tinme.
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As | surveyed these areas a few things became clear. The first,
and this should cone as no surprise, is that increased

i nternational commercial activity leads to increased internationa
crimnal and regul atory enforcenent activity. |It's no surprise
that the nore international commercial activity there is, the nore
problens there are - the nore crinme and the nore regul atory

infractions internationally there are.

| also should add that | did not Iimt my overviewto just what's
happening on the Internet. | think we all know that we're in an

i ncreasingly nore gl obal econony, and | think the sane issues that
conme up offline are pretty pertinent to what cones up online in
terms of international enforcenent. But the fact is that there's
much nore now going on internationally on the enforcenment side.
The Departnent of Justice Antitrust Division estinmtes that about
athird of its enforcenent resources for this year will be spent
on international enforcenment efforts with respect to internationa
cartel activity, and that a huge part of the fines that were

coll ected | ast year cane frominternational cartel activity.

Simlarly, the Securities and Exchange Conmi ssion has

/'1b



| LPF
Annual Conference
- 205 - July 27, 1999

seen a big increase in the amobunt of international enforcenent
that they're doing. |In 1997 they nmade 240 requests to other
securities agencies abroad, and this year - in 1998 rather - they
made 275 requests. The nunber of requests that they have received
from ot her agenci es has increased even nore. In 1997 they

recei ved 363 requests and in 1998 they received 412 requests.

I think another clear operative principle is that increased

i nternational enforcenment neans that there needs to be increased

i nternational cooperation which takes a whole bunch of different
forms. CObviously, increased cooperation happens both in terns of
enforcenent activities in terns of going after crines. It also
happens in terns of pre-nmerger cooperation, since there's now a
ot nore of that as we see nore in the way of international nerger

activity.

Also, now that there is Internet there's nmuch nore going on in the
way of conputer crine. And so now for the |last three years, the
G 8 - the Goup of 8, which consists of the major industrialized
countries and Russia - have actually set up a subgroup that's

devoted just to dealing with crine that's done on the Internet.
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When does international cooperation and enforcenent work best and
what kind of factors need to be present for it to work? | think
there's at least two factors that need to be present. One, there
needs to be some sort of consensus on the substantive law, so in a
sense we've cone alnost full circle. There needs to be some sort
of comon understanding that the activity in hand is considered
bad by both governnments. That's not a |legal requirement, for
exanple, in the U S we don't have a requirement of dua
crimnality, our Justice Departnent is permtted to cooperate with
ot her | aw enforcement agencies, even where the activity is not
necessarily illegal inthe U S.. But as a practical matter, this
is one of the constraints that both Natalie and Hugh identified.
Priorities are going to be determ ned by what each governnent

considers to be bad or problematic.

So there is probably nost cooperation in the antitrust area of
international cartel where, as Chairman Pitofsky said yesterday,
there is anbng our mmjor trading partners pretty much universa
agreement that this is a bad activity. But it also points up sone
difficulties. For exanple, when our Justice Departnent started to

i nvesti gate conputer

/'1b



| LPF
Annual Conference
- 207 - July 27, 1999

crime and tried to get cooperation from other governnents, if

t hose governnents had not passed |aws nmeking it crimnal to access
ot her conmputer systens on an unauthorized basis, the Justice
Department had trouble getting any kind of cooperation fromthem

on that point.

Simlarly, when the Securities and Exchange Conmi ssion tried to
deal with a Ponzi schene that was originating out of Italy, it had
the problemthat Italy doesn't consider Ponzi schenes to be
illegal. And so it took a while, and it took coordination with

ot her governnents whose consunmers were al so being affected before

they could nove forward on that investigation

Anot her factor that seens to be a prerequisite is that there needs
to be sone sort of trust and confidence these governments have for
each other, and, of course, as Natalie pointed out, there needs to
be anot her responsi ble government on the other side, and that's
not al ways the case. For exanple, we certainly see nore
cooperation occurring, certainly in the crimnal area in conputer

crime anong the G 8 where there are

/'1b



| LPF
Annual Conference
- 208 - July 27, 1999

simlar approaches. |In the antitrust area we've seen nost
cooperation occurring with Canada and with the European

Commi ssion, and to some extent Australia and Japan, where there
are mgjor industrialized countries which have faced sone of the

sanme i ssues that we've had to face

The other point that | find interesting (and this |I've heard from
a nunber of the folks that |I've talked to), is that cooperation
begets nore and better cooperation. It seens that one way to
achi eve cooperation is through cooperating. Probably the area
that seens to have the | ongest-terminternati onal cooperation is
the securities area, where's there's an international organisation
of securities conmm ssions called | OSCA which has over 90 countries
whi ch belong to it. They've actually been able to reach agreenent
on a code of principles that should govern securities regulation

I think it's astounding that 90 countries were able to agree on
something like this, having sat through many nany OECD neeti ngs

where we've only got 29 nmenmber states.

The tools that are used cover a w de range of different
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Areas. They're very informal tools: just plain informtion
sharing, both in the formof technical assistance, which can be
very hel pful in bringing | ess devel oped countries al ong and

devel opi ng sone sort of consensus and uniformty in views. Then
there can also be information sharing anong major tradi ng partners
and that can be very hel pful in terns of helping to broaden and
devel op consensus on issues |ike market definition. There are
also nultilateral organisations where governments work together;
think we're probably all famliar with those. There also are
formal treaties as in the nultilateral assistance treaties which

are nostly designed to foster crimnal investigations.

And there's al so a new approach which Natalie has touched on and
which I find interesting. It suggests to ne that the idea of
deference - taking me back to Susan Crawford's presentation
earlier today - may be gaining some ground. It’s the idea of
positive comty in the antitrust area, where one governnent wl |
bring to the attention of another governnent behaviour that it
views as violative of the antitrust laws. It often works best
where there's one nmarket, where there's a conpany in one country

that's
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been kept out of another market. They refer the matter to that
country for investigation and then, depending on how the
i nvestigation proceeds, they may defer to the other country's

enf orcenent acti ons.

In closing, and | can see that Roger is getting nervous here, |
think that there's a couple of things we can take away. | think,
just as in the private sector, in the governnent sector there
needs to be sone basic trust anpng governnents, and there
basically needs to be a responsi bl e governnent on the other side.
There al so needs to be convergence of sone kind on the
substantive law, | don't think it needs to be harnonisation, but
there needs to be sone broad overlap on what the standards or the

benchmar ks are.

And | think the other point that we need to recognize is that
governnment activity is just necessarily going to be very limted
for a whole variety of reasons that there's no tine to go into
right now And so | think we really do need to look to the
private sector to develop self-regulatory codes and to devel op
online dispute resolution nechanisns that will help us get beyond

this jurisdictional issue. Thank you.
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( APPLAUSE)

M. ROGER COCHETTI :

Thanks to the three of you. W're now going to |look at four

di fferent perspectives on activities that can suppl ement the
enforcenent of national laws. This is by no neans the full range
of tools that are available to strengthen consuner protection on
the Internet in addition to the enforcenent of national |aws but

it touches on four of what we think are the nost inportant areas.

First, Steven Cole who is the General Counsel and Corporate
Secretary for the Council of Better Business Bureaus and the
Better Business Bureau OnLine in the United States, a |eading
organi sation that has offered already a w de range of consuner
protection, private sector consuner protection prograns in the
United States and Canada. He's going to talk about the potentia

for industry self-regulation.

Lynne Nostrant who is a Vice-President of Visa International and
responsi ble for their Consumer El ectronic Conmerce G oup, one of
t he managers of their Consuner Electronics Goup is going to talk

with
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us about voluntary internmediary dispute resolution prograns which
is a longwi nded way of saying that, in the Internet today,
consumer dispute resolution is a matter of working things out

t hrough your credit card or charge card issuer. It's a very

i nportant part of the overall picture, and she's going to tell us

how it works and what's happeni ng today.

Lauri e Labuda, who works for the CECD Committee on Consumer
Policy, is going to discuss the emergence of international codes
of conduct, or international guidelines and the role that they can

play in addressing consumer protection on Internet questions.

And finally, Mary Wong, who is a visiting attorney with Mirrison &
Foerster, as well as a professor at the National University of

Si ngapore Law Faculty, is going to talk with us about a key

el enent that's come up throughout the discussion, and that is a
consuner dispute resolution facilities, and new, and innovative
online and simlar dispute resolution nmechanisns that are

energi ng, and what we can | earn about themto date.

So, we're going to go in order as they appear at the table, each

of the panellists has agreed they're going
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totry to give us a snapshot of their presentation in about five

m nut es.

So with that introduction, let me ask Steve if he'll tell us about

i ndustry self-regul ation. Thank you.

M. STEVEN CCLE:

Thank you very much, Roger. ['mgoing to use Powerpoint. 1|'ma
lawyer, |I'man ex-state regulator in consuner protection in
securities, but I've seen the light, as Roger's indicated, |I'm

here to advocate for self-regulation

The Council of Better Business Bureaus is the unbrella

organi sation for 132 BBBs in the United States and 15 i n Canada.
The Better Business Bureaus is a business nenbership organisation
and we' ve pronmoted an ethical marketplace through self-regulation
di spute resol ution and consuner and busi ness education since 1912.
We have about 300, 000 | ocal business nenbers in the U S. and
Canada and about 350 | arge corporate nenbers at the nationa

| evel s.

There's been an inportant discussion in the past two days; ny

nmessage this afternoon is sort of a reality
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check. In ny judgenent, success in the effort, success in the
effort to devel op a coherent international |egal framework won't
be sufficient. Trusted self-regulation is going to be needed, and

there are two nmin reasons | say this.

First of all, judicial renedies will not be enough even they if
are fair and convenient. In ny nmnd, our work here may in part be
irrelevant to nost web users, I'Il explain that briefly. And

al so, as everybody said, these new procedures, new nodes of
operation are going to take too long to devel op. Conplex treaties
involving multiple issues or requiring possibly different

sol utions. These are marketing i ssues we're tal king about now as
much as | egal and political issues, and the business community
needs and wants to build trust and confidence now and doesn't have

the tine to wait for the devel opnent of all those renedies.

Now, | said that judicial renedies are not enough. The reason

say that is they're not responsive for nost consuner difficulties,
even donestically, let alone in an international environment. The
amounts are often too snmall to nake the courts a rel evant

mechani sm the issues are not always strictly | egal or resolvable
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through judicial renmedies. |If you get a defective product, do you
want a Magnuson- Morse Warranty Act enforcenent suit in federa
court, or do you want to go to soneone and get it repaired or

replaced? | think we know the answer.

So it's very inportant that we have out-of-court renedies, these
are clearly needed. Soneone nentioned Gol dberg v. Kelly, | think
it was Susan earlier today, and it brought back menories. It was
the first case | ever worked on as a practising lawer, so |I'm
very sensitive to the need for effective and fair consuner
remedies. |'d be very cautious about mandatory nodel s however,
and if there's time in the question/answer period, I'll discuss
that. And even if choice of |aw solutions can be found, and
reasonably soon, they won't be accepted unless there are practica

remedi al approaches that will go along with them

In any event, the legal renedies nmay m ss nuch of the point to the
Internet. Trust and confidence, as | see it, requires nmuch nore
than fighting fraud or perfecting contractual relationships.

I nformati on environnents such as the Internet need sorting out

mechani sns, in particular consuners need help finding
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reliable conpanies, help in sorting out the fancy websites that
may not deliver as prom sed fromthose that can deliver and wl |

del i ver.

The absence of the kind of physical cues in the tangi ble market

pl ace make choice very difficult, yet the Internet allows us to
get needed information to allow consuners to exercise the choice
and the sorting out so to speak, at the very right tine and right
pl ace, precisely when they're readi ng advertising and perhaps
maki ng a transaction. And private sector self-regul ation perhaps
t hrough, say, a seal mechanismand I'll mention that briefly
later, will be the proper way to acconplish this right tine, right

pl ace educati on.

Now, consunmer trust and confidence nust also be built on accepted
m ni mum fair business practices and | don't think we need to wait
for officially sponsored convergence or harnoni sati on or whatever
the right word is. It seenms we can begin creating mninmm and
adequate online business practice standards now that are wi dely

accepted and not a race to the bottom

Now, we think that the Better Business Bureau nodel is a good

sel f-regul ation nodel for the Internet. The BBB
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or others, or coalitions including the BBB would be a good way to
use this nodel. And we think there are two core attributes for

effective self-regulation.

First, it should be built on brand recognition as a basis for

consuner trust. Let's renenber, we're trying to build trust and
confidence, we're not witing law review articles, and so we need
to find a way that consunmers can say: "Ha, ha, | get it, | could

rely on this."

And second, for regulation truly to be self-regulation, it nust be
devel oped and i npl emented by the rel evant busi ness conmunities,

not in their nane. |It's not done to them it's done by them and
they're representati ve and accountabl e organisations. And that's
the way you get by and that's the way you get conpliance and

partici pation.

Now, the Better Business Bureaus are well under way devel oping the
wor ki ng nodel s that Andy Pincus alluded to or encouraged this
norning, | should say. And ours is a nultifaceted approach. Qur
di spute settlement programis the |argest consuner dispute

settlenment programin the United States, it's flexible, it's free
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to consuners. On an annualized basis now we're receiving online
approxi mately 200,000 conplaints a year, that's the tip of the

i ceberg, it's growing dramatically.

We set and enforce voluntary standards. Chairman Pitof sky

menti oned yesterday the efficient self-regulation programfor the
advertising industry -- we adninister and enforce that for the
advertising industry. And we also are enbarking on an online code

of conduct, a standards programthat ['l|l mention very briefly.

The Better Business Bureau system al so administers two of the npst
respected seal prograns on the Internet. Qur reliability program
is the largest seal programon the Internet, and our new online
privacy programis one of those certification prograns you heard

ot her speakers tal k about.

Now, the reliability programis a seal program and that hel ps the
sorting out process; conpani es that need standards, including
di spute resolution participation, display a seal and then we use

the verification technology to m nimze phoney seal display.
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Now, notice the very sinple but inportant eligibility requirenent,
this needs to be a sinple process for both the businesses and
consumers, and we think this could be a prototype for the sort of
gl obal self-regulation that could be extended el sewhere. W use a
nmul ti pl e approach, we set standards, we enforce the standards, we
require participants to agree to cooperate in a dispute resolution
system and we use a recogni zed seal to build consumer choice and

confi dence.

Now | mentioned this online code of fair business practices. |
don't see this as the end of harnonisation or even the beginning
of harnonisation, and | don't see it as the end of a safe harbor
or maybe not even the beginning, but it begins to have us create
an approach that's not the | owest comopn denom nator but it's a
very reasonabl e cormon denoni nat or of voluntary standards of what
we do in the United States and Canada. We'I| start there with an
eye that it needs to be portable, it needs to beconme a gl obal set
of standards eventually, that others could borrow and expand on

and use.

We expect however that a mininum tens of thousands of Better

Busi ness Bureau nenbers throughout the country
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will follow our code if we do this right. And renenber, | said
that self-regulation is done by business with public input. W
wi |l have a very open process, no single group would be anointed
as "the business advisors"; we will seek active input fromthose
who want to give it and wi de coment on the work product from

ot hers.

Let me close in this whirlwind five mnute tour, Roger, |'m

actual ly doing reasonably well

We are not fixed on a global nodel for our organisation, we're
taking prelimnary steps to maxim ze our options. Qur own
programnms and organi sations can be replicated in other countries.
We're starting a Better Business Bureau with the cooperation of
the |l ocal business comunity in Malaysia for exanple. O, we can
devel op alliances and partnerships with other sorts of business
organi sations on particular products, whether they're privacy
products or dispute resolution products, or on a full range of the

private sector self-regulation activities.

What we know at the Better Business Bureau is that we need to do

sonet hi ng soon and we want to take advantage
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of the growing recognition and trust that the BBB nane is

devel opi ng worl dwi de. Thank you.

( APPLAUSE)

Ms. LYNNE NOSTRANT:
Thank you very nmuch. 1'mgoing to tal k about chargebacks and
since I amfromout of town and | do have a Powerpoi nt

presentation, | guess that makes ne an expert.

One of the things that -- in tal king about voluntary intermediary
solutions, | wanted to explain how the Visa system works and at
the same time I'll be explaining how the Mastercard system works
because they're very simlar, and | hope there's no one fromthe
Department of Justice here to hear nme say that because we do
conpete furiously. There are sone additional, there are other
card conpanies that don't go through the association nodel such as
Di ners and Anmerican Express, and where there's a difference, 1'I1

poi nt that out to you.

The reason to call it voluntary is because no one's forcing any of

t he menber banks to join these to be
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able to issue Visa cards, there's no one out there who is telling
merchants that they're required by |law to accept American Express
cards, you know, it's basically a situation where there are
benefits to belonging and playing in this gane, and so people cone
to us and they want to play. But then, because they want to play
using our marbles, we say: "You ve go to follow our rules.” And
those rules are this, for Visa, a set of by-laws and operating
regul ations that are in essence the contract between the nenber

banks and Visa and spell out all the rules and requirenents.

It does require once they do belong, as an association nmenber they
are required to follow all the rules, and that includes having
rules for merchant websites and so forth, and I'Il talk a little

bit about that on the next slide.

The benefit to all of this is that it does provide a consistent
gl obal trusted paynent nethod that has been in existence and it
wor ks. Mobst of you who have travelled here to Montreal to attend
this conference have cone from perhaps another country, you have
some kind of a paynent card in your wallet |I'm sure everyone of

you; you probably used it to check into the hote
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where you're staying. You didn't stop to think, well, | don't
know, maybe you did because you're | awers, but those of you, for
those normal people there, when you use your card and you pull it
out, you don't stop to think about what jurisdiction applies here.
If | give themny card, what -- you know, and if they put extra
charges on ny account, do | have to worry about that? | nean,
basically you just know that if it's on your paynment card that
there's sone remedy available to you in case there's a problem

And we want to extend that sanme trust into the digital world.

Now, let nme explain just a bit nore about how the contract works,
and again, this applies for both Visa and Mastercard, for Anmex,
Diners, JCB, et cetera. You can just, you know, X out the banks,
the issuer requirer because they are both sides of that, they

don't go through the financial institutions.

So there's a set of these operating regulations that spell out
what the requirements are for nenbers, and by extension there are
certain things that have to be, for exanple, in a merchant
agreenent, that the acquirer actually contracts with a nmerchant,
so the acquiring bank nmakes the decision as to whether or not they

want
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to do business with that nerchant and they want to do sone kind of
a background check because in essence they're giving that merchant
a credit line because they could give themthe noney for the sales
drafts and then have a bunch of chargebacks come in. So it's, you
know, there's sonme safety nechanisns built in to try to make sure

that there's sone quality in the system

Some of the things that are required to be in the merchant
agreenent, you know, that Visa operates require are things where
we think it nmakes good busi ness sense to | et consuners know t hat
up front before they decide to make a purchase from an online
merchant. And that would be things |i ke where the merchant is
domiciled; we want there to be an adequate disclosure of any
limted or no-refund policy; if the merchant will not ship to
certain countries because of, you know, |egal restraints or
because they've had bad busi ness experiences w th having things
never arrive there, whatever. They should list that on their
website so that the consuner doesn't think that if they tried to
purchase, that for sonme reason that nerchant is not accepting that
consuner's card or won't sell to that consuner, that you know,
that it's areally, it's a different situation. And these are al

t hi ngs that
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are actually required to be in there.

The Card Hol der Agreenent is a little bit different, there's not
too nuch that Visa requires to be in the Card Hol der Agreenent,
but typically this is where the issuer would spell out whatever
finance terns were involved. It would be things |ike under what
ci rcunst ances the consunmer could dispute a transaction, and these

are usual ly mandated by whatever consuner rights apply.

Now, going on just a little bit further, | want to talk about
chargebacks, and I want to make the distinction between

char gebacks and consuner rights because consuners do not have
chargeback rights. They have consumer rights, whatever has been
mandated by the jurisdiction wherein they live, but only Visa
menbers, Mastercard nmenbers and so forth have chargeback rights.
And that is a mechanismthat's provided where -- and in this case,
the bank is the internmediary where they provide the nechanismto

debit one side and credit the other side.

Now, and the reason | make that distinctionis, is that there may

be nore chargeback rights avail abl e than
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there are consuner rights in a given jurisdiction, or there nay be
fewer. |If there were a case where there was some consuner rights
that we didn't happen to have a correspondi ng chargeback right,
that doesn't let the card issuer off the hook for crediting the
consuner, it nmerely neans that the issuer of the card has nowhere
to, you know, they can't toss that nonkey back over the fence,
they've got to absorb the | oss thenselves, but they still have to
credit the card holder. | really don't know of any circunstances
that exist right now where that would qualify, but hypothetically

t hat woul d be the situation.

And in coming up with the chargeback rights, what we've tried to
do is to think, you know, what woul d be reasonable, and try to
have a bal anci ng act between what's fair to consuners and what
woul d be fair to nerchants, where they would, you know, want to be
able to accept Visa cards. And that's where the issue of
conpetition cones in, to keep us honest, because if we were to
decide as Visa that we were going to subtract sonme chargeback
rights fromthe issuer so that the nerchants |iked us nore, then
what woul d happen is that the consuners would start preferring

Mastercard or Anerican Express because they have nore
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rights attached to that and vice versa. So we have to pretty nuch

keep themin check

Now, we actually have 41, Visa has 41 chargeback rights, |'m not
going to go through them we don't have time, and it's boring
anyway, but pretty nmuch everything that needs to be covered is

there, so. And if you do have questions, we can go over them

Let me wal k you quickly through the process, this is a lot sinpler
than having to take soneone to arbitration or file a lawsuit. |f
you have a consumer who has purchased a wi dget from an online
store and the widget doesn't arrive, and you have there a charge
for it, we would encourage themfirst to try to contact the w dget
seller and find out what the situation is, and it could be, you
know, whatever that is. W don't want to step into that

rel ati onshi p between the buyer and the seller, but we do want to

be there if that breaks down.

So let's assume that the consuner can't reach the wi dget seller or
what ever, and so, in that case they would contact their card
i ssuer and explain what the circunmstances were. At that point,

the card issuer would credit the consuner right away and send the

/'1b



| LPF
Annual Conference
- 228 - July 27, 1999

debit, if it's a Visa or Mastercard it goes through our system
which is with the Visa |logo they represent, and it goes to the
merchant's bank, and so, that's how the issuer, you know, they've
got the debit that offsets the credit, so they're okay now, the
custoner is happy. The nerchant's bank, or if this is Amex,
Diners, JCB, it would go directly to the nmerchant and debits the
merchant's account. So, it's all very efficient, there is an
opportunity to, you know, to go back around if one party wants to

di spute it, but generally this works pretty well

So in conclusion, payment cards are a natural for the Internet,
it's pretty difficult to shove cash or cheques into your PC, you
know that floppy slot or that CD slot just doesn't, you know, take
it in, soit is a very good way to pay, the fact that it is tried
and true and trusted, it does work, it's convenient, and we think
that, you know, that that hopefully should be adequate. Thank

you.

( APPLAUSE)

Ms. LAURI E LABUDA:

My nanme is Laurie Labuda, and I ama consultant to the
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CECD Consuner Policy Conmittee, and probably you've -- well
everyone has heard the OECD bantered about a bit in the past
coupl e of days, but maybe it would help if | gave you a quick
overvi ew of what the OECD does and how it works, and then ||
give you a little nore specific information about what the

Consuner Policy Cormittee is doing.

Basically, the OECD is an international, intergovernnenta

organi sation conpri sed of 29 nenber countries. It has no
governnmental powers but it's a forumfor governnents to get
together and also invite in business and consuner representatives,
| abor groups, to join in discussions and fornul ate policy

deci si ons, exchange information

One thing that the OECD does is devel op policy reconmendations
that are formal CECD instrunents. These instrunments are non-

bi ndi ng, they have no | egal power in any of our nenber
governments, but because they're devel oped on a consensus basis
amongst menber countries, there's sort of a noral obligation for

the countries to inplenment them and use them on a national basis.
Some exanpl es of these kinds of instrunents include the 1980

Privacy Cuidelines which ['msure a
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ot of you are familiar with, and sone recent guidelines on

security and cryptography.

We're also, within the Consunmer Policy Committee, devel oping and
wor ki ng on a set of guidelines for consumer protection for

el ectronic commerce. A lot of you are involved, | can recognize
faces and E-nmail addresses. A lot of you are involved in that
process and we're very happy to have business and | egal input, and
it's a process that began in April of 1988 or 1998, sorry, and
with luck and keeping according to our plan, we'd like to finish
it within 1999. So by the end of this year hopefully we'll cone

up with some sort of a consensus agreenent.

The gui delines are basically a set of core reconmendations of
basic fair business and marketing practices; it includes
descriptions of what would be fair business practices, fair

mar keting practices. This is the current draft as a matter of
fact, nothing has been, we don't have any consensus, any kind of
final decision on any aspect of the guidelines at present. W

al so include information disclosures and information about the
busi ness, information about the product or services being offered.

And we are working
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wi th both business representatives and consuner representatives to

devel op the guidelines.

The process generally works by the OECD releasing a draft to our
menber del egations, the del egations then circulate and vet the
draft on a national basis, invite comment from national business
groups, national consuner groups and then return sone sort of
consensus opi ni on, some consensus national opinion to the CECD and
we redraft and send out draft nunber, we're working on Draft

Nunber 5 at the nonent.

And just to be a little nore specific about that, | had a comment
period close on the 20th of this nmonth. As with npst deadlines,
they are neant to be broken, at |east ny deadlines seemto be, and
we are, we've been extending that to nost of our del egations, and
I don't expect to close out nmy conment period ‘till the end of

this nonth.

There will be a new draft released the first week of August, and
would invite you to get a copy of the draft and conment to --
there are a nunber of different ways to get a hold of it. For a

| ot of different reasons, you can't get them from ne
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but you can get them from sone busi ness groups that we're working
with or fromnational del egations that are menbers of the
Conmittee, and you can return coment to the national del egations

and they woul d al so appreciate your input.

Wth respect to jurisdictions specifically, we have, |I'msure you
can imagine, spent a lot of tine discussing the issue within the
Committee. |It's -- the only consensus we've reached so far is
that we won't be attenpting to determnate definitive
recommendation for consuner-related jurisdiction issues within the
gui delines thenmselves. It's such a horizontal issue and it
touches on so nmany different aspects of electronic commerce that
all of the del egations understand that and agree that to try and
deci de an instrunment would be inpossible for one thing, and

probably not particularly helpful in the long run.

So what we are trying to do, we can't ignore the issue conpletely,
what we are trying to do is find a way to address, to nmake sure
that in considering jurisdiction and other form for exanple, in
The Hague conference, that the consuner, consuner concerns and the

consuner aspects of jurisdiction are not forgotten in those
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forunms and the Cormittee would |ike to nake a recomendation to
certain aspects of consuner policy that shouldn't be forgotten as

jurisdiction rules are considered, another forum

Roger is giving me this signal. But | night also mention two
other things that are going on. One is with relation to
chargebacks. W also have a project, a recommendation to try and
provi de a nmore international perspective on chargebacks and that's
a process, an ongoi ng process that should be going on through the
end of this year and perhaps until next year. |It's going to be
headed up by the U S. del egation and the Federal Trade Conmi ssion

I'"'msure they'll be happy to hear fromyou on that.

The second project is the inventory that Scott Bl ackmer nentioned
earlier today which will be ny sumrer vacation project and I'll be
happily working on that all through August. So any input that
anyone would like to submit on that regard is nore than wel cone as
well. And that will be a publicly rel eased docunent to help
everyone to try and determ ne what the various internationa

consuner policies and regul ations are

/'1b



| LPF
Annual Conference
- 234 - July 27, 1999

t hroughout the CECD nenber countries. So that should be available

some time -- a prelimnary draft should be avail able sone tinme in
the early fall. Thank you.
( APPLAUSE)

Ms. MARY WS. WONG
Good afternoon everyone. Roger, despite the fact that I'ma | aw

professor in ny second life and therefore can go on for hours and

hours, | promise to stick to my tine limt insofar as that's
possi bl e.
I think we'll probably all agree that one of the devel opnents in

the |l egal area or quasilegal area that parallels the phenomenon of
E-Commerce in terns of explosive growth, is probably the
exploration of alternative nmethods of dispute resolution. And
I've been asked to speak for a few nonents on sonething that the
W PO has been working on for a while, which is an online dispute

resol uti on nechani sm

Unfortunately as | said, they've been working on it for a while,
and Francis Gurry assures ne that it will be ready for testing and
| aunched pretty soon. So what | intend to do is spend a coupl e of

m nut es j ust

/'1b



| LPF
Annual Conference
- 235 - July 27, 1999

expl ai ning what that is, and maybe | ooking quickly at the possible
benefits for consunmers that sonething |ike that could offer and
then 1'Il nove to sone exampl es of other types of dispute

resol uti on nechani sns that we coul d perhaps consider would aid in

consuner protection.

The W PO online dispute resolution nechanismains to be
essentially a uniformfacility, a repository. It will enable
parties to dispute, who enploy, say, nediation or arbitration to
conduct everything online, that is, all comunications, al
transm ssi ons, data storage, archiving, payments for the services
and so on can all be conducted online through the WPO facility.
And this can be quite inportant. COCbviously there are various
other initiatives, there are al so proceedi ngs bei ng conduct ed

ri ght now where peopl e use video conferencing, teleconferencing

and various other forms of technol ogy assi stance.

But what W PO hopes to provide, | would think, is that as a
neutral third party, it would provide the facilities for ful
online dispute resolution as well as a trusted nethod of, say,
docunent transm ssion, dating and delivery, as well as archiving.

So, in terns
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of representing a step forward, and at |east a nechani sm of

di spute resolution, it pronmises to be fairly significant.

In terns of benefits to consuners, | think one of the ngjor

thi ngs, as was pointed out by M. Sinpson in his presentation
yesterday, is that when you do things online, it's quicker and it
can also be a lot cheaper. So, in ternms of cost, it can actually
be beneficial to consuners, and this obviously has a flip side
that 1'Il conme to, but that's one potential benefit as well as the
qui ckness and the ease of conmunication and transm ssion. | think

those are sone fairly obvious benefits.

But there are also sone things that we should bear in mnd and
sone potential problens and di sadvantages. So, for exanple, one
guestion would be cost again. It can be quite expensive to
conduct, say, arbitration or nmediation at various centres and
facilities, including WPO, and | have with nme here a schedul e of
fees for WPO nediation and arbitration. And we don't, at this
poi nt, have any idea what the charge for using the online dispute
resolution nechanismw |l be. But obviously the scale of charges

wi |l be one inportant

/'1b



| LPF
Annual Conference
- 237 - July 27, 1999

factor for a consuner.

Anot her inportant factor would probably be the nature of the

di spute. And the history of the devel opment of the online dispute
resolution nechanismis really in the domain name di spute area
that was the inpetus for working on a project such as this. And
think we'd all agree that in terns of a domain nanme dispute,
online dispute resolution is probably something that fits pretty
well with a domain nane dispute, but not all disputes and
certainly not all consunmer-related di sputes would necessarily
benefit fromjust going online. For exanple, a consumer who buys
a widget that's worth $50 or $500, which can be a significant
anount, when sonet hi ng goes wrong or when he di scovers a defect,
one of the first things he's going to think of is not going to be
going to WPO or necessarily what sort of dispute resolution
mechani sm he wants to use. |It's really just going back to the
store where he bought it from and asking for replacenment or a
refund. And as we've seen over the past two days, this can create

a problem when the transaction is conducted online.

Simlarly, it does raise the question as to what woul d
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be the appropriate forumor the appropriate body for the consuner
to approach if he has a problemw th an online transaction. And
agai n, an organi sation such as WPO m ght not necessarily be the
automati c response nor would any other international body be an
automatic idea, and it might not necessarily even be the
appropriate forumfor an individual consumer who's purchasing an

i ndi vidual item

The nature of the proceedings in dispute resolution can also be a
factor. | nean, essentially we're still talking about concepts of
litigation, arbitration and nediation as well as assisted
negotiation in the appropriate case. And we don't have tine
during this presentation to go through the benefits as well as the
limtations of each nmethod and we've heard a | ot about the
problenms of litigation and enforcenent. But |'d also like to
poi nt out that when you use arbitration and nedi ati on, one

i mportant factor is that the parties have to agree to arbitrate or
to nmedi ate, for exanple, by way of an arbitration clause in the

contract or by way of a nediation agreenent.

And in relation to a consunmer, in you're dealing with a standard

form for exanple, the consumer nm ght not know
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what he or she has gotten hinself or herself into by agreeing to
such a clause; for exanple, AAA rules for arbitration m ght not
mean anything to a consumer. So, although we talk of agreenment in
terms of going to arbitration or agreeing to nediate, it may not

mean as nmuch to a consuner as to a busi ness.

One thing that has energed, though, | think, that's quite

i nteresting, and several speakers have alluded to this and a few
peopl e who have spoken during this conference have al so nentioned
it, is that one thing we mght look at in terms of ADR m ght be to
encour age the devel opment of cooperation between various nationa
bodi es that are responsible for dispute resolution, be it

medi ati on or arbitration. And at this point, 1'd just like to
spend a couple of mnutes tal king about a devel opnent in

Si ngapor e.

In Singapore we have several centres for dispute resolution, one
is the Singapore International Arbitration Centre which obviously
deals with arbitration; there's also the Singapore Mediation
Centre that deals with nediation as well as a couple of other

bodi es.
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The reason | nention these two is because they have cone together
with the National Computer Board of Singapore, which is the
statutory body that's charged with inplementing Singapore's master
E-Commerce IT Plan, to forma body called SI TDRAC whi ch stands for
Si ngapore Information Technol ogy Di spute Resol ution Advisory
Council. This is a body that's responsible for fornulating policy
in ternms of dispute resolution for information technol ogy-rel ated
di sputes and various conpani es and industry have been supportive
of its efforts. So far, it has not come up with any guidelines or
any policy regarding consuners in relation to the IT industry, but
that's one devel opnent | wanted to highlight to you because it's
possible that in the future they will |ook at consumer disputes in

relation to IT and the IT industry.

And just to finish up nmy exanple of Singapore, and | see that the
time is quickly running out too, the Singapore Medi ation Centre
has teaned up with various other nediation centres in other
countries, for exanple, in the UK, the U S., Australia and Hong
Kong, to formsomething called the MIIlennium Accord, and this is
a cooperative effort anobngst the various nediation bodies in these

countries that 1've
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nmentioned, to deal with disputes arising out of the Y2K issue.

And the idea is that when there is a Y2K dispute, parties who
refer their disputes to any one of these centres - for exanple, an
Australian conpany and a Si ngapore conpany that's engaged in a Y2K
di spute - if they go to the Singapore Mediation Centre, or if
they went the Australian equivalent that's also part of the

M Il ennium Accord, the procedures and the rules for resolving that

di spute woul d be the sane, whichever centre you go to.

And al t hough this has not anything to do directly with consuners,

| feel that that's a fairly interesting devel opnent in the sense
that it does show that the ADR bodi es can and do take it upon
thensel ves to enter into cooperative efforts in relation to either
the specific industries and sectors or specific problens. So, it
can be an encouraging sign for those of us that are | ooking
towards devel opnents in consuner protection, and it may well be
that cooperative efforts ampngst these bodies may be one way to go

in terms of aiding and protecting consumers.
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Thank you very mnuch.
( APPLAUSE)
M. ROGER COCHETTI :
Thank you, Steven, Lynne, Laurie and Mary. We'|l now go to the

| ast part of the presentation, and in this part of the discussion,
we're going to hear comments on the comrents that you' ve al ready

heard fromtwo di fferent perspectives.

First, Bill Poulos is the Director of Electronic Comrerce Policy
at EDS Corporation in the Governnent Affairs G oup in Washington
DC. He provides EDS officers and business unit |eaders with
advi ce on national and international public policy areas that
relate to the Internet and el ectronic business. He's a very
active nenber of the business comunity that is dealing with

el ectronic commerce policy issues.

Following Bill's coments, Philippa Lawson will be providing
comments fromthe point of view of a consunmer advocate. Philippa
is a counsel of the Public Interest Advocacy Centre in OQtawa,

Canada, and she's a very active advocate for consuner interests in
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t el ecommuni cati ons and other policy issues before the Canadi an

federal and provincial governnents.

Each will spend about five mnutes telling us what they think
about both the government enforcenment solutions we' ve heard about,
and sonme of the ideas that we've heard about for -- that would

build on the practice of governnments today.

Followi ng their coments, the entire panel will have opportunity
to comment on what others have said, or ask questions of each

ot her. Bill.

M. BILL POULCS:

Thank you. | have to admt to be highly influenced by the
comments of the speakers before ne on this panel and on other
panel s because what brought nme to this conference, and what has
really attracted ny interest is that I'mchairing the effort to
draft the GBDe jurisdiction paper to be presented by the GBDe CEGCs
in Paris in Septenber. And as | think back on that work, it's
interesting to note that we started off froma very rigid
position: country of origin, freedomof contracting, these were
the essential things that businesses needed to do busi ness on the

I nt ernet. But
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as | said, |I've been highly influenced by this conference and by

t he speakers.

And |I'mrem nded of a short story. Wen President Clinton was
nerely a candidate for office, he had a very effective canpaign
team that plastered across their canpaign office a big sign that
said: "It's the econony, Stupid!"™ |'m going hone and put up a
sign in ny office when | get back, and the sign is going to say:
"It's the remedy, Stupid!" because the thing that I'm the idea
that 1'mnost drawn to in the comments of the previous speakers is
that they're focusing on providing renedy to consuners who have

some consuner issue in the course of doing business.

At the BDe, one of the mmjor conclusions that we have drawn is
that consuner protection |aws alone may not fully provide the
consumer confidence that's necessary when we recogni ze that

el ectronic commerce is being done in a global nediumand therefore
subject to all of the conflicts of |aw that you are all aware of.

I"mjust |earning what they are because |I'm not an attorney.

So we believe that continuing government focus solely
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on trying to decide which |aw is applicable, which court is
conpetent to hear the case and apply which lawis really, it just
doesn't go far enough to provide the kinds of resolutions that

consuners need.

Even when it's possible for a governnent to require that a buyer's
consuner protection law be in full force, even when it's possible,
or even when a court decides in favour of the buyer in the buyer's
| ocation, the enforcenent of such |aws and court judgenents
outside of the jurisdiction of the buyer is difficult. You al
know that as attorneys. W're certainly learning the realities of

that as busi ness peopl e.

So in the end, we agree that custoners nust trust that when a
probl em occurs, a renmedy will be tinely, easy, cheap and avail able
fromany location in the world. The online technology that we're
dealing with m ght make that nuch easier in the future than it's

ever been in the past.

So we believe that governnents and busi nesses and consunmer groups
need to cooperate, work together to provide consunmers with nore
efficient remedy nechani sns while we continue the debate and the

di scussi on about
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whet her country of origin or country of destination and how nmuch
freedom shoul d consuners have to engage in contracts with
busi nesses. These di scussions will continue as Andy Pincus

poi nted out in his conments today.

So in the end we believe that alternative dispute resolution
mechani sns, such as arbitration, mediation, conciliation, as wel
as creating new online self-regulatory nechani sns such as codes of
conduct, trust marks, seal programs such as the one we heard about
today are really the right approach. While governnents and

busi nesses continue to discuss all of these other jurisdictiona

i ssues, businesses have to take the | eadership to put self-

regul atory prograns in place that work, that are effective, that

are tinmely, that are cheap and which solve the custoners problem

The termself-regulation | don't think is nmoving away from
responsibility. | think, in fact it is a, it's a phrase or word
that says: "W are taking responsibility" and we certainly

| earned our lesson in the great privacy debate over the European
data protection directive because we continue to say self-

regul ation is the way to go, but there were tines
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before we finally came up with sonething that was real and
sonmet hi ng that was worki ng when governnment officials said:
"Where's the beef, where is it, you said you wanted sel f-

regul ati on, but where is it?"

We can't nmke that m stake again, we have to nove fairly rapidly
and put systens in place that work and that will satisfy the needs
of custonmers to resolve mnor issues in Internet transactions.
Thank you.

( APPLAUSE)

Ms. PHI LI PPA LAWSON

Thanks. Well, | think there's a |ot of agreenent here at this
conference and on this panel, and maybe |I'I|l start with that.
| think it's clear that we -- well, you can divide the problem

really into two parts froma consuner angle, the bad guys on one
hand and the not-so-bad guys on the other hand. And | think we
can all agree that we need to go after the bad guys - we've got
to stop them - and that governments play a critical role here in
cooperating across borders to enforce | aws and to devel op common

st andards, again across borders so
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that we don't tolerate consunmer fraud or deceptive marketing

practices.

But as | nentioned, it's the other side of the problemthat seens
to be a little bit nore difficult: The well-intentioned

busi nesses who sonetinmes get in trouble. Here again | think we
have a |l ot of agreenent - and | really like the make-up of this
panel because | think what we've seen are a nunmber of critica
conponents. Each is necessary; none is sufficient on its own.
And | think Steven nentioned in his presentation that self-
regulation is a critical conmponent of the solution and that

governnment regulation is not sufficient on its own.

I would agree, | think that in the area of electronic comerce,

all of these players have a critical role. So governnment is stil
there setting the mnimum standards, enforcing and providi ng where
possi bl e for reciprocal enforcement of judgenents. 1'Il cone back
to that in a noment. And governnment is going to play a critica
role in establishing conmon standards, internationally as well as
donestically, although we recognize that's going to take tine, we

can't wait for it.
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I ndustry is going to play the key role in self regulating, and
again in establishing standards anong thensel ves internationally
and in providing and pronoting effective dispute resolution
mechani sns. But | think we've heard of the |limtations of each of
those. | nean, clearly self-regulation is limted, it doesn't
cover everyone. Clearly, dispute resolution nechanisns are
limted insofar as the two parties have to agree. So, if you
don't have a cooperative vendor, you're not going to be able to

take advantage of these online dispute resolution nechanisns.

Internmediaries play, or are going to play, a key role here as they
are doing right now through the chargeback nechani sns, and we want
to see that continue and i ndeed expand. And consumers obviously
play a key role thenselves in inform ng thensel ves, acting
prudently online and pursuing bad actors where they can across

bor ders.

Now, where we seemto be disagreeing are on a few points here.
think I'"ll talk about three. | don't want to ignore this key
jurisdictional issue that discussions at this conference have
revol ved around: country of origin, country of destination -

agree
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there's no point of being fixated on that, it's not going to get
us very far. However, | want to make sure the consuner's position

is presented to you on that point.

| guess one way of approaching it is, if what we want to do here
is rely nore on market forces and | ess on direct governnent
regul ati on, then you' ve got to nmake it easy for those narket
forces to do the job. Consumers are market forces, you've got to

make it easy for consunmers to enforce their rights across borders.

Now, the first step of that is going to be, I think, this self-
regul atory online dispute resolution. But when that doesn't work
then the consuner has to have recourse to the default system
which is the judicial system And there, as it's been pointed out
al ready, a country of origin rule is essentially a barrier, a
conplete barrier. It's just, there's no way the consunmers have
the ability, or in a normal consuner transaction that it's

wort hwhil e for a consunmer, to pursue a business on their own

across borders.

So, | think we're at a point here where we've got to address the

issue as a policy question really. Again
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you can try to argue through it as courts have done, on, you know,
"I's the merchant nmoving to the consumer's jurisdiction by setting
up a website?" or "Is the consuner going to the nmerchant when they
go online? ". | don't think that's going to get us anywhere.

think ultimtely we've got to address this as a policy issue.

VWhat do we want the result to be? What is the fair reasonable
result here? What are our values? And this is where | have sone
difficulty because | just can't believe that fromthe consuner
per spective, being able to choose anong nore comrercial options
online is nore inportant fundanentally to us than being able to
pursue a legitinmte conplaint and get redress. Fromthe business
perspective, | nean, how can we say, there are people here who
really think that's it's nore inportant that a business is able to
sell in nore jurisdictions than otherwise, than it is that a
consuner who has a problem and can't get redress otherwise, is
able to do so through their own court system | think we really

need to question that.
Now, acknow edging all the time that that's not the end of the

story because even once the consuner does get sone kind of

j udgenent agai nst an uncooperative
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merchant, they still have to enforce that. And that's where again
I think we can all agree governnents in particular are going to

play an inportant role facilitating cross-border enforcement.

I think, just responding to the innovative suggestion nmade by
Susan Crawford earlier on today, which | think is a really

i nteresting proposal that should be pursued, | think there are, as
she suggested really three areas that need to be worked on before
the deference anal ysis approach can be adopted successfully. One
is the agreenment on the mni num standards that we're talking
about; two is the establishment of an effective online dispute
resolution systemand industry self-regulation; and three is the
effective warning to consuners that they are in fact entering a

certain country for the purposes of that transaction.

[ TI ME SI GNAL]

So I'l'l just wap up saying once again, no group here can do it on
their own, industry can't do it on its own through self-

regul ati on; governnment can't do it on its own through cross-border
enforcenent, there are practical limts; internmediaries, financia

internediaries can't do it on their own and consuners
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clearly can't do it on their owmn. W're all part of the solution

together. Thank you very much.

( APPLAUSE)

M. ROGER COCHETTI :

We are running short on tinme but what I'd |ike to do at this point
is give the menbers of the panel an opportunity to comrent on what
ot hers have said or on the comments that have been nade. |If

anyone has a -- Steve?

M. STEVEN COLE:

Thank you, Roger. | want to junp off on a coment Bill nade:
"It's the remedy, Stupid!'"™ and his advocacy that business needs to
get behind self-regulation, and that was very closely related in
my mnd to a conment that Phillipa made for another purpose, 1'I1
adm t, but what she said was that we need to nake this easy for
consuners, and Mary before then, referred to the possibility that
the WPO system may not al ways be a propos because of the course
in certain kinds of dispute resolution for this environnent for
consumers, and | think all these coments have a very inportant

rel ated thread.
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And 1'd Iike to caution nmy friends and the BBB supporters in the
busi ness community who are cheerl eading for self-regulation. For
nost of the problens that consuners are going to find in

i nternational transactions, and they're the sanme as in donestic
transactions, there can't be a significant cost attached to their

remedy or it's not a real renedy.

The nodel that you |l awers, we |awers are confortable with in the
commercial setting, the AAA, WPO whatever, sinply is not going
to work in my judgenent in the consunmer field. And | was worried
about commercial |awyers thinking we can transport this into the

consuner nodel .

Let ne just rem nd everyone, about 30 years ago, the Federal Trade
Conmi ssion in New York, investigated mandatory pre-dispute
arbitration clauses in consuner contracts, and at that tinme,
without a rule, they wote nuch material indicating that these
were terribly unfair to consuners, they were dealing with
conpanies witing in the AAA to arbitration clauses and then
finding out that the cost of filing with the AAA exceeded the cost

of the problemthat the consumners
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were trying to deal with. Bottomline, that didn't serve anybody,
t he busi ness comunity, AAA, or anyone certainly wasn't served by

t hat.

And | guess the message is, if we all nean it, and we think self-
regul ati on can be one of the many effective tools, it's going to
need to be structured and paid for in a way that the consumers can

get it and get it quickly and fairly and inexpensively.

M. ROGER COCHETTI
Anyone el se on the panel want to offer a comment, if not, I'm
going to open it to the floor. | think we really have tinme for

one question, if there is one. Please identify yourself.

Ms. MARGO LANGFORD
Thanks, Roger, my name is Margo Langford and I'mw th | BM Canada,
and | al so serve on a nunber of trade association conmttees

wor ki ng on these issues.

I just think, | would be rem ss since we're in Mntreal not to
menti on one of the renedies and it's not too stupid. Based here
in the University of Montreal is a cybertribunal and | wanted to

mention it because it's
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up and it's running, and it's operating both nmediators and
arbitrators in French and English. And we wel come your coments
ei ther through various nmenbers of the |ILPF panel or anybody el se

who is working on GBDe or anything el se.

The committee actually that's advising the cybertribunal is

| ooking for input, and so, please go to the website, it's

www. cybertribunal.com it's actually at the nonent free, so you
can't get much cheaper than that. |It's a bit of a conpetition for
you there, Bill or Steve, but it's free to both nerchants and to

users at the nonent.

So it's an experinment but it's also working with the Europe Canada
Consortiumon Conflict Resolution, and so, the nore that we can

| earn and the nore that we can get input to naking this a viable
alternative, not just in Canada, but obviously across borders, the

better. Thanks.

M . ROGER COCHETTI :
Thank you, Margo. | think at this point I'mgoing to ask the
audi ence to give our panel a thanks for their presentation and on

poi nt discussion. And let me al so
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rem nd you what nost of the panellists have said is that they'd
al so be available to discuss sone of your ideas in the hallway

afterwards in greater detail

Ruth, |1 think that the fact that we're running behind, do you
still want to go ahead with the coffee break or go right to -- you

do want to have a coffee break, so we're breaking for coffee now

No wait, wait, we may not be breaking for coffee, so hold on a

second.

Ms. RUTH DAY:

We've just had a short arbitration on the notion of a break, we
are not having to call in any dispute nmediation at this point in
time. |If you take ten minutes, ten minutes only, be back here,

| ots of people have planes and trains and autonobiles to catch and
our last panel has a |lot of inportant things to say, so please

join us in ten mnutes.
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EXPERTS RESPONSE

M. JACK L. GOLDSM TH:
I'"'mJack L. Goldsmith, | teach at the University of Chicago Law
School, and this is the final panel of the conference, sonewhat

i npl ausi bly entitled the "Experts' Response”

Before we get started, each of us are going to speak for just five

m nutes and nmaybe we' Il have time for questions after that.

Before we get started however, | think we should all thank ILPF
and Ruth Day and Masanobu Katoh for putting on an extraordinarily
wel | organi zed, well executed conference from which we've al

| earned a lot. Thank you very nuch.

( APPLAUSE)

The three panellists need no introduction because they were on the
first panel: Hank Perritt, Agne Lindberg and Kazunori |shiguro.

I"'mgoing to just offer a fewreflections, first on ny reflections

to the conference and then turn it over to each of the panellists.
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| basically have six general reactions to the different panels at
the conference. M specialty is conflicts of law in real space,

and sonetinmes in cyberspace.

The first reaction that | have to this conference is that the goa
of elimnating regulatory conflict in the Internet context is a
false aim Regulatory conflict is going to be to sone extent

i nevi tabl e whenever there are the followi ng two things: a)
decentralized | aw nmaki ng by national or subnational governnents,
and b) transnational transactions. |If you have those two
conditions, it's sinply inpossible in ny opinion to get rid of

conflicts of regulations.

Nati ons have, for often good reasons, sonetinmes bad reasons,
different regulatory commtnents, and these different regul atory
commtrments are going to be inplicated in clashes when there are
transnational transactions, including those transactions on the
Internet. So the aimof jurisdictional, of jurisdictiona

har noni sati on should be to reduce these conflicts not to elimnmnate

them It's always a question of degree, not elimnation

The second point is that harnonisation of different
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regul atory regines is really really hard, it's easy to tal k about
and very hard to do. As a matter of fact, with the exception of
the special case of the European Union, we see very little
substantive regulatory harnoni sation in the world in any context.
Most of the inportant international conmercial treaties such as
the Comm ssion on the International Sale of Goods, the Rone
Convention, the New York Convention related to arbitration, The
Hague Conventions, they all have so-called mandatory | aw or
regul atory exceptions precisely because it's so hard to get
agreenent on, and conpronmi se on matters of regulatory difference.
So it's very hard, it's always proven very hard to do, and

think it's going to continue to prove hard to do.

The third point is, in nmy opinion, that -- many of you have said
this and | agree, that conflicts of regulations will not nake an
E- Commerce inpossible, it's not going to destroy the Internet,
it's not going to destroy Internet transactions. That claimhas
been belied by the experience in the last five or seven years with
the Internet in which there's been significant potentia

regul atory conflict and massive growh of the Internet and E-

Comrer ce.
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Anot her way of putting the point is that the elinmnation that that
whi ch pronmotes the growmh of the Internet and E-Commerce, if we're
going to be realistic, that that is not sacrosanct, the goal of
promoting E-Commerce and making it as an inexpensively as possible
froma regulatory standpoint to do business on the Internet, that
can't be a sacrosanct goal, that's one val ue, one very inportant
value to be traded off against the values that underlie regulatory

di fference.

The fourth point is that despite all that |'ve just said, it's
quite clear that many, perhaps nost of the significant regul atory
differences will be overcone through, for lack of a better term
private ordering, and it is not going to be done in the details by

treaty or by unilateral regulation.

We've already seen Internet practices and custons far outrunning
governnents in dealing with these jurisdictional problens, many of
the presentations in the |last panel were devoted to this. This is
going to be inevitable for a |ot of reasons. The value of
transactions on the Internet are low, it's not going to be cost

effective for governnent to regulate them at
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least in the mnutia; Internet transactions are so fast that it
won't be cost effective for governnments to regulate them and

i nportantly, because trust and reputation are so important on the
Internet; conpanies will, as they have done, have powerfu
incentive to provide dispute resolution nechanisnms and | ega

nmechani sns that instill trust.

The fifth point is that sonme have posited a distinction and |'ve
done so thus far which | want to now back away from between
private ordering and international harnonisation. These are not
anal ytically distinct concepts for the follow ng reason. Private
ordering, another way of thinking of private ordering is

government by contract, by private parties.

Governnment by contract only works, private ordering only works to
the extent that governments permt it to work, by which I nean,
for exanple, Susan Crawford's proposal of opting out, of letting
private parties choose the law to govern their consumer contracts,
that only works, that private ordering only works to the extent
that governnents don't permt lawsuits if they're cost effective
in derogation of that contractual reginme. W shouldn't think of

private

/'1b



| LPF
Annual Conference
- 263 - July 27, 1999

ordering and governnment regulation or international harnonisation
of governnent regul ation as analytically distinct concepts, they

have to go hand in hand.

The last point is, and | think this is a |l esson that many of the
speakers have taught us, is that resolution of the jurisdictiona
conflicts presented by Internet should proceed on the mcro | eve
and not the macro level. | did a lot of Internet conferences and
this one has nade especially clear to me how nmuch progress we've
made | think in the last two or three or four years because in
this conference people haven't been tal king about general theories
of jurisdiction, how we're going to solve the problem of Internet
jurisdiction. People have been focusing on concrete context,
concrete problems where progress mght be slow, but mght be sure

as wel | .

The way to deal with jurisdictional conflicts presented by
consuner protection problens and |Internet ganbling and encryption,
and privacy mght be conpletely different. Harnonisation m ght be
achi evabl e, but technologically and in terns of agreenent in one
area but not in another, and we shouldn't think that there's a

gl obal solution to the problens of jurisdiction. The

/'1b



| LPF
Annual Conference
- 264 - July 27, 1999

Internet is not an undifferentiated nmedium and the problens of

jurisdiction presented by it aren't undifferentiated either

Wth those thoughts, I'll turn it over to Hank

M. HENRY PERRITT:

Thanks, Jack. At the conclusion of nmy remarks in the opening
panel, | asked whether we should focus first on working out a
treaty on jurisdiction and choice of |aw, or whether we should
wor k on substantive harnoni sation or convergence, or whether we
are to work on self-regulation. Chairman Pitofsky said at |unch
time yesterday that the answer was we should do all of those

things, and | agree with him

Let me just say a word about each one of those, and how | think we
m ght proceed next to build on what we' ve |earned over the |ast

coupl e of days.

First, the question of sonme kind of treaty on choice of |aw and
jurisdiction. W actually have two vehicles for engagi ng that
possibility: one is a draft of a convention on the enforcenment

internationally of civil judgenments that has been

/'1b



| LPF
Annual Conference
- 265 - July 27, 1999

generated by The Hague Conference on Private International Law and
was reviewed in June of this sunmer, and | expect another draft
will result fromthat neeting. It doesn't say anything
specifically about electronic cormerce or the Internet, but there
is a group al so associated with The Hague Conference that will be
nmeeting in Septenber to consider the relationship between

el ectronic comrerce and the Internet and this draft convention

So | think that there is already a drafting process under way for
a convention on jurisdiction, and that's so because even though
the title of the convention tal ks about enforcenent of judgenents,

it covers jurisdiction as well

On choice of law, there is a somewhat nore linmted vehicle there
that you've heard a good bit about in the |ast couple of days, and
that's the European Uni on proposal to neke sone changes in the
Rome Convention on choice of |aw, covering contractual choice of

| aw i n Europe

VWil e Americans don't have standing to participate in those
di scussions, | think we at |least can interest ourselves in them
and provide comrents that we think may be hel pful. And the reason

| suggest the European
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vehicle for choice of lawis that | think that there is no
conparabl e vehicle in the United States. There was a discussion
at the last Association of Anerican Law Schools, - the |aw

prof essors convention - |last January about the possibility of a
third Restatenment for conflict of laws, and it's fair to say that
there is no agreenent whatsoever and that it's extrenely unlikely
that such a thing will nmove forward within the near termor even

in our lifetines.

I Iike Susan Crawford's very interesting proposal for deference,
what she call ed deference analysis, what | think of as a kind of
saf e harbor for choice of |aw, contractual choice of law | think
that's very interesting, and | think it m ght be pursued further

within the context of the discussions over the Rone Conventi on.

Second, work of substantive harnonisati on and convergence. | hope
that nost of us are convinced that we nust do that, as Jack
Goldsnmith just said, on a micro level instead of a global |evel.
And | would like to suggest to you a prine candidate for that
process of harnonisation and convergence. | think it should be

consumer protection, | think that is the best
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candi date for a variety of reasons.

First of all, there is some natural convergence as Hugh Stevenson
said, no one is in favour of fraud, and | think Kai Westerwelle
hel ped us understand that even some of the differences that we

t hought were i nportant between German and Ameri can approaches have
begun to evaporate because of unilateral decisions by Gernmans and

others to reduce sone of these differences.

Second, there is a robust institutional mechanismfor consuner
protection already, and that means that unless we do sonething to
wor k on harnoni sation, we're going to have North Carolina nud flap
problems all over the place, and that's what's going to begin to

pi nch unl ess we do sonething about it by working on harnonisation

The best prospects for success draws upon Jenny Cift's
observation that one can harnonize at different levels. And
think it's inportant that we not try to undertake discussions over
har noni sati on and convergence with detailed provisions or with
especially difficult provisions. For exanple, | would start with

fraud which ought to be easy because there's so nmuch
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agreenent already and it's at least a relatively sinple concept
until you get to application, and | would | eave hard questions
i ke pharmaceutical regulation and - Ron Plesser, |I'msorry - but
probably professional licensing until |ater because | think those

are likely to be much nore difficult.

But | think we can nake a great deal of progress if we begin - and
by we, | nean groups like the ILPF, to sonme extent perhaps the ABA
Jurisdiction Project with the help of the Comrerce Departnent, the
Federal Trade Commi ssion, and other public and private groups in
the U.S. and el sewhere - to try to develop a statenent of good
practices, or a statenent of best practices, for consuner
protection which | think is likely to bear fruit. | think it

woul d nmake sol ving sone of these other problens easier

Fourth and finally, self-regulation. | think it may have not

al ways been clear what self-regulation has to do with
jurisdiction. So first of all, let ne say what | think it has to
do with jurisdiction. You'll renmenber, yesterday norning | talked
about there being three kinds of jurisdiction: prescriptive
jurisdiction, adjudicative jurisdiction and enforcenent

jurisdiction.
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It seens to ne that self-regulation can help with all three of

t hose things.

Wth respect to prescriptive jurisdiction, if you have a private
group that agrees on a code of good practice, that is a kind of
|l egislative act. In other words, it is prescription and it is

i nherently transnational, at least to the extent that the

menber ship of the group is transnational

Wth respect to adjudicative jurisdiction. W've had a |ot of
tal k, and appropriately so, about dispute resolution because self-
regul atory prograns are not likely to be perceived as effective
unl ess they contain sonme kind of dispute resolution nmechanism for
consuners and sellers. Dispute resolution can be inherently
transnational; international comrercial arbitration of the New
York Convention is a prom nent exanple of that. But what's

i mportant, and | think what we've | earned over the | ast couple of
days is that we ought not to stop when we have understood the

arbitration nodel or the nediati on nodel.

There are sone nmuch nore interesting new nodels. W heard about

credit card chargeback nmechanisns. | think

/'1b



| LPF
Annual Conference
- 270 - July 27, 1999

we should learn a | ot nore about that, about their strengths and
weaknesses, and about the inportant differences anong the U.S.

Canada and Europe with respect to chargeback

We haven't tal ked nearly enough about EBay, which has on its own,
as an internediary in electronic conmerce, offered an escrow
system an insurance system a dispute resolution systemin the
form of nmediation, as well as a nmechanismfor, if you will, a kind
of consuner black listing of merchants who don't behave

thenmsel ves. All those fornms of dispute resolution are avail able
and have been devel oped in terns of entrepreneurial private spirit
in the EBay context. | think we should understand nore about how

wel | that nodel is working.

W PO, which you've heard about, is an interesting nodel. Another
that m ght seem far fetched, but at least to an American |awer is
I think potentially interesting: there's been a |ot of debate in
the United States Congress about how to resolve patient care

di sputes with managed care conpanies. There is a long history in
health care delivery in the United States of a hybrid system of

di spute resol ution that
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begins within a private entity |like an insurance conpany and
eventual ly ends up in an appeal process in a public entity. And
think there mght be some interesting structures that we could
adapt fromthat area as well. It would provide the sinplicity of
a private mechanismat the first level but also would have sone

type of appellate review or control at the top |evel.

Finally, enforcement jurisdiction. Here | think is the rub. This
is the hard part for two reasons: first of all, Andy Pincus said
that self-regulation was com ng to be perceived as a new nmet hod of
real protection. Now he said real protection, and that neans that
the private schenes have to be enforceable. That's a politica
reality. The legal reality that nmakes enforcenment jurisdiction
chall enging is what Jack Goldsmith just said: it only works, self-

regul ati on does, to the extent that governnent permts it to work.

Now, that's both a challenge and an opportunity with respect to

self-regulation. On the one hand, it nmeans that if we go off and
concoct all kinds of fancy self-regulatory schenes and don't talk
to the governnent and don't explicitly Iink those schenes to the

public
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authorities that exist in abundance with respect to consuner
protection, they aren't going to work because the governnments

around the world won't |et them work

On the other hand, if we do link themto the public institutions,
there is the possibility for real protection because we can

| egi sl ate and resol ve disputes privately and then, to the extent
that it seens appropriate, rely on the governnment apparatus for

enforcenent. And | think that's a possibility of great pron se.

Now, ny final point is to urge you to recognize the inportance of
sonmething that's going on right now with respect to the future of

the sel f-regul atory concept.

Before | do that, let nme nention the huge contribution that Roger
Cochetti consistently has made year in and year out in providing

| eadership in getting people fromthe private sector to cone
together with people fromthe public sector and otherw se, to have
an open m nded exploration of new techni ques for regulation. |
think that's the kind of private sector |leadership that is really

needed if we're going to realize the benefits
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that some of these new concepts offer us.

If you really believe in self-regulation as a part of the answer,
then you ought to be cheering and rooting for success in the
current efforts to negotiate a safe harbor for self-regulation
under the European privacy guidelines. Those negotiations are
difficult, there are a | ot of people that question whether they're
worthwhile, but I would subnit to you that that is the best chance
for private self-regulation to prove its viability. If those
negoti ati ons are not successful, there's a very real possibility
that self-regulation as a part of the solution to these Internet
jurisdiction problens will be dead, and that we will have mi ssed a

great opportunity.

So, give all the help and support you can to Barbara Well bery and
her people who are working so hard to nake this thing a reality
and to nove the ball forward. Thanks a |ot.

( APPLAUSE)

M . AGNE LI NDBERG

First of all, I know that | speak on behalf of all the
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participants in the ABA Jurisdiction Project, including the ones
we recruited over these two days, when | say that this has been an
extremely val uabl e conference both to give sonme of our ideas out
to you fromthe work done already in the project and definitely
also to get sonme input fromall of you to continue the project.
And as you know, tinmes flies when you have fun, so I'mgoing to

make sone very short remarks to end with.

First remarks. Two Swedes at an international conference held in
Canada, what's that an indication of? M personal guess is that
there is secret work going on to create the Nobel prize in |aw,
and that's going to be handed out to the one who's going to give
the solution to the problens we' ve been discussing these two days,

but we'll keep that to ourselves so far

O her conclusions drawn, | think we all agree now, that the nature
of Internet by itself nmakes it inpossible to use the traditiona
rules for a jurisdiction which apply to international trade.

Maybe to sone extent we've discovered that we don't even have
common rules today to provide the solution we need. So we

definitely need solutions specific for the Internet.
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These solutions will | ook different for different use of E-

Commerce and there's definitely not one single solution at all

A worry has come up with ne when we've been tal ki ng about all the
di fferent solutions and the problens, and that's a worry | also
had the last time I went to Canada, which was as a part of the
Swedi sh del egation to the OECD M nisterial Conference |ast year
and that is that we are maybe concentrating ourselves a little bit
too nmuch on consuner protection. Don't throw any tomatoes on ne

yet.

I think that consumer protection is extrenmely inportant, but as
we' ve heard this afternoon, 90% of the volume of E-Commerce is
busi ness to business. W nust remenber that business to business
have ot her problens, maybe other goals for the work we're doing
and definitely we'll need other solutions. W nust keep that in
m nd when we work. And that's sonmething that struck ne, as |
said, already at the OECD Conference which was very nmuch, in ny

vi ew, concentrated on the consunmer issues.

Over to the solutions then, and | think back to the ABA
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Jurisdiction Project, one of the npst inportant results of this
project | think we all hope will be sone sort of a map or maps
over possible solutions, possible venues for the jurisdictiona
problenms for Internet, and we'll all neet in July next year in

London to hear what those maps will | ook |ike.

I have a few remarks to neke al ready, personal remarks after these
two days regarding a few of the ways to go; maybe we can stake out
at least three main ways to go: harnonisation we've talked a | ot
about, regulation, self-regulation. And as you've heard this
afternoon, and the two days, it's to quote a few of the speakers,
none i s enough, they have to go hand in hand. | believe that as

wel | .

Har moni sati on of substantive law is probably a very very strong
and efficient way to get rid of the jurisdictional problem at

| east for consuner and public law areas. It does however, it wll
create a lot of problens. | think | saw sone surprised faces when
my CGerman col | eagues drew a picture of how substantive law in
Germany | ooks, and it | ooks about the same in the Scandi navi an
countries, it's totally different fromthe way you have it in the

u.S.
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It will make it difficult to harnonise.

Regul ation. An efficient way to create a |egal predictable
framework definitely, but it's slow, it's difficult to reach it
globally, and | have, ny coll eagues from Europe to sone extent
have made sone j okes about Europeans al ways wanting to regul ate.
But 1'd also |like to end up with saying that regul ati on does al so
create a very legally predictable framework for E-Commerce. |
think that actually Europe will have the world's nost predictable
| egal framework for E-Comerce in the world once all the
directives are in place. The problemis that we are linmted to

the fifteen nenber states. But regulation is a powerful neans.

And finally, self-regulation. There are openings in the EU
regul ati on about self-regulation, but as a general remark | would
say that governments in Europe are skeptic about it. At the sane
time, | amvery positive, it's a very flexible solution, it's
quick and it can offer us solutions in many of the areas we've

been di scussing these two days.

Just a final remark however about self-regulation, and
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that is ny second worry here today. That is, we mght want to ask
oursel ves the question who is self, who is the self? I|f we have
t he oneself, we're not going to build trust; if we have too many

selves, we're not going to build predictability.

And not having any further words to say, | would |like, once again

to say thank you to all the organisers for a great conference.

( APPLAUSE)

M. KAZUNORI | SHI GURO

It's my honor to be here to nmake ny presentation again. Now I
begin. People in Comopn Law countries, especially Anerican people
tend to use the word jurisdiction in a broad neani ng which covers
al nost all conflict of |laws problens, treating applicable lawin
civil cases at the same level as the legislative jurisdiction or
extraterritorial application of public laws. |ndeed, conflict of

| aws covers problenms of public |aw areas too

However, as | nentioned yesterday, Anerican way of intermngling

of civil and non-civil matters which al so
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forms the background of so wide a definition of the word
jurisdiction is quite unique. That causes deep theoretica
confusion, especially since Hartford Fire Insurance case of the
U.S. Suprene Court. Such a trend is, fromthe Japanese

perspective, quite regrettable.

Hi deo Tanaka, Eneritus Professor of the University of Tokyo, a

| eadi ng professor in Japan in the field of conparative studies on
Angl o- Aneri can Law, states in his very famous book that in the
U.S. there is still not enough acadenic basis of real conparative
| egal study, criticizing the works of Professor John Hal ey of
Washi ngton University and other U S. professors who are

speci ali zed in Japanese Law.

Conparative law has its long history based mainly on efforts of
speci alist in European continental countries. Savigny, who
established the traditional systemof conflict of |laws, can be
seen as the father of such conparative studies followed by Ernst

Rabel , Andre Tunc, von Caemmerer and ot hers.
In the U S., according to my understanding, only Professor Arthur

Tayl or von Mehven, one of the revolutionalists in conflicts of

| aws who
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proposed functional analysis keeps such European-based tradition

of conparative | aw.

Now i f American people tell sonething about the present stage of
the U S law, then it is of course natural that they discuss on

the basis of the U.S. legal systemand its tradition.

However, if they want to be, in a sense, the |eader in harnonising
| egal systens of countries in our world, European style of rea

conparative legal study is essential or inevitable.

The nost inportant aspect of the European-based conparative |aw
which is the real one is to analyze the |l egal system or individua
| egi slation of other countries, not at their surface level but in
the depth of their social, cultural, historical and other

backgrounds.
| dare say that superficial conparison and superficia
har moni sati on woul d be the cause of nunerous m sunderstandi ngs and

even har nf ul

Inreality, we nay have already too nany treaties or
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i nternational agreenents which sonetines contradict each other
In such cases, those who worried about the divergence of each

| egal system now worries about the so-called conflict of
conventions which is a very conplicated problemat the |evel of

public international |aw

On top of that, to take the exanple of the United Nations
Convention on International Sales of Goods of 1980, we can find
there not a few legal terns the neaning of which are far from
clear, such as substantial, reasonable, adequate, et cetera, which

are used quite frequently again and again in that convention

Whet her the interpretation of such words or terns can really be
the sane, for exanple, between the U.S. and the People's Republic

of China, is highly questionable to ne.

O course, we have discussed very inmportant |egal issues in
cyberspace throughout our forum However, as | said yesterday, we
must anal yze the reality, differences, the real features of each

| egal system as deeply as possible.
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That's the reason why ny paper discusses the very basic problens
whi ch woul d not perhaps be able to be overcone in our life. As
Prof essor Perritt said yesterday, it mght be still quite
reasonabl e to do our best in harnonising legal rules with regard
to cyberspace as soon as possible, even if it is only at the

surface | evel.

However, please think of Asian countries. There are quite a |ot
of varieties of religion, culture, ethics, |anguage, history,
soci al background, political regine, et cetera, et cetera which
form the background of their individual |egal culture or even the

fundamental notion of justice.

Suppl y-si de voi ces would say that such situations are too
dangerous or even trade barriers for everyday's business
activities. But such varieties as seen in Asian countries may
function in the long-term as sone sort of safety bulb if wsely
managed. A phenonenon, in a sense, simlar to the freedom of
expression under the constitutional [aws of major industrialized

countries.

In other words, it would be dangerous for us to have only one way

of thinking on the basis of rejecting
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ot her val ue standards for the sake of harnonisation

El ectronic Conmerce will surely have huge inpacts, not only on
econony, but also on society of each country and therefore we
should go step by step very carefully. W nust see the reality of
our world. W nust |learn nmuch fromour history, especially when

we are going to enter the new world, nanmely cyberworl d.

In this sense, it is quite sure that we have done sonething very

i mportant throughout this forum | hope that such deep and at the
same time quite neutral discussions will be held in governnent-
based international forums too with regard to the Internet or

el ectroni c commerce

That's my expression of my -- that's ny response as an expert for

the purpose of this closing session. Thank you.

( APPLAUSE)

M. JACK L. GOLDSM TH:

A few nminutes for questions if there are any. Everyone is

cyberspaced out. | think that'll wap it up.
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Thank you very very nuch, thank you, Ruth.

( APPLAUSE)

Ms. RUTH DAY:
Just to say to all of you, you' ve been fabul ous, just fabul ous,
and there's no toppi ng what has been said over these two days, so

we are adj our ned.

I, the undersigned, JEAN RIOPEL, O ficial Court Reporter, do
hereby certify under ny oath of office that the foregoi ng pages
are and contain the exact transcription of the proceedi ngs of

| LPF, taken by nmeans of stenotype and according to the |aw.

AND | HAVE SI GNED:
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